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ISSUE

I. Did the motion judge violate Martinez's state 

and federal constitutional rights in denying 

his motion to suppress where merely linking a 

specific IP address to child pornography did 

not provide a sufficient nexus to search for 

evidence of child pornography at the residence 

assigned to the IP address?

STATEMENT OF THE CASE 

On August 28, 2013, Adalberto Martinez was 

arraigned in Fall River District Court, Docket No. 

1232-CR-2700, and charged with distributing material 

of a child in a sexual act, in violation of G.L. c. 

272, §29B; and possession of child pornography, in 

violation of G.L. c. 272, §29C. (R.A./7) (Add./2-S).1

On January 13, 2014, the charge of distributing 

material of a child in a sexual act was nolle prossed. 

(R.A./1-6). On August 15, 2014, Martinez filed a 

motion to suppress evidence seized from a search 

pursuant to a warrant. (R/A./42-49). That same day,

1 The abbreviations used in this brief are as follows: 
the record appendix is cited as (R.A./page); the trial 
transcript is cited as (Tr.volume-page); the motion to 
suppress transcript is cited as (Mot.Tr.volume-page); 
the addendum is cited as (Add./page).

1



the suppression motion was heard in Fall River 

District Court. (Finnerty, J). The motion was denied 

on August 18, 2014. (R.A./42).

On November 12 and November 13, 2014, Martinez 

was tried before a judge with Judge Kevin J. Finnerty 

presiding. At the close of the Commonwealth's case, 

Martinez's oral Motion for Required Finding of Not 

Guilty was denied. (Tr.11-10-11). The jury convicted 

Martinez for possession of child pornography.

Martinez was sentenced to two and one half (2 H) 

years in the house of correction, one (1) year to 

serve, the balance of eighteen (18) months suspended 

for a period of five (5) years of probation subject to 

the following conditions: registration with the Sex 

Offender Registry Board, no unsupervised contact with 

children under the age of sixteen (16), no volunteer 

activities involving children under the age of sixteen 

(16), no residing with children under the age of 

sixteen (16) except his own, and any supervised 

contact with persons under the age of sixteen (16) 

only after notice to probation officer and disclosure 

to the adult responsible for the child, and monitored 

by GPS during this period. (Tr.11-70-71). The sentence 

was not to begin until after Martinez's completion of
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his current sentence on Bristol Superior Court Docket 

1400405. (Tr.11-70). He filed a notice of appeal on 

November 18, 2014. (R/A./50-51) The case was entered

in this Court on April 23, 2015.

STATEMENT OF THE FACTS 

Search Warrant Application and Affidavit2 

On March 9, 2012, Sergeant Michael Hill of the 

Massachusetts State Police Internet Crimes Against 

Children (ICAC) Task Force downloaded files containing 

child pornography from the Internet Protocol (IP) 

address 65.96.142.191. Through a subpoena, he received 

the following subscriber information for that address: 

Subscriber Name: Angel Martinez, Service Address: 231 

Sunset Hill, Fall River, MA 02724-3753. Hill learned 

nothing from the subpoena that connected the 

defendant, Adalberto Martinez, to the IP address.

Hill advised the Fall River Police Department of 

this discovery on March 22, 2012, and the 

investigation was assigned to Detective Steven 

Washington. In the beginning of April, Washington went 

to 231 Sunset Hill and saw it was part of the Sunset

2 The search warrant, search warrant application, and 
affidavit are part of the record appendix. (R.A./8- 
41) .
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Hill Housing Development. He verified 231 Sunset Hill 

was occupied by Maria Avilez, the mother of Angel 

Martinez. Angel Martinez is Adalberto Martinez's 

cousin. (Tr.1-62).

In the application for a search warrant, 

Washington relied on his training and experience to 

aver the following: (1) those who possess and/or

disseminate child pornography "have an interest... in 

the sexual activity of children...[and] are likely to 

keep secreted, but readily at hand, sexually explicit 

visual images depicting children; (2) people "trading 

in, receiving, distributing or possessing of images or 

movies involving child pornography will make copies of 

those files on their computer's hard drive or other 

removable media;" (3) "even if a user deleted the 

files, they still may be recoverable by a trained 

computer forensic examiner;" (4) people involved with 

the exploitation of children "often communicate with 

others through correspondence or other

documents... which could lead to identify the origin of 

these images;" (5) those with a sexual interest in 

children with access to the Internet "will conduct 

searches for child pornography and child sex stories 

on the Internet;" (6) "files related to the
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exploitation of children found on computers are 

usually obtained from the Internet using application 

software;" and (7) "computers used to access the 

Internet usually contain files, logs, or file 

remnants...[tending] to show ownership of the computer 

as well as ownership 'and use of Internet service 

accounts." (R.A./16-17).

Based on this information, Washington applied 

for, and received., a search warrant for 231 Sunset 

Hill in Fall River to search for evidence relating to 

child pornography.

Computers, the Internet, and Wireless Networks

Computers and other devices accessing the 

Internet are assigned an Internet Protocol, or IP 

address. Joshua J. McIntyre, Balancing Expectations of 

Online Privacy: Why Internet Protocol (IP Addresses) 

Should Be Protected as Personally Identifiable 

Information/ DePaul L. Re v. 895, 902 (2011) (R.A./64).

"In essence an IP address identifies a single 

computer; that computer might be an entry point into 

an internal network." White Buffalo Ventures LLC v. 

University of Texas, 420 F.3d 366, 369 n.6 (5th Cir. 

2005). A computer can be either a "stand alone" 

computer or a "networked computer." (R.A./26). A
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"stand alone" computer is one that is isolated from, 

or not attached to any other computer. (R.A./26). This 

type of computer is becoming rarer in today's "high 

tech interconnected world." (R.A./26).

A "networked computer" is one that is connected 

to, attached to, or can communicate with other 

computers or hosts. (R.A./26). It consists of one or 

more stand alone computers which have the ability to 

communicate with each other. (R.A./31). Today, more 

and more people have small networks in their homes 

allowing two or more computers to share an Internet 

connection. (R.A./31). One way computers on the same 

network can share an Internet connection is through a 

wireless network card, which allows computers to 

connect to each other via the radio spectrum, the same 

way a cordless phone allows a user to move around with 

a telephone without it being plugged into anything.

(R.A./31).

Wireless networks allow "computers within a local 

geographic area to share information without being 

connected by wires." Ned Snow, Accessing the Internet 

Through the Neighbor's Wireless Internet Connection: 

Physical Trespass in Virtual Reality, 84 Neb. L. Rev. 

1226, 1'231 (2006) (R.A./87). Wi-Fi radio signals
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originate from the Wi-Fi router which "transmits data 

between computers within the network, and between a 

modem that is connected to the Internet and a computer 

within the network." Id. Routers are capable of 

transmitting signals over a range of, on average, 

about 300 feet. Id. at 1232. Therefore, data can be 

transmitted between computers in separate buildings, 

and a neighbor of a Wi-Fi operator would be able to 

access the wireless network. Id. Additionally, the 

newest cell phones have the ability to access the 

Internet, allowing even easier Internet acce.ss. 

(R.A./29). A Wi-Fi operator could prevent outsiders 

from accessing the network by setting up a password, 

but most do not do this, allowing anyone within range 

to access the network. Snow, supra p.6 at 1234 

(R.A/87).

Any outsider who accesses the network would be 

linked to the IP address assigned to that network. See 

McIntyre, supra p.5 at 897 n.24 ("If multiple users 

access the Internet via the same subscriber account, 

the IP address will likely identify all of their 

Internet traffic and will not, therefore, be perfectly 

linked to any individual user") (R.A./72).

Suppression Hearing
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Martinez filed a motion to suppress arguing the 

search warrant affidavit did not provide probable 

cause. (R.A./42-49). On August 15, 2014, this motion 

was heard in front of Judge Kevin J. Finnerty.

Martinez argued the IP address was not enough to 

connect evidence of the crime to a specific address 

given the prevalence of wireless internet connections. 

(Mot.Tr.1-4-5). The Commonwealth even admitted there 

is always the possibility that someone sitting outside 

the residence could download child pornography if 

there was an open wireless network. (Mot.Tr.1-12-13). 

Judge Finnerty denied this motion three days later. 

(R.A./42). It is this decision Martinez now appeals.

ARGUMENT

I. THE MOTION JUDGE ERRED IN DENYING MARTINEZ'S
MOTION TO SUPPRESS BECAUSE THE IP ADDRESS ALONE 
DID NOT PROVIDE A SUFFICIENT NEXUS TO BELIEVE 
EVIDENCE OF CHILD PORNOGRAPHY WOULD BE FOUND AT 
231 SUNSET HILL.

A. Probable cause standard.

"A search warrant may issue only on a showing of 

probable cause." Commonwealth v. Kaupp, 453 Mass. 102, 

110 (2009), citing Commonwealth v. Byfield, 413 Mass. 

426, 28. (1992). Probable cause exists to search if 

"'the facts contained in the affidavit and reasonable 

inferences that may be drawn from them, [are]



sufficient for the magistrate to conclude that the 

items sought are related to the criminal activity 

under investigation and that they reasonably may be 

expected to be located in the place to be searched at 

the time the search warrant issues.'" Commonwealth v. 

Kenney, 449 Mass. 840, 845 (2007), quoting 

Commonwealth v. Walker, 438 Mass. 246, 249 (2002) 

(emphasis added).

The Massachusetts Supreme Judicial Court has 

expressly stated Article Fourteen of the Massachusetts 

Declaration of Rights "provides more substantive 

protection to criminal defendants" in determining 

probable cause than the Fourth Amendment. Commonwealth 

v. Upton II, 394 Mass. 363, 373-74 (1985) (rejecting 

totality of the circumstances test). While probable 

cause "'deal[s] with probabilities,'" Kaupp, 453 Mass. 

at 110, quoting Draper v. United States, 358 U.S. 307, 

313 (1959), and the "affidavit 'should be interpreted 

in a common sense and realistic fashion,'" Kaupp, 453 

Mass. at 111, quoting United States v. Ventresca, 380 

U.S. 102, 108 (1965), a "'[s]trong suspicion to 

suspect is not adequate'" in finding probable cause. 

Kaupp, 453 Mass. at 111, quoting Upton II, 394 Mass. 

at 370.
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To find probable cause, there must be a nexus

between the type of'evidence sought and the place to 

be searched. Commonwealth v. Anthony, 451 Mass. 59, 70 

(2008). "'The nexus may be found in the type of crime, 

the nature of the...items [sought], the extent of the 

suspect's opportunity for concealment, and normal 

inferences as to where a criminal would be likely to 

hide [items of the sort sought].'" Id., quoting 

Commonwealth v. Cinelli, 389 Mass. 197, 213 (1983). In 

the present case, merely linking child pornography to 

an IP address registered to 231 Sunset Hill, did not 

provide a sufficient nexus between child pornography 

and 231 Sunset Hill. Without any further incriminating 

information, probable cause did not exist to believe 

evidence of child pornography would be found at 231 

Sunset Hill, and the denial of Martinez's motion to 

suppress was a violation of his state and federal 

Constitutional rights.

B . Under the Fourth Amendment, there needs to 
be more evidence tying a specific residence 
to child pornography, other than an IP 
address, before a search warrant can issue.

"[Fourth Amendment rights]...are not mere second- 

class rights but belong in the catalog of 

indispensable freedoms." Illinois v. Gates, 4 62 U.S.
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213, 274 (1983) (Brennan, dissenting) (citation 

omitted). "[F]or most people, their computers are 

their most private spaces." United States v. Gourde, 

440 F.3d 1065, 1077 (9th Cir. 2006) (Kleinfeld, 

dissenting). Justice Kleinfeld explained there are 

many secrets kept on a person's computer, "most legal, 

some embarrassing, and some potentially tragic in 

their implications for loose liberality in allowing 

search warrants." Id. Seizing a computer which is 

shared by a family may have consequences unrelated to 

law enforcement, such as "confiscat[ing] a professor's 

book, a student's almost completed Ph.D. thesis, or a 

business's accounts payable and receivable." Id. at 

1078.

"The privacy of computers is too important to let 

it be eroded by sexual disgust." Id. Because of this, 

it is clear to obtain a search warrant for computers 

at a particular residence, the Fourth Amendment 

demands establishing a nexus between child pornography 

and that residence, and this nexus cannot be met by 

merely stating an IP address registered to that 

residence is linked to child pornography.

While IP addresses are undoubtedly relevant in 

locating suspects involved with child pornography, if
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a person has a wireless Internet connection, more than 

one computer can be connected to the single IP address 

and these computers could be located outside the 

residence. See McIntyre, supra p.5 at 897 n.24 ("If 

multiple users access the Internet via the same 

subscriber account, the IP address will likely 

identify all of their Internet traffic and will not, 

thereforer be perfectly linked to any individual 

user") (R.A./72); Snow, supra p.6 at 1232 (explaining 

data can be transmitted between separate buildings) 

(R.A./87). Because of this, there needs to be some 

further investigation, such as confirming the 

subscriber to the IP address actually resides at the

residence attached to the IP address. See e.g., United

States v- Elbe, 774 F.3d 885, 888 (6th Cir. 2014)

(agent drove by residence linked to IP address and saw 

person matching suspect's picture on the porch using a 

computer); United States v. Valley, 755 F.3d 581, 586 

(7th Cir. 2014) (public records check confirmed

subscriber of IP address lived at the listed

residence); United States v. Vosburgh, 602 F.3d 512,

518 (3d Cir. 2010) (steps were taken to confirm 

subscriber of IP address lived at the listed residence 

and lived there alone); United States v. Stults, 575
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F.3d 834, 838 (8th Cir. 2009) (using LexisNexis, a 

postal service mail delivery check, and a motor 

vehicle registration check, investigators confirmed 

the defendant was the resident of the address 

subscribed to the IP address); United States v.

Carter, 549 F.Supp.2d 1257, 1261 (D.Nev. 2008) (public 

records check, DMV check, and power company check, all 

confirmed IP subscriber lived at listed residence); 

United States v. Perez, 484 F..3d 735, 738 (2007) (a 

public records check, utilities company check, and an 

internet white pages check all indicated subscriber of 

IP address lived at the listed residence); United 

States v. Greathouse, 297 F.Supp.2d 1264 (D.Or.

2003)(investigators contacted DMV and various 

utilities to confirm subscriber of IP address owned 

listed residence and also observed his vehicle parked 

in the driveway).

In this case, investigators were not able to
v

confirm the subscriber of the IP address, Angel ■ 

Martinez, resided at 231 Sunset Hill. All that was 

learned through subsequent investigation was Maria 

Avilez lived at this residence. (R.A./16).

There is always the danger the person subscribed 

to the IP address does not live at the residence
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listed. See United States v. Voustianiouk, 685 F.3d 

206, 209-10 (2d Cir. 2012) (IP address was assigned to 

defendant at Apartment 1, but upon executing the 

warrant, investigators learned he lived on the second 

floor); United States v. Meeks, 290 Fed. Appx. 896,

898 (6th Cir. 2008) (investigators tracked IP address 

to subscriber, but while the subscriber paid for the 

Internet service, it was provided to another residence 

where her son lived).

While the Second Circuit in Voustianiouk said 

discovering the subscriber no longer lived at the 

listed residence may not necessarily invalidate the 

warrant, this is only where "the current resident 

continue[s] to pay for Internet service .but had 

neglected to change the account holder's name." 685, 

F.3d at 213 (emphasis added). Without first attempting 

to confirm the IP address subscriber still resides at 

the residence attached to the IP address, warrants may 

be issued and executed to search a completely innocent 

person's home. See Voustianiouk, 685 F.3d at 212 ("if 

[the defendant] had not been home or had not answered 

the building's front door on the morning of the 

search, the agents might have very well entered and 

searched the first-floor apartment, which we have no
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reason to believe was anything other than an innocent 

person's home").

Again, investigators in this case did not confirm 

Angel Martinez lived at 231 Sunset Hill, only that his 

mother did. (R.A./16). In addition, there is nothing 

in the record to suggest when the search warrant was 

executed, investigators learned Angel had moved out, 

and his mother still paid for the Internet service 

without changing the account name. Without this, there 

was not probable cause to search the residence. See 

Voustianiouk, 685 F.3d at 213 (explaining discovering 

the subscriber no longer lived at the listed residence 

may not necessarily invalidate the warrant if "the 

current resident continue[s] to pay for the Internet 

services but had neglected to change the account 

holder's name").

There is also the danger a subscriber to the 

Internet has an unsecured wireless connection, making 

it possible for any number of people to access the 

network outside of the residence. See Snow, supra p.6 

at 132-34 (as most Wi-Fi operators do not set up a 

password for their network, anyone within range could 

access the network) (R.A./87). Contrast United States 

v. Bynum, 604 F.3d 161, 163 (4th Cir. 2010)

15



(investigators had information suspect was using a 

phone-based dial up service). The Fifth Circuit has 

acknowledged the possibility that transmissions may 

occur outside of the residence to which the IP address 

is assigned, but that it "remained likely" the source 

of transmission came from inside that residence.

Perez., 484 F.3d at 740. However, the Fifth Circuit 

improperly compared an Internet connection to a 

screenname. Id. at 740 n.2. Using a screen name, or 

any other password protected account, requires the 

user to know the password associated with that 

account. United States v. Grant, 218 F.3d 72, 75 (1st 

Cir. 2000). Where there is "no evidence suggesting 

that on any given occasion, the user is not likely in 

fact to be the registrant," probable cause will still 

exist. Id. Further, investigators in Perez were able 

to confirm the subscriber resided at the residence 

associated with the IP address, strengthening the 

probable cause argument.. 484 F.3d at 740.

In this case, investigators had no reason to 

believe the IP address in question was part of a dial

up service. If this was an unsecured wireless network, 

which was not password protected, anyone could have 

accessed the IP address, and could have done so

16



outside the residence. See Snow, supra p.6 at 132-34 

(as most Wi-Fi operators do not set up a password for 

their network, anyone within range could access the 

network, including neighbors) (R.A./87). Even if it 

was a secure wireless network, and was password 

protected, while there may be reason to believe Angel 

Martinez was aware of the password, since he was the 

subscriber, there was no reason to believe he resided 

at 231 Sunset Hill. Therefore he could have been 

accessing the Internet outside of the residence.

Washington was on notice this IP address was 

likely a wireless connection, and could have been 

accessed by people outside the residence, as he 

observed 231 Sunset Hill was part of a housing 

development. (R.A./16). This case is similar to United 

States v. Hay, involving a search warrant on a college 

campus. 231 F.3d 630, 632 (9th Cir. 2000). There, 

investigators were able to track child pornography to 

an IP address associated with the University of 

Washington campus, and then specifically to the 

apartment which was assigned to the defendant. Id. An 

investigation revealed a substantial amount of 

additional evidence, besides the IP address, 

supporting probable cause to believe these images
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would be found on the suspect's computer in his 

apartment. Id. at 632-34. During an undercover phone 

call, the defendant in Hay admitted he owned a 

computer, kept it in his apartment, and was the only 

one who used that computer. Id. He also admitted he 

used the University as his Internet Service Provider. 

Id. at 633. There was also evidence of the Hay 

defendant's extreme interest in young children through 

a website he maintained describing his extensive 

contact with children.. Id. at 632, 634.

While a college campus is different from a single 

family residence where investigators may believe they 

are focusing on a single computer inside that 

residence, see Greathouse, 297 F.Supp.2d at 1271, the 

fact 231 Sunset Hill is part of a housing development 

is significant. (R.A./16). Because a housing 

development is comprised of housing units more akin to 

a college campus environment than a neighborhood of 

freestanding single family homes, probable cause is 

not established. This is so especially since 

investigators were unable to confirm Angel Martinez, 

the subscriber of the IP address, 'actually lived at 

231 Sunset Hill. Contrast Greathouse, 297 F. Supp. at 

1271 (by tracing the username, by checking ISP

18



records, and confirming the identity with DMV and 

utility records, there was probable cause to believe a 

computer located within the residence contained child 

pornography).

"In the Eighth Circuit, for the purposes of 

determining whether probable cause exists to search a 

computer, an IP address assigned to a specific user at 

the time illegal internet activity associated with 

that IP address occurs is a sufficient basis to find a 

nexus between the unlawful use of the internet at that 

IP address and a computer possessed by the subscriber 

assigned to that address." United States v.. Reibert,

No. 8:13CR107 (D.Neb. Jan. 27, 2015) (unpublished) 

(R.A./53). See also United States v. Wagers, 452 F.3d 

534, 540 (6th Cir.. 2006) (evidence connected the 

defendant, his IP address, his home and his computer 

to the offense).

While investigators may have connected the IP 

address in this case to the offense of child 

pornography, they were unable to connect anything 

else. There was no confirmation Angel Martinez lived 

at 231 Sunset Hill, no confirmation he owned a 

computer, and no confirmation that computer was used 

exclusively in 231 Sunset Hill. Further, while
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investigators may have been able to search a computer 

in the possession of Angel Martinez, the subscriber, 

they were not authorized to search the computer in the 

possession of a third party. It is clear, the Fourth 

Amendment requires more evidence, other than an IP 

addre-ss, to establish probable cause to search a 

specific residence for child pornography. As a result, 

the denial of Martinez's motion to suppress was error, 

in violation of his Fourth Amendment rights.

C. Under Article Fourteen of the Massachusetts 
Declaration of Rights, there needs to be 
more evidence tying a specific residence to 
child pomographyr beyond a mere IP address, 
before a search warrant can issue.

The Massachusetts Supreme Judicial Court has 

never relied on an IP address alone to support a 

finding of probable cause to search the physical 

address associated with that IP address. In fact, it 

appears this specific issue has never been before the 

Court. However, as Article Fourteen "provides more 

substantive protection to criminal defendants than 

does the Fourth Amendment in the determination of 

probable cause," it is likely more would be required. 

Upton II, 394 Mass. at 373. Since the Fourth Amendment 

requires more than an IP address alone to support a
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finding of probably cause, see supra pp. 10-20,' 

Article Fourteen certainly cannot require less.

In cases where the SJC has addressed this issue, 

its decisions suggest a much more substantial factual 

basis must support a finding of probable cause to 

search a private residence for a computer containing 

child pornography.

In Anthony, 451 Mass. at 60-61, an investigation 

revealed the defendant threatened a twelve (12) year 

'■■old girl into sending sexually explicit pictures of 

herself. The Supreme Judicial Court held there was 

probable cause to search the defendant's storage 

locker for five (5) reasons: (1) 3 years prior he had

-pled guilty to charges involving possession of child 

pornography and was not supposed to use computers 

pursuant to probation, but admitted he did; (2) he 

used a computer to threaten a young girl into sending 

sexually explicit pictures; (3) he kept a list of 

websites appearing to relate to child pornography; {4) 

the police had information he owned as many as five 

(5) computers; and (5) he was homeless and rented a 

storage locker so it was reasonable to infer he was 

keeping his pornography in the only physical space 

under his control.. Id. at 70-71.
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In Kenney, 449 Mass. at 843, a woman contacted 

the police to tell them she had accessed the 

defendant's email and had found an email depicting 

child pornography. She further stated she had seen a 

computer in his house when she visited. Id. Police 

investigation was able to confirm the defendant lived 

at the address provided by the woman, and assigned to 

the email account, by seeing his vehicle in the 

driveway. Id. at 843-44.

The Kenney case differs from Martinez's case for 

two significant reasons. One, the account in Kenney 

was a password protected email account, while an IP 

address is not necessarily password protected. 449 

Mass. at 843. See also Grant, 218 F.3d at 75 

(explaining there is always reason to question whether 

an account is being used by the person who is 

registered to that account, but if it is password 

protected it requires at least the user know the 

password). Second, in Kenney, investigators confirmed 

the defendant lived at the residence assigned to the 

email address account. 449 Mass. at 844. See supra pp. 

12-13. Investigators were never able to confirm Angel 

Martinez lived at 231 Sunset Hill.
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The IP address assigned to 231 Sunset Hill could 

have been part of a wireless network where multiple 

computers from multiple locations were accessing the 

Internet. See Snow, supra p.6 at 1232 (explaining data 

can be transmitted between separate computers in 

separate buildings) (R.A./87). Just because one 

computer on a network contains child pornography, does 

not mean there is probable cause to believe all 

computers on that network contain child pornography. 

See Kaupp, 453 Mass. at 103-114 (no probable cause to 

search defendant's computer connected to school 

network even though another computer connected to the 

'network had child pornography in its open share which 

:was accessible to all network users). While it is 

possible an IP address may not be part of a wireless 

network, or may be password protected, it is not 

unreasonable to expect investigating officers to take 

some steps to confirm or dispel this. C .f.

Commonwealth v. -Canning, No. SJC-1.1773 (Apr. 27, 2015) 

(unpublished) (R.A./58-59)

(when officers have probable cause to believe a person 

is growing marijuana in their home, it is possible 

they are registered to do so, and it is not an

23



"impossible burden" to expect them to confirm this)

(R.A./55-59).

When officers have probable cause to believe an 

IP address is linked to child pornography, before they 

are able to obtain a search warrant they should be 

required to establish (1) the IP address is not linked 

to a wireless internet service; (2) the IP address is 

linked to a wireless internet service, but it is a 

secure connection requiring a password; or (3) no one 

outside the residence would be accessing the network. 

Providing probable cause for one of those three things 

is not impossible, not unreasonable, and ensures that 

individuals' rights under Article Fourteen are 

protected.

In this case, although investigators were able to 

link child pornography to an IP address registered to 

Angel Martinez, they were: 1) unable to confirm he 

lived at the location associated with the address; 2) 

unable to provide details about.the type of Internet 

connection; and 3) unable to discern who would have 

been able to access this connection, and where they 

would have been able to do so. Accordingly, a search 

warrant should not have issued. Therefore, denying
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Martinez's motion to suppress was error and violated 

his state constitutional rights.

CONCLUSION

For all of the foregoing reasons, Martinez's 

conviction should be reversed.

Respectfully submitted, 
ADALBERTO MARTINEZ
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. ' DISTRICT COURT DEPARTMENT
FALL RIVER DIVISION 
NO. 1232CR02700

COMMONWEALTH

V.

ADALBERTO MARTINEZ

MOTION TO SUPPRESS EVIDENCE

The defendant on the above-entitled matter moves, pursuant to Mass.R.Crim.P. 13, that this 
Honorable Court suppress from the use in evidence anything recovered as a result of a search 
and seizure made pursuant to Search Warrant number 9323 issued from Fall River District 
Court, including but not limited to, laptop computers. A copy of the -warrant and affidavit are 
attached hereto.

The Defendant maintains that the issuance o f a search warrant; the execution of the search 
warrant, the seizure o f any items including any and all statements made by the Defendant, and 
the Defendant’s arrest were illegal because:

a. There was no probable cause to arrest the Defendant.

b. The Affidavit in support of the Application for the Search warrant does not
demonstrate probable cause on its face and is defective.

c. The search warrant was improperly issued.

d. The search preceded the arrest.

e. There was no valid consent to search.

f. There were no exigent circumstances which would authorize the warrantless search.

g. The information in the affidavit is stale.

WHEREFORE, the Defendant maintains that his rights under the Fourth Amendment o f 
the U.S. Constitution and Article Fourteen of the Declaration o f Rights to the Constitution of 
the Commonwealth o f Massachusetts have been violated.

C& 4</is 'ffio  yC&dst&JL Adalberto Martinez,
y d s  £ -3 )  attorney,

flMrOij Add./I
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United States Constitution
Fourth Amendment

The right of the people to be secure in their 
persons, houses, papers, and effects, against 
unreasonable searches and seizures, shall not be 
violated, and no warrants shall issue, but upon 
probable cause, supported by oath or affirmation, and 
particularly describing the place to be searched, and 
the persons or things to be seized.

Massachusetts Declaration or Rights 
Article Fourteen

Every subject has a right to be secure from all 
unreasonable searches and seizures of his person, his 
houses, his papers, and all his possessions. All 
Warrants, therefore, are contrary to this right, if 
the cause or foundation of them be not previously 
supported by oath or affirmation, and if the order in 
the warrant to a civil officer, to make search in 
suspected places, or to arrest one or more suspected 
persons, or to seize their property, be not 

accompanied with a special designation of the persons 
or objects of search, arrest, or seizure; and no 
warrant ought to be issued but in cases, and with the 

formalities, prescribed by the laws.

Massachusetts General Laws 
G.L. c. 272, §2 9B

(a) Whoever, with lascivious intent, disseminates 
any visual material that contains a representation or 
reproduction of any posture or exhibition in a state of 
nudity involving the use of a child who is under eighteen 

years of age, knowing the contents of such visual 
material or having sufficient facts in his possession to 
have knowledge of the contents thereof, or has in his 
possession any such visual material knowing the contents 

or having sufficient facts in his possession to have 
knowledge of the contents thereof, with the intent to 
disseminate the same, shall be punished in the state 
prison for a term of not less than ten nor more than 

twenty years or by a fine of not less than ten thousand
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nor more than fifty thousand dollars or three times the 

monetary value of any economic gain derived from said 

dissemination,, whichever is greater, or by both such 

fine and imprisonment.

(b) Whoever with lascivious intent disseminates any 

visual material that contains a representation or 

reproduction of any act that depicts, describes, or 
represents sexual conduct participated or engaged in by 
a child who is under eighteen years of age, knowing the 

contents of such visual material or having sufficient 

facts in his1 possession to have knowledge of the contents 
thereof, or whoever has in his possession any such visual 
material knowing the contents or having sufficient facts 
in his possession to have knowledge of the contents 
thereof, with the intent to disseminate the same, shall 
be punished in the state prison for a term of not less 
than ten nor more than twenty years or by a fine of not 
less than ten thousand nor more than fifty thousand 
dollars or three times the monetary value of any economic 
gain derived from said dissemination, whichever is 
greater, or by both such fine and imprisonment.

(c) For the purposes of this section, the 
determination whether the child in any visual material 
prohibited hereunder is under eighteen years of age may 

be made by the personal testimony of such child, by the 
testimony of a person who produced, processed, 
published, printed or manufactured such visual material 

that the child therein was known to him to be under 
eighteen years of age, by testimony of a person who 
observed the visual material, or by expert medical 
testimony as to the age of the child based upon the 

child's physical appearance, by inspection of the visual 
material, or by any other method authorized by any 

general or special law or by any applicable rule of 
evidence.

(d) In a prosecution under this section, a minor 

shall be deemed incapable of consenting to any conduct 
of the defendant for which said defendant is being 
prosecuted.
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(e) Pursuant to this section, proof that 
dissemination of any visual material that contains a 
representation or reproduction of sexual conduct or of 

any posture or exhibition in a state of nudity involving 
the use of a child who is under eighteen years of age 
was for a bona fide scientific, medical, or educational 
purpose for a bona fide school, museum, or library may 
be considered as evidence of a lack of lascivious intent.

G.L. c. 2 72, §2 9C

Whoever knowingly purchases or possesses a 
negative, slide, book, magazine, film, videotape, 
photograph or other similar visual reproduction, or 
depiction by computer, of any child whom the person 

knows or reasonably should know to be under the age of 
18 years of age and such child is:

(i) actually or by simulation engaged in any act of 
sexual intercourse with any person or animal;

(ii) actually or by simulation engaged in any act of 
sexual contact involving the sex organs of the child 

and the mouth, anus or sex organs of the child and the 
sex organs of another person or animal;

(iii) actually or by simulation engaged in any act of 

masturbation;

(iv) actually or by simulation portrayed as being the 
object of, or otherwise engaged in, any act of lewd 
fondling, touching, or caressing involving another 
person or animal;

(v) actually or by simulation engaged in any act of 

excretion or urination within a sexual context;

(vi) actually or by simulation portrayed or depicted 
as bound, fettered, or subject to sadistic, 
masochistic, or sadomasochistic abuse in any sexual 
context; or

(vii) depicted or portrayed in any pose, posture or 

setting involving a lewd exhibition of the unclothed

Add. /4



genitals, pubic area, buttocks or, if such person is 

female, a fully or partially developed breast of the 

child; with knowledge of the nature or content thereof 

shall be punished by imprisonment in the state prison 

for not more than five years or in a jail or house of 

correction for not more than two and one-half years or 

by a fine of not less than $1,000 nor more than 

$10,000, or by both such fine and imprisonment for the 
first offense, not less than five years in a state 
prison or by a fine of not less than $5,000 nor more 
than $20,000, or by both such fine and imprisonment 

for the second offense, not less than 10 years in a 
state prison or by a fine of not less than $10,-000 nor 
more than $30,000, or by both such fine and 
imprisonment for the third and subsequent offenses.

A prosecution commenced under this section shall not 
be continued without a finding nor placed on file.

The provisions of this section shall not apply to a 
law enforcement officer, licensed physician, licensed 

psychologist, attorney or officer of the court who is 
in possession of such materials in the lawful 
performance of his official duty. Nor shall the 
provisions of this section apply to an employee of a 
bona fide enterprise, the purpose of which enterprise 

is to filter or otherwise restrict access to such 
materials, who possesses examples of computer 
depictions of such material for the purposes of 
furthering the legitimate goals of such enterprise.

Add./5



RECORD APPENDIX

TABLE OF CONTENTS

DOCKET ............................................R.A./l

COMPLAINT......................................... R. A. /7

SEARCH WARRANT.................................... R.A./8

APPLICATION FOR SEARCH WARRANT..................R.A./10

AFFIDAVIT IN SUPPORT OF APPLICATION FOR SEARCH

WARRANT.......................................... R. A. /II

DEFENDANT'S MOTION TO SUPPRESS EVIDENCE........ R.A./42

MOTION TO SUPPRESS EVIDENCE DECISION........... R.A./42

NOTICE OF APPEAL . .  ..............................R.A./50

UNITED STATES V. REIBERT, No. 8:13CR107 (D.Neb. Jan.

27 , 2015) (unpublished)........ .................R. A. / 52

COMMONWEALTH V . CANNING, No. SJC-11773 (Apr. 27, 2015)

(unpublished)................................   . . . R. A. / 55

JOSHUA J. MCINTYRE, BALANCING EXPECTATIONS OF ONLINE 

PRIVACY: WHY INTERNET PROTOCOL (IP ADDRESSES) SHOULD 

BE PROTECTED AS PERSONALLY IDENTIFIABLE INFORMATION,

DePaul L. Rev. 895, 902 (2011)....................R.A./63

NED SNOW, ACCESSING THE INTERNET THROUGH THE 

NEIGHBOR'S WIRELESS INTERNET CONNECTION: PHYSICAL 

TRESPASS IN VIRTUAL REALITY, 8 4 Neb. L. Rev. 122 6, 1231 

(2006)............................................R.A. /86



CRIMINAL DOCKET DOCKET NUMBER 

1232CR002700

NO. OF COUNTS 

2

Trial Court of Massachusetts 
District Court Department A i

DEFENDANT NAME AND ADDRESS

Adalberto Martinez 

57 Bates Si.
Fall River, MA 02724

DOB

07/28/1986

GENDER

Male
DATE COMPLAINT ISSUED 

05/09/2012

COURT NAME & ADDRESS 
Fall River District Court

Fall River Justice Center
186 South Main Street
Fall River, MA 02721

PRECOMPLAJ NT ARREST DATE INTERPRETER REQUIRED

ipFIRST FIVE OFFENSE COUNTS 

COUNT CODE

1 272/29B/B

2 272/29C/A

OFFENSE DESCRIPTION 

CHILD IN SEXUAL ACT, DISTRIB MATERIAL OF c272 §29B(b 

CHILD PORNOGRAPHY, POSSESS c272 §29C

OFFENSE DATE 
03/09/2012

03V09/2012

W A R R A N T
ENSE ATTORNEY

DATE &  JUDGE

OFFENSE CITY/TOWN

Fall River
POLICE DEPARTMENT

Fall River PD

WAIVED

DOCKET ENTRY DATE & JUDGE FEES IMPOSED

□  Attorney appointed (S JC R. 3:10)
O  Atty denied & Deft. Advised per

□  Waiver of Counsel found after colloquy

A U G 2 8
. Counsel Fee (211D § 2Afl2)

Counsel Contribution {211D § 2) 
$

□  WAIVED

. A UG -2 I  ;
Terms of release set:

□  PR □
□  See Docket for specie

□  Held (2 7 6 § 5 B A )//J

V f

Default Warrant Fee (276 § 30^1} 
$

□  WAIVED

Default Warrant Arrest Fee (276 § 30 ]|2) □  WAIVED
$

rralgned and advised:
Potential of bail revocation (276 §58) 

Ijtight to bail to review (276 §58) 

lght to drug exam (111E § 10)
\A \ ^

Proballqp'6uper 

3II Order :orfeiBall Order

upervislon Fee (276 § Q7A)

J(V\
□  WAIVED

m A u  IVvv- Advised of right to Jury 
trial

Waiver of Jury found alter colloquy 

□  Does not waive

W.
Advised of trial rights as pro se (Dlst. CL Supp.R.4)

WARRANT
Advised of right of appeal to Appeals CL (M.R. Crlm P.R. 28) ISSUE

SCHEDULING HISTORY

NO. SCHEDULED DATE EVENT RESULT JUDGE TAPE START/ 
STOP

•.'1
X l i Z - S I ^ ' k o j - u

□  Held □  Not HeJd but Event Resolved □  Cont’d ^
v c x h f o m -  i s s T z O

2
V

□  Held □  Not Held but Event Resolved □  Cont’d ^ T p y r ^ o
t  m a i L t r )

3
\

□  Held Q  Not Hold but Event Resolved □  Cont’d q
A  S O P  < T  t o -

4
\

□  Held n  Not Held but Event Resolved □  Confd „  .
^  f t M i o f n r c r s i j #  c r  n t- 3 T  S  O

5 \ □  Held □  Not Held but Event Resolved □  Contd k omr>
6

\
□  Held □  Not Held but Event Resolved □  Cont’d

7 \ □  Held □  Not Held but Event Resolved □  Cont’d

S
\

□  Held □  Not Held but Event Resolved □  Confd

9 N □  Held □  Not Held but Event Resolved □  Confd
\

1 0 ^3«Held □  Nol Held but Event Resolved □  Confd

APPROVED ABBREVIATIONS V
ARR * Airajgnment PTH ■» Pralrial haartnQ OCE v Discovery cempBatiea & jury ael&tfon BTR ■  Bench trial JTR«Jury trial PCH * Probable causa hearing MOT *  Motion hearing SRE = Status rnvtaw 

SRP “ Status review of payments FAT * First appearance in jury session SEN 3 SBnlshclng CWP °  Continuance wiihoul-findiitfl scheduled to lennlnale PRO ■  Probation scheduled to tetntlnaJe 

DFTA > Defendant failed to appear & wee defaulted WAR“=Wairarrt Issued WARD ■  Default warrant bsued WR = warrant or dafeiril wanam recalled PVH« probation rew »tton hearing.

A TRUE COPY ATTEST: CLERK-M AG 1STRATE / ASST CLERK

X
TOTAL NO. OF PAGES ON (DATE)

Q ale/Tirne Printed: 0  SCft-2012 V*:15:23 V ertion 2.0 -  11/D6

R.A./l iI
I

1232CR002700



CRIMINAL DOCKET - OFFENSES DEFENOANT NAME

A dalberto Martinez

DOCKET NUMBER 

1232CR002700 I

I

I

COUNT/OFFENSE

1 CHILD IN SEXUAL ACT, DISTRIB MATERIAL OF c272 §29B(b)

DISPOSITION DATE AND JUDGE

DISPOSITION METHOD

Q  Guilty Plea or □  Admission to Sufficient Facts 
accepted after colloquy and 278 §290 warning

□  Bench Trial

□  Jury Trial

□  Dismissed upon:

□  Request of Commonwealth □  Request of Victim

□  Request of Defendant □  Failure to p rosecu te ,

□  Other;

□  Filed wilh Defendant's consent 

tSk^Nolle Prosequi

□  Decriminalized (277 §70 C)

FJNE/ASSESSMENT

HEAO INJURY ASMT RESTITUTION V/W ASSESSMENT BATTERER’S FEE

bUI VICTIMS ASMT

SENTENCE OR OTHER DISPOSITION

□  Sufficient facts found but continued without a finding until:

□  Defendant placed on probation until:

O  Risk/Need or OUI Q Administrative Supervision

□  Defendant placed on pretrial probation (276 §87) until:

□  To be dismissed If courl costs / restitution paid by:

FINDING

□  Guilty

D  Responsible

□  Probable Cause

□  Not Guilty

□  Not Responsible

□  No Probable Cause

FINAL DISPOSITION

□  Dismissed on recommendation of Probation DepL
□  Probation terminated: defendant discharged
□  Sentence or disposition revoked (see cont'd page)

JUDGE DATE (IIII 
I
i
II

I
J

I
I

I

I
iI
III
i

COUNT I OFFENSE

2 CHILD PORNOGRAPHY, POSSESS c272 §29C
DISPOSITION DATE AND JUOGE v 

OUI 624D FEE IDISPOSITION METHOD

O  Guilty Plea or O  Admission to Sufficient Facts 
accepted after colloquy and 273 §29D warning

□  BeptffTTrlal 

Qflury Trial

□  Dismissed upon:

□  Request of Commonwealth □  Request of Victim

□  Request of Defendant Q  Failure to prosecute

□  Other:

□  Filed with Defendant's consent

□  Nolle Prosequi

□  Decriminalized (277 §70 C)

FINE/ASSESSMENT

HEAD INJURY ASMT

SURF1NE

RESTITUTION

COSTS

SESSMENTV/W-ASSESSME

SENTENCE OR 6YHER blSPOSITION

□  Sufficient facts found but continued without a finding until:

□  Defendant placed on probation until:

□  Risk/Need or OUI ^  Administrative Supervision

□  Defendant placed on pretrial probation (276 §37) until:

□ T o  be dismissed If court costs /  restitution paid by:

OUI VICTIMS ASMT

BATTERER'S FEE

\v̂ v"

v/
H | l b

. 5^x W )
M  DISPOSITION \  JUDGE.FjRBT

□'G u ll1

IING 

ullty 

Q  Responsible 

□  Probable Cause

□  Not Guilty

□  Not Responsible

□  No Probable Cause

F I N A L . ---------- .

□  Dismissed on recommendation of Probation DepL
□  Probation terminated: defendant discharged t
□  Sentence or disposition revoked (see cont'd

DATE

pISPOSfTJON DATE AND JUDGE ICOUNT/OFFENSE

DISPOSITION METHOD

Q  Guilty Plea or O  Admission to Sufficient Facts 
accepted after colloquy and 278 §290  warning

□  Bench Trial 

□ J u r y  Trial

□  Dismissed upon:

□  Request of Commonwealth □  Request of Victim

□  Request of Defendant □  Failure to prosecute

Other!

□  Rled with Defendant's consent

□  Nolle Prosequi

□  Decriminalized (277 §70 C)

FINEfASSESSMENT

HEAD INJURY ASMT

SURFINE

RESTITUTION V/W ASSESSMENT

OUI § 2 4 0  FEE

BATTERER’S FEE

OUI VICTIMS ASMT

OTHER

SENTENCE OR OTHER DISPOSITION ^ X A j I  \ \ /  1)

□  Sufficient facts found but continued without a  finding until: T

□  Defendant placed on probation until:

□  Risk/Need or OUI □  Administrative S u p e r v ls 1 o r f ^ ^ $  \ / ^

□  Defendant placed on pretrial probation (276 §B7) until: \

^  . t,
o'L'

JUDGE D  DATE

□  To be dismissed if court costs /  restitution paid by:

FINDING 

E  Guilty 

E  Responsible 

□  Probable Cause

□  Not Guilty

□  Not Responsible

□  No Probable Cause

FINAL DISPOSITION

□  Dismissed on recommendation of Probation Dept.
□  Probation terminated: defendant discharged
□  Sentence or disposition revoked (see cont'd page)

YcOy. (Li 5 - y  o-ffvn tL v-

O a te ffin s  Printed- 05-09-201214:16:23

R.A./2

1232CR002700



u.

CRIMINAL DOCKET 

DOCKET ENTRIES

DEFENDANT NAME

Adalberto Martinez

DOCKET NUMBER

1232CR002700

DATE DOCKET-ENTRIES

2 8 20

L r\
SEP-;2 $ c?Fj' <L w 0 //>-' r x-tf

h / e ^ - a -  i - r s - m -  f ^ t t
D E C  1 ?

un n. i

& \ -  ( L ' 5 i f ?  j\, : E B  1 1

crr «  -J:."

Q r h i M

V Z & -  < ^ ~ K ^ - j - K ^ Z Z

\ r ^ X 5

Benin- Hwft-l/v6 9>Wl LC s'rr Iro tt
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CRIMINAL COMPLAINT
ORIGINAL

DOCKET NUMBER 

1232CR002700

NO. OF COUNTS 

2

Trial Court of Massachusetts H > 
District Court Department \

OEFENDANT NAME & ADDRESS

Adalberto Martinez 
57 Bates St.
Fall River, MA 02724

COURT NAME & ADDRESS

Fall River District Court 

Fall River Justice Center 

186 South Main Street 
Fatl River, MA Q2721 

(508)491-3200
DEFENDANT DOB COMPLAINT ISSUED

07/28/1986 05/09/2012
DATE OF OFFENSE ARREST DATE
03/09/2012

OFFENSE CITY/TOWN OFFENSE ADDRESS 

Fall River
NEXT EVENT DATE & TIME

POLICE DEPARTMENT

Fall River PD
POLICE INCIDENT NUMBER

12-287WA
NEXT SCHEDULED EVENT 

■

OBTN ROOM f SESSION

The undersigned complainant, on behalf of the Commonwealth, on oath complains that on the date(s) indicated below the, 
defendant committed the offense(s) listed below and on any attached pages.

IcOUNT CODE DESCRIPTION *
I 1 272/29B/B CHILD IN SEXUAL ACT, DISTRIB MATERIAL OF c272 §29B{b) A / f  / 3  1 / ^ T f S .

;On 03/09/2012, with lascivious inlent, did disseminate visual material that contained a representation or reproduction of an act that depicted, described or 
’represented sexual conduct participated or engaged in by a child who was under eighteen years of age, knowing the contents of such visual material or having 
Isuffident facts in his or her possession to have had knowledge of the contents thereof, or did have in his or her possession some such visual material knowing • 
!the contents or having sufficient fads in his or her possession to have had knowledge of the contents thereof, with the intent to disseminate ibe same, in 
!violation of G.L. c:272. §29B(b).

!NO DISTRICT COURT FINAL JURISDICTION IN ADULT SESSION; upon conviction, must register as a sex offender pursuant to G-L. c. 6, §§178C-178P; 
jupon conviction, must register as a sex offender pursuant to G.L. c. 6, §§178C-178P.

| 2  272/29C/A CHILD PORNOGRAPHY, PO SSESS c272 §29Ci
jOn 03/09/2012 did knowingly purchase or possess a negative, slide, book, magazine, fifm, videotape, photograph or other simrlar visuaJ reproduction, or 
(depiction by computer, of a child whom the defendant knew or reasonably should have known to be under the age of 18 and who was: (1) actually or by 
^simulation engaged in an act of sexual intercourse with a person or animal, or in an act of sexual contact Involving the sex organs of the child and the mouth, 
ianus or sex organs of the child and the sex organs of another person or animal, or in an act of masturbation, or in an act of excretion or urination within a 
[sexual context; or (2) actually or by simulation portrayed as being the object of, or otherwise engaged in, an act of lewd fondling, touching, or caressing 
|involving another person or animal; or (3) actually or by simulation portrayed or depicted as bound, fettered, or subject to sadistic, masochistic, or 
[sadomasochistic abuse in a sexual context; or (4) depicted or portrayed in a pose, posture or setting involving a lewd exhibition of the unclothed genitals, pubic . 
iarea; Buttocks or, if such person is female, a fully or partially developed breast of the child; with knowledge of the nature or content thereof, in violation of G.L. 
ic.272, §29C. .

'PENALTY: stateprison not more than 5 .years; or jail or house of correction not more than 2% years; or not Jess than $1000, not more than $10,000 fine; or 
iboth such fine and imprisonment: cannot be continued without a finding or placed on file; upon conviction, must register as a sex offender pursuant to G.L. c.
'6. §§178C-178P.

SIGNATURE OF COMPLAINANT * /

X  C l c£ L l -

SWORN TO ^ F ^ e ^ ^ K - M A a ^ ^ r ^ S S ^ C L E R K /^ P y 'A S S T .  CLERK 0AT£

NAME OF C O M P L IA N T A  TRUE ■ • 
COPY ..
a t t e s t ;-.

/C LERM M G ISTR ATE/ ASST. CLERK

c P f W f C

DATE ,

Notice to  Defendant: 42 U.S.C. §  3796gg-4(e) requires this notice: I f  you are convicted o f a  misdemeanor crime of domestic violence you 
m aybe  prohibited permanently from purchasing and/or possessing a  firearm and/or ammunition pursuant to 18 U.S.C. § 922 (g) (9) and 
other applicable related Federal, State, or local laws.

R.A./7



^SEARCH WARRANT TRIAL COURT OF MASSACHUSETTS
  Second District

G.L c. 276 , § §  1-7
Fall Rive?

-— <3̂CFTTOS=>V?77L'0vO7 
_ DIVISION

SEARCH\AftRRV̂ OOCKErNUMBei

? 3 d .

TO T H E  SHERIFFS OF OUR SEVERAL CO 
O FFICER, OR ANY CONSTABLE OR POLK 
COMMONWEALTH

Proof b y  affidavit, which is hereby incorporated by re erence, has been  m ade this day and I find that there is PROBABLE  
CAUSE to believe that the property described below:

□  has been stolen, em bezzled, or obtained by 
I x J is intended for u se or h as b een  used a s  the 
PH  h as been concealed to prevent a crime from 
f * l  is unlawfully p ossessed  or concealed for an 
I * \ js  evidence o f a  crime or is evidence of crim 
C H  other (specify)_ __ __ __ __ __ __ __ __ __ __

UNTIES O R  THEIR DEPUTIES, ANY STA TE P O U C E  
2E  OFFICER O F ANY C ITY OR TOW N, W IT H IN  O UR

aise pretenses, 
means of committing a crime, 
bong discovered, 

i jnlawfiji purpose^ 
nal activity.

YOU A R E  THEREFORE COMMANDED wifriin a  reasonable -firne and in no event later than seven  days from
the issu a n ce o f this search warrant to search for the 

See'Exhibit 2

bllowing property:

UL1 at

231 Sunset Hill, which is a housing development □. the City of Fall River

which is occupied by and/or in the p ossessk in Of: Angel Maitmez 03/27/83 and-MariaAvilez 08/17/45

1 XJ on the person or in the p ossession  erf:

Angel Martinez 03/27/83 and Maria AvUez 08/I7v 45

YoU fra] are 1 ! are not a lso  authorized to  c

You □  are S *) are not also authorized to e

You are 1 1 are not also  com m anded 1 
property in his or her possession or under his o

YOU ARE FURTHER COMMANDED rfyou find 
th e persons in w h ose possession  it is found befoi 

Fall Krver Division o f th

onduct the search at any tim e during the night 

Tterthe prem ises without announcem ent

0  search any person present w ho may-be found to have su ch  

her control or to whom such property may have been delivered.

such property or any part thereof, to bring ft, and when appropriate, 
e th e
1 Second District ‘ CoiatDeoartrrv*nt

i

CA7HESUED
SJGNfflUREPf JUSTC2E, CLBSKMAQSnVCTE ORASSJS WWT CLBS1C

FIRST OR ADMINISTRATIVE JUSTICE 

\A/TTMf=5^-

PFahTTBDNMflEOFJUSrnCEaS^WWSISTRATE ORASSJSTAMT CLERK

---------- —---------------—------------------------R . A . / b  *
t c - s w - 1  i&sn I



[ RETURN OF OFFICER SERVING SEARCH WARRANT

A search warmnt must be executed as soon as reasonably possible ? alter Its issuance, and ih any'case may not be validly executed more than  7 days after 

its issuance. The executing offcer must tie his or her return with the court named in the warrant within 7 days after the-warrant is issued. G .L  c. 276. §3A.

This search warrant w as issued on 04/03/12

T h e following is an inventory of the property taken pi

DUE

i jrsuant to this search warrant

1 HP G60-535DX Computer Notebook1

0  Compaq Presario A900 Computer Notebook 

3___:----------------------

4.

5- 

■ 6 . 

7.

"s'.
9- 

10' -

11 _

12 .
13 —

14 —

15 —

16 —

17 —

18 —

19 —

20 —

This inventory w a s m ade in th e p resence of: D et Thomas Cbace

I sw ear that this inventory is a  true ar i
onthi:

and I have executed it a s  fo llo w s:

(attadi ad dffianal pages as necessary)

d  detailed account of all the property taken by m e 
is search warrant

R.A./9

SIGmy^OFP^ONM^Mf^SEARCH EANDmeOF SEARCH

2£ D  p / r }

SWOR£

y

P&ĵ  S lB S C R ^^^B ffO R E

X - ------- f~ ~ --------------------------------------------- at Jusfice, Oerftfoageirate or Assistant Cleik

PRINTED NAME ©FFSSSDNMAWNG SEARCH 

Det. Steven Washington

TITLEC =PERSON MMCNG SEARCH 

Detective

CATE Si/yORNî NDSLBSCRlBSDTD



APPLICATION FOR SEARCH WARRANT
G L a  276, §§ 1- 7

T tftrE  C T /V 7TJO W

Detective Steven Washington

trial c o u r t  c fm a ssa .c h u s c t t s
S econc JPlsm ct

Fall River DIV/JSJOM

POSmCM CFAPPUGaNT

Detective

SEARCH V\mWTDOCKET NUMBER

I, tiae undersigned APPLICANT, being duty sworn, Repose and say th a t

1 .1 h ave the follow ing information based upon the 

w hich  is  (are) incorporated herein by reference.

2. B ased  upon this information, there is PR O B A B IE  CAUSE to believe that the properly described below :

 h a s been, stolen, em bezzled, o r  obtained by  fa lse  pretenses.
 is  intended for u se or bag b een  u sed  as the i  neans o f  coin iriliung a  crim e.

x h a s b een  concealed to  p revent a  crim e fror a b ein g  discovered.
^  is  ixalaw fully p ossessed  or con cealed  for ar i. unlaw ful purpose.
x is  ev id en ce o f  a  crim e or is  ervidence o fc r i n in al activity

 o th e r  (specifŷ ')___ :________________ ___

3. I am  seeking the issuance o f a  w arrant to  sear 
s e a rc h e d  f o r  a s  p a r t ic u la r ly  as  p o s s ib le ):

See Exhibit 2

attached affidavit's), consisting o f a  total o f____8_

ch for the follow ing property (d escrib e the p ro p e rty  to  be

4. Based upon this information, there is also probable 
2E  czt ( id e n t ify  th e  e x a c t lo c a tio n  o r  d e s c r ip t io n

clause to believe that the properly may be found (checkas many as apply): 
of.the place(s) to  be searched):

231 Sunset EJU, which a housing developm ent in fch

which is occupied by and/or in the possession of

* on  th e  p erson  o r in th e p o sse ss io n  o f  (id e  n tify  a n y  s p e c ific p e rs o n (s ) to  b e  s e a rc h e d ):

Angel Martinez 03/27/83 and Maria Avilez 08/17/4: ?

City of Fall River.

Angel Martinez 03/27/83 and Maria Avilez 08/17/45

2L__ o il airy person present who may be found to hs\ e  such property in bis or her possession or under his 
or her control or to  whom such property may ha' re been delivered.

THEREFORE, [respectfully request tfiatthe court iss-ue a  Warrant and order o f seizure, authorizing the search of 
the a b o v e described place(s) and person(s), if any, tc > b e  searched, and directing that such property or evidence or 
any part thereof, ff found, b e  seized  and brought beft >re the court, together with such other and further relief that 
the court m ay deem  proper.

I. h av e  previously subm itted th e  sam e  appl icatton.
I —— h av e  not previously subm itted the s a m e a  opBcation

TONTED NAME OF APPLICANT 
Detective Steven Washington

OF PERJURY

SW O R N /W D

C-SW-1 (7789)
Signature  o f  Ju sS oe . Cleyk-Magistri t e  o r  A ssis tan t C lerk

R.A./10



AFFIDAVIT IN SUPPORT OF APPLICATION FOR SEARCH WARRANT

' 1. I, Detective Steven Washingt< >n, being duly sworn, depose and say:

2.- Being part o f the Fall River P> 
member of Massachusetts Internet C: 
Federal, State and Local Law Enfor 
conducting undercover online invest! 
sexually exploited via the Internet, cc 
monitoring of the Internet for the bar( 
enforcement officer for 17 years and 
years. During this time I have invest!, 
child sexual abuse) and child pomogi a; 
the field o f child physical and sexual 
Offenders to seduce, entice and gain 
exploitation

lice Department Major Crimes Division is a 
ijimes Against Children (ICAC) that is comprised o f  

ent The Task Force is responsible for 
gations, responding to complaints regarding children 
nducting community education programs and 
eriiig in child pornography. I have been a law 
member o f the Major Crimes Division for six 

gated numerous incidents o f child abuse (including 
phy. During this time I have received training in 

abuse as well as the use of the Internet by Sexual 
: iccess to children for the purposes o f sexual

as
. I’have conducted and participated 

exploitation on the Internet, as well 
computer or computer systems. Fron i 
techniques and methods of operation 
conceal their activities from detectioi. 
in investigations into the activities of 
the use o f the Internet to entice, seduqt 
welfare o f a child, harassment and 
preparation and execution of numero

i n hundreds o f  .investigations.regarding c h ild .
5 other investigations involving the use o f a 
my training and experience, I am familiar with the 

used by individuals involved in criminal activity to 
by law enforcement authorities. I have participated 

individuals and groups involved in sexual assault, 
e and gain access to children, endangering the 

iracy. In addition, I have been involved in the 
search warrants.

coisp:
IIS

As part o f my duties I investigate v Lolations o f state law, including the online 
exploitation of children, particularly i n relation to violations of Massachusetts General 
Law 272 Section 29B (A)(C) which c riminalize, among other things, the possession, 

■receipt and transmission of child p an  ography. I have gained experience in the conduct 
o f such investigations through trainin % in seminars, and classes. I have attended 
numerous computer crime conference s over the past six years. .

3. This affidavit has attached lie 
following attachments:

ei eto and incorporated herein by reference o f the

b.

c.

d.

Exhibit 1: A  seven (7) p< 
the Ares Network provide^ 
Exhibit 2: An eleven (11] 
on computer systems. 
Exhibit 3: A  one (1) pajg 
experience and training as 
sharing networks on the Idt 
Appendix A: A five (4)-]

Search Warrant Affidavit for 231 S
Page: 1 of S

ge document detailing peer to peer file sharing and 
by Sgt Michael Hill.
page document providing background information

;e biography of Sgt Michael Hill’s professional 
an investigator and experience with peer to peer file 
em et

document detailing the items to be searched forI  age

unset Hill in Fall River Massachusetts

R. A .'/ll y/V/Z.



at the search location, 231 Sunset Hill in Fall River Massachusetts.

5. The facts establishing the gro* 
search warrant are as follows:

On 03/22/12,- Sgt Michael Hill o f the 
Children (ICAC) Task Force advised

mds for my request to the court for the issuance o f  a

Massachusetts State Police Internet Crimes Against 
the Fall River Police Department that as a result o f  

his responsibilities with the ICAC Ta sk Force, he had conducted an investigation into the 
use of peer to peer file sharing programs on the Internet to possess and disseminate child 
pornography and that during the corn se o f his duties he discovered a computer with an 
Internet Protocol (IP) address of 65.9 5.142.191 that had reported an association with at 
least one suspected child pomograph; ?file. As a result o f lids, SgL Michael Hill 
continued his investigation and subsequently downloaded digital files containing child 
pornography from a computer using IP address 65.96.142.191. The following is an
excerpt from the report of S gt Miche

On 03/09/2012,1 was conduct}, 
hereinafter P2P, file  sharingprogra. 
pornographicimages arid  movies, in 
Chapter 272 §§ 29C. While conduct

~ng investigations into the use o f Peer to Peer,
'.j is fo r the possession and distribution o f child 
:iolationpfM G L Chauter272^§§ 29.B andMGL

network (a public file  sharing netwo 
software program installed on my co 
included screen capture images a t v,

el Hill (italicized):

m ng this investigation, I  was connected to the Ares 
? k which uses the Internet) using an Ares client 
nputer. The investigation was documented, which 

ous stages o f the investigation.an

On 03/09/2012, working in a? t official capacity, I  was connected to the Ares 
network through the internet using m i Ares client program . On 03/09/2012 at 
approximately 1130 hrs (E SI) I  loco ted a host computer on the Ares network that was 
recently reporting itse lf as sharing si spected child pornography files to the network I  
observed this host computer to have tm Internet Protocol (TP) address1 of. 65.96*142.191.

. Based on geographic mapping o f thu host IP  address, I  believed the associated computer 
to be located in Massachusetts. I  re\ iewedthe list o f files that the host computer with - 
public IP  address 65.96.142.191 was recently reporting to the network that it had in its 
possession and displaying as av.ailab le fo r  sharing. This list consisted o ften  (10) files, 
the majority o f which had terms in th s file  names consistent with child pornography 
terms. I  know that this list may not bz all inclusive. The lis t o f files that I  did observe 

. containedfile attributes such as, file  namesr types; sizes, and SHA-12 hash values. The 
follow ing is a sampling o f the list o fik e file  names and SHA-1 hash values recently 
reported to the Ares network from  the host computer with public IP  address

C om puters on th e  Internet identify each  
a ss is t law enforcem ent in finding a  particula 
faw enforcem ent officer to a  particular Intern 
account th a t u sed  th e  IP ad d re ss  to a c c e ss  
2 SHA-1 or Secure Hash Algorithm Version 1 is s 
signature of a  file. It is computationally infeasible 
The Secure Hash Algorithm (SHA) was developed 
with (he National Security Agency (NSA), for use 
Hash Standard (SHS). The United States of 
Federal Information Processing Standard.

Ann

qther by an Internet Protocol or IP address. IP addresses can 
computer on the Internet. IP addresses can typically lead the 

et service company and that company can typically identify the 
ihe Internet

file encryption method vriYrch may be used to produce a unique digital 
(2A160m) to find two different files that produce the same SHA-1 value.

by the National Institute of Standards and Technology (NIST), along 
vith the Digital Signature Standard (DSS) as specified within the Secure 
erica has adopted the SHA-1 hash algorithm described herein as a

Search Warrant Affidavit for 231 Sunset Hill in Fall River Massachusetts
Page; 2 of 8



6S.9il42.191:

H7e Name SHA-1

webcam ~ vivi_iTKranguirjK>04 (brasBeiinha 7){txas3 pthc ptsc 
kmtnTCf menina garotsj^vi

5KNCH£MCKAXWXTG2SZ2GQC4!QVBJ4CHJ

sdpa vagst&as de niAJA±as y  bf&itBS da 1 a BoAfAiO s baby} 
Z.wm/

ithc 5GJCGQZMWNQXQFOLDHP2YCALWWWKLQZZ

niA fAxam eJ bsA /A io posando.avi RMW3 Q VQ2J5Y3POG YNWLM23FZW2M&OTV

58MSSRQHQ2XW3ZPHW50J3334GM2VGC41

'Inewpihc dark studio 10yrv spread wkte(2).avi Z5KUC5K20ADD778ZJUQENMV3LB2WDVGKT

sfl&om an 63460CD5FR7Y5VSSLRRPSPCJETASTDFA

othc vidcy-pumped girt 12 bA  fA ixxs m isdlnfa na xaxotinha(2) mpg B)RE3NYJ3F30R<TENBV7EZMW5PCQ5VVF

V4EO6AJH2UAGAYHTTSW23GC4YTHRNDS0

10yr ntandy aJIf2).avi 7TVKVLHNUCnY/lIPM3>OQJLNDItNGXJOBYY

77QWJOO:tVHfY3\/Ff»OFi.OQMUSeXTOUR4ft-

On 03/09/2012 at approximately 1130 hrs (EST), using one o f the features 
available in the Ares P2P client 1 wat using, I  determined that the user o f this host 
computer located at IP address 65.96T142.191 had left the Ares client program 
configured to share files.

This officer has become famil
pornography. Through my training 
are routinely named with some o f the 

files listed above: pthc, ptsc, and bab 
experience that the term “pthc ” mem  
teen softcore I  also know that the 
or llyo , or Ily r  often indicate an agi

and experience, I  know that child pornography files 
following tenrts, which are found in some o f the 

For example, I  know through my training and 
'pre-teen hardcore” and that “p tsc” means 4'pre- 

letters “y r ” following a numeric value, such as, lOyo 
o f 10 years'old or 11 years old.

HGVi
The list o f file  names that I  oh 

video file  with the SHA-1 value o f5. 
which had a file  name o f “webcam • 
ptsc knabinoj menina garota).avi,t. 
(ESI), I  requested the above video fil  
5ENCHEMCKAXWXTG25Z2GQC4 
address 65,96.142.191. I  was able to 
address 65S6.142.191 and download 
host IP address 65.96.14Z19L The 
approximately 11:33:02 hrs (E SI), 
minute and forty-eight second web 
fem ale that appears approximately 8 
exposing her breasts: She then pulls 
vagina* She is observed masturbating 
inserting a pencil type object into hei 
experience, appears to be child porno 
and 29C. I  know that the Ares netw> 
selectedfile, leaving the original file  
download process I  observed the host 
have an Ares version 3.1.7.3042 clien1

ca

or with som e.of the slang used .bv^collectors of.child

erved and their associated SHA1 values included a 
CSEMCEAXWKTG25Z2GQC4IQVBJ4CNJ 

^ivi_moranguinho 04 (brasileirmha 7)(brasUpthc 
On 03/09/2012 at approximately 11:30:50 hrs 
z having SHA1 value o f 
IQVBJ4CNJfrom the computer with host IP  
connect directly to the computer with host IP  
this complete file  directly from  the computer with 

dpwnload process ended on 03/09/2012 at 
viewed the video file  and would describe it as a six 
m type video depicting a young prepubescent 
to 10 years old. The fem ale removes her shirt 
down her pants and underwear exposing her 

her vagina. The fem ale is then observed 
anus. This video, based on my training and 

ferqphy in violation ofM GL Chapter 272 §§ 29B 
u fk  download process actually makes a copy o f the 

the host computer. Additionally, during the 
computer located a t IP  address 65.96.142.191 to 
software program and a username o f

Search Warrant Affidavit for 231 Spnset BQ11 in Fall River Massachusetts
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ftdaiflypapi@dres"

Additionally dining this inves ligation, I  also observed and successfully 
downloaded three (3) additional con plete files from the computer with host IP address 
65.96.142.191 on 03/09/2012 betweJp 11:39:04 hrs and 11:55:06 hrs (E SI). I  reviewed 
the files that were downloaded and b ised on my training and experience I  believe these 
files to be childpornography in violc tion ofMGL Chapter 272 §§ 29B and 29C. The 
downloaded files are described belo\ >:

a) Originalfilename: 
host computer.
SHA-1: 5BMS5RQPQZ.J 
Description: This file  is 
minutes and fifty-three s< 
fem ales that appear appr 
nudity. One o f the fem al 
exposing her anus and v> 
posing fo r  the camera wi 
then spread their legs wix 

^shatsj>ftheir. ,vag£nasjwii 
masturbating their vagin 
anus at one po in t o f the

Information about the filenam e not supplied by remote

JV3ZPHW50J3334GM2 V6C4I 
webcam type video that is approximately seven 

fyconds in length depicting two youngprepubescent 
oximatefy 8 to 10years old in various stages o f 
es sticks her nude buttocks .into the camera’s view  

tygina. Both fem ales are then observed fu lly  nude 
exposed breasts and vaginas* Both fem ale fs 
exposing their vaginas and then have close up

'lAhp. camera. Thefrm nle-S are-then seen ...... .
as. One o f thefemale*s inserts her finger into her 

'indeo.

Vh

b) Original filename: llnew pthc dark studio lOyro spread wide(2).avi
SHA-1: Z5EXJC5K2DAB377BZMQENMV3LB2WDVGKT 
Description: This file  is a video that is approximately fiv e  minutes and 
twenty-eight seconds in I mgth depicting a young nude prepubescent fem ale 
that appears approximaU fy 10 to 12 years old leaning back on a couch. Ile r  
breasts are exposed and i he is masturbating her vagina with her hand. She 
is observed inserting hera finger into her vagina while licking her lips. A t 
other various points in the video she is spreading her legs and vagina with 
her hands. She is then observed urinating into a toilet

Original filename: stickam  
SHA-1: 63460CD5FR 71! 
Description: This file  is a 
fo u r m inutes and nine s> 
fem ales that appear appr
in various stages o f nudity, 
into the camera’s  view exposing her vagina.

sisters(2).avi 
^VSSLREPSPCIETASTDFA 
webcam type video that is approximately one hour 
:onds in length depicting two young prepubescent 
vdmately 10 to 12 years old posing fo r  the camera 

One o f the fem ales sticks her nude pelvic area

ez<

On the same date and time thbt 
occurred, I  observed the remote host 
client used in this investigation. Ifitrlh

Nets tat is a  program which causes the conn 
Depending upon tfie parameters given to the prog

Search Warrant Affidavit for 231
Page: 4 of 8

the downloads from  the remote host computer 
computer's IP Address 65.96.142.191 in the Ares 

er caused a NETSTAI3 command to be executed

erfons to a computer at the time the program is run to be displayed, 
am, the output may show the IP address of the connection in numerical
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C 6

several times during the downloadp 
IP Address and that I  was directly 
Address 65.96.142.191 during the di 
using the NETSTAT com mandThes 
hrs (E SI) and 12:01:24 hrs (E SI) 
was periodically connected to the co. 
investigation.

rocess in an effort to further verify the sharing h o sts  
nriected to the remote host computer with IP  

'̂ wnloadprocess. I  reviewed the logs created by 
e logs showed that on 03/09/2012 between 11:31:12 
computer with the Host IP  address 65.96.142,191 

mputer upon which I  was conducting the

chI  conducted an Internet sear* 
found it to be issued to the internet s& 
information, the Berkshire County D  
Subpoena to require Comcast Cable 
to its respective subscriber on 03/09j 
(ESI) fo r IP Address 65.96.142.191

On 03/15/2012, Comcast Ca 
following subscriber had been assig? 
between 11:31:12 hrs (E SI) and 12

on the origin o f the IP  address 65,96.142.191 and 
rvice provider, Comcast Cable. As a result o f this 
istrict Attorney’s Office issued an Administrative 
to provide records and other information pertaining 
2012 between 11:31:12 hrs (E SI) and 12:01:24 hrs

ble responded to said Order indicating that the 
ed the IP  address 65.96.142.191 on 03/09/2012 
01:24 hrs (EST):

■. Subscriber  Name: — 
Service Address:

Telephone #;

Angel-M artinez^-----;— —
231 Sunset H L
Fall River, M A 02724-3753
774-253-9719

Based upon the above initial 
all evidence generated during the in  
Fall River Police Major Crimes Division.

or named form. When the “n e ts ta r command is e> 
the IP address or name of the computers) which

Search Warrant Affidavit for 231S
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, investigation, I  am referring this investigation and 
v estigation to Detective Steven Washington of the

Sergeant Michael H ill

Massachusetts State P olice
Massachusetts Internet Crimes Against Children Task Force Commander

7. On 03/22/121, Det. Steven Washington was assigned to continue Sgt Michael 
Hill’s investigation.

8. I have viewed the files that were downloaded by Sgt Michael Hill and agree with the

scuted during a  file transfer between computers, the otflput vwll include 
referred the file(s).t ra

unset Hill in Fall River Massachusetts
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descriptions o f those files by him. Based upon my training and experience, each o f  the digital 
files appear to be Child Pomograp.iy in violation o f Chapter 272 Section 29B and 29C o f  the 
Massachusetts General Laws.

9. On 04/02/11 at approximately 1100 hrs I went to 231 Sunset Hill and observed it 
to be a part of the Sunset Hill Housr lg Development

10. I verified that 231 Sunset Hi] 1 is occupied by Maria Avilez 08/3 7/45, who is the 
Mother of Angel Martinez 03/27/83.

11. I know from training and experience that those who have possessed and/or' 
disseminated child pornography have an interest or preference in the sexual activity o f 
children. Those who have demonst :ated an interest or preference in sexual activity w ith 
children or in sexually explicit visual images - depicting children are likely to keep 
secreted, but readily at hand, sexually explicit visual images depicting children. In some 
.instances, these depictions are actual photographs or images o f the suspect’s own sexual 
activity with past or present children. In some instances, the suspect keeps these 
depictions as a means o f plying, bro iching, or titillating the sexual interests of new child 
victims or otherwise lowering the iihibitions of other potential child sexual partners by 

..shawing-.them-that--other--cbiidren-;ra^'dpate^m' 'thiS^BSd oi ’activity." "Still, in other 
instances., the depictions are a means of arousing the suspect These depictions tend to be 
extremely important to such individi lals and axe likely to remain in the possession of or 
under the control o f such an individual for extensive time periods. Although he might, a 
person who has this type of material is not likely to destroy the collection. These sexually 
explicit visual images depicting children can be in the form of, but not limited to,
negatives, slides, books, magazines
reproduction, or by an image/video depiction by computer

videotapes, photographs or other similar visual

12. I know from training and 
distributing or possessing o f images 
copies o f those files on their compdt 
computer storage media devices a n  
residence, on the person, and within tin

13. I know from my training and
still may be recoverable by a trained

experience that persons trading in, receiving, 
or movies involving child pornography will make 
erJs hard drive or other removable, media. These 

be and have been found within the person’s 
eir motor vehicles.

experience that even if  a user deleted the files, they 
c Dmputex forensic examiner.

14. I know from training and 
distributing or possessing images or 
those interested in  the actual exploi 
through -correspondence or other docutn 
to identify the origin o f the images as 
child pornography or child exploitation.

experience that persons trading in, receiving, 
movies involving the  exploitation of children or 

nation o f children often communicate with others 
ents (whether digital or written) which could tend 

> well as provide evidence of a persons interest in

15. I know from training and expa i 
children and have access to the Intern

ience that individuals who have a sexual interest in 
t  will conduct searches for child pornography and

Search Warrant Affidavit for 231 Srinset Hill in Pal! River Massachusetts
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child sex stories on the Internet using M amet search engines or other programs that skare 
files via the Internet." These individi^als will use terms that are associated with children, 
nudity, and sex. These searches can be found within Internet history files, such as 
Internet Explorer History, or within unallocated areas o f the hard drive.

16. I know from training and. experience that files related to the exploitation of 
children found on computers are uiually obtained from the Internet using application 
software which often leaves files, legs, or file remnants which would tend to show the 
exchange, transfer, distribution, possession, or origin o f the files-.

17. I know from training and ex 
usually contain files, logs, or fileri 
of the computer as well as ownershi 
Internet access.

Derience that computers used to access the Internet 
mfnantgj which would tend to show ownership and "use 

p and use of Internet service .accounts used for the

18. . I know from training and experience that search warrants o f residences involved
in computer related criminal activity 
ownership or use o f computers and
accessed to obtain child pornography to include credit card bills, telephone bills,

. correspondence, and.other.identi.-ficat

19. I know from training and e: 
reveals items that would tend to sho 
include utility bills, telephone bil 
identification documents.

usually produces items that would tend to establish 
ownership or use of any Internet service accounts

cm docum ents.

xjperience that search warrants o f residences usually 
& dominion and control o f the property searched, to 
s, correspondence, rental agreements, and other

20. I also have knowledge, basec upon m y experience and training that if  untrained persons 
are allowed into a crime scene, they.may unintentionally disturb, damage, or obliterate crucial 
evidence. Accordingly, while the crime scene search warrant is bedng executed, I respectfully 
seek the court’s authority to impound and secure the premises and to keep out all unauthorized 
persons not assigned to the investigation.

21. Based upon the above, ther 
computers located at the property of 
file sharing software client There is 
been used to download and offer 
Massachusetts General Law Chapter 
(governing the crime o f the possessic 
29C (governing the crime of the poss

; is probable cause to believe that a computer or 
231 Sunset Hill, has installed an Ares peer to peer 
also probable cause to believe that this software has 
for distribution child pornography in violation of 
272 §§29 (governing obscene matter crimes), 29B 
n with intent to disseminate child pornography), and 
2ssion of child pornography).

22. There is probable cause to 
(attached) are evidence o f the atb 
Massachusetts General Law Chapter 
(governing the crime o f the possessic 
29C (governing the crime of the poss

believe that the items annexed in Appendix A 
erupted exploitation of children in .violation of 
272 §§29 (governing obscene matter crimes), 29B 
n  with intent to disseminate child pornography), and 
ession o f child pomography).

Search Warrant Affidavit for 231 $unset Hill in Fall River Massachusetts
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(attached) are evidence o f tie  attempted exploitation of children in violation of
Massachusetts General Law Chapter 
(governing the crime of the possessic
29C (governing the crime of the possession of child pornography).

23. I respectfully request that 
authorizing the search of the. pro 
Massachusetts, described previously 
listed in “Appendix A” (And with 
same to a secure location anywhere id 
SEARCH therein for and SEIZE). S 
warrant •

272 §§ 29 (governing obscene matter crimes), 29B 
n with intent to disseminate child pornography), and

he Court issue a warrant and order o f seizure, 
perty located .at 231 Sunset Hill in Fall River 
in above Paragraph #13, and search for those.items 
egard to such “computer systems” to transport the 
the Commonwealth o f Massachusetts and, there, to 

aid “Appendix A” will be attached-to the face o f the

Signed under th e pa in s an dpenalties o f  perjury this A p ril 3rd., 2012.

Before

Dot Steven Washington Clerk Magistrate



Exhibit#! Peer to Peer (P2P) File Sharing & the Ares Netv^or)t

Peer tj Peer File Sharing
i

Based on my training and experience, I know the following regarding Peer to Pea: file 

sharing networks, Peer to Peer client sof ware programs, and the Ares Peer to Peer file sharing 

network. '

A growing phenomenon on the L: b 

file sharing. P2P file sharing is a methoc 

the use of special software programs. P2 

using the same file sharing network and 

system to another while connected to a n< 

Qps&af P2IL:£Le sharingn&tg&orks on-the Ini

solar

.aim

network, a user first obtains a P2P client 

network, which can be downloaded from 

have many different P2P client software 

sharing network. Additionally, a partici 

multiple P2P file sharing networks. Thes 

protocols for network access and file sh 

may vary between clients and versions o 

In general, P2P client software all 

on a P2P file sharing network with other 

can also obtain files by opening the P2P c 

search for files that are o f interest and

Some P2P file sharing networks i 

frequently provide enhanced capabilities 

periods, higher user ratings, or other bene: 

download files if  they are not sharing files 

sharing thresholds.

Typically, during a default install 

established which configure the host com;

cor:<

to

:emet is peer to peer (hereinafter referred to as £T 2P”) 

of communication available to internet users through 

P file sharing programs allow groups of computers 

protocols to transfer digital files from one computer 

?twork, usually on the Internet. There are multiple 

itemet̂ .To^GQ-nnect to a.-paidculax- P-2^-£e»&ka^g—-■ ■ 

software program for a particular P2P file sharing 

the Internet. A  particular P2P file sharing network m ay 

programs that allow access to that particular P2P file 

P2P client software program may be able to access 

e P2P client software programs share common

g. The user interface, features, and configurations 

same client.

d w s  the user to set u p  file(s) on a computer to be shared 

i isers running compatible P2P client software. A  user 

lient software on the user's computer and conducting a 

ently being shared on a P2P file sharing network, 

e designed to allow users to download files and 

reward the sharing o f files by providing reduced wait 

fits. In some instances, users are not allowed to 

Typically, settings within these programs control

ffthe

ion o f a P2P client software program, settings are 

iu te r to share files. Depending upon the P2P client

fage 1 ofi.
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Exhibit #1 Peer toPeer (P2P) File.Sharing" &' the Ares Network

• I '
software used, a user may have the ability to reconfigure some of those settings during 

installation or after the installation has b< ten completed.

Typically, a setting establishes th ; location of one or more directories or folders whose 

contents (digital files) are made availablt; for distribution to other P2P clients. In some clients, 

individual files can also be shared.

Typically, a setting controls whether or not files are made available for distribution to 

other P2P clients.

Typically, a setting controls whether or not users will be able to share portions of a file 

while they are in the process of downloa ling fhe entire file. This feature increases the efficiency

'file segments on the network for distribution, 

are processed by the client software. As part of this

of the network by putting more copies o 

. Files being shared by P2P clients 

. processing, a hashed algorithm value is < omputed for each file being shared, which uniquely

identifies it on the network. A file processed by this hash algorithm operation results in the . 

creation of an associated hash value ofte; i referred to as a digital signature. Some hash 

algorithms provide a certainty exceeding 99.99 percent that two or more files with the same hash 

value are identical copies of the same fill s regardless o f their file names. By using a hash 

algorithm to uniquely identify files on a ] 32P networic, it improves the network efficiency.

Because o f this, typically, users may recdve a selected file from numerous sources by accepting 

segments of the same file from multiple clients and then reassembling the complete file; on the 

local computer. This is referred to as mu.tiple source downloads. The client program succeeds in  

reassembling the file from different sour ;es only if  all the segments came from exact copies of 

, the same file. P2P file sharing networks use hash values to ensure exact copies o f the same file 

are used during this process.

P2P file sharing networks, includ Lag the Ares network, are frequently used to trade digital 

files of child pornography. These files include both image and movie files.

The Ares network is an open sou: ;ce public file-sharing network. Most computers that, are 

part of .this network are referred to as t<nc >des” The terms “nodes” and “clients” can be used 

interchangeably when referring to the Ar 2s network. A node can simultaneously provide files to 

some nodes while downloading files from othernodes. Nodes maybe elevated to temporary 

indexing servers referred to as “supemoc es”. Supemodes increase fhe efficiency of the Ares

Page 2 o f 1.
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XxfciWfiQ Peer to Peer (P2. y  F ile  SharingeSc th e  Arcs _N c trro rk

network by maintaining an index of the < ontents of network nodes. Ares users query supenuodes 

for files and are directed to one or more ] lodes sharing that file. There are many supemodes on 

the network, if  one shuts down the network continues to operate.

The Axes network can be accessed by computers running many different client programs, 

some of which include the original Ares Galaxy client program, and derivatives compiled from  

the source code which is open source and freely available. These programs share common 

protocols for network access and file sharing. The user interface, features, and configuration 

may vary between clients and.versions o:'the same client. Ares Galaxy is a free P2P client 

software program that can b.e downloaded from the In te rn e t

During the installation o f an Are' client, various settings are established which configure 

the host computer to-share files. Depenc ing upon the Ares client used, a user may have the 

ability to reconfigure some of those settL lgs during installation or after the installation has been

completed. Typically, a setting establishes the location o f one or more directories or folders 

whose contents (files) are made availabh t to other Ares users to download. This location is 

commonly referred to as the “My Shared Folder” and in many versions is defaulted to be on the 

computer’s “Desktop”.

The Ares client software process';s files located in a user’s shared directory. As part o f 

this processing, a SHA-11 hash value is < omputed by the client software for each file in the 

user’s shared directory.

The Ares network uses SHA-1 h^tsh values to improve network efficiency. Users may

urces by accepting segments of the file from multiple 

s file on the local computer. The client program 

succeeds in reassembling the file from different sources only i f  all the segments came from exact 

copies of the.same file. The Axes netwo: k  uses SHA-1 hash values to ensure exact copies o f the 

same file are used during this process.

receive a selected file from numerous so 

users and then reass embling the complet

SHA1 or Secure H ash Algorithm Version

requires a search  and  com parison of 10

is a  file encryption m ethod which may be  used to produce a
unique digital signature of a file. Finding a  file that produces the sam e SHA-1 value a s  a  known file

a  i * * ^ L .  A ............ . . i r '  a  m  A f  H  « .  f U t n k  a * i n I N  « a.(2 ) different files, which is computationally infeasible. T he
Secure Hash Algorithm (SHA) w as developed by the National Institute of S tandards and Technology 
(NIST), along with th e  National Security  Agency (NSA), for use-with the Digital Signature Standard (D SS) 
a s  specified wrth/n the S ecu re  H ash  S tandard  (SH S). The United S tates of America h as adopted the 
SHA-1 hash  algorithm described herein  a s  a| Federal Information Processing Standard.

Page 3 p f 7
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Exhibit #1 . Peer to Peer (P2P;) File Sharing & the Ares Network

Typically, when a useriaunches the Ares client program, the client program w ill

likely connect to one or more super'node(s) on the Ares network. Once connected to a  

supernode(s), information about the fi es the user is sharing is provided to that 

supem ode(s). Such information may i  ldude a list of the files being shared and other 

descriptive information about those filss, including the  files' SHA-1 hash value(s). This- 

allows other users on the Ares network tc locate these files. The frequency of updating this

software being used and the Ares networking protocols, 

is data about the file and hot the actual file itse]£ The 

file remains on the remote user’s computjer. In this capacity, the supemode(s) acts as a pointer to 

the files located on a remote user’s compfater.

The Ares network supemode(s) assists the Ares client users in locating files based on the

information is  dependent upon the client 

This information sent to the supemode(s

keyword terms searched for by the user.

the user enters a keyword search into the 

keyword search request to the supemode 

(not the files themselves) that match the 

have recently reported to a supernode(s) 

tenn in the file name(s). Each file name

W hen a user wants to find a file  on the Axes network,

Axes client search screen menu. This initiates a 

[s), The supemode(s) will return a list o f file names 

search criteria. This information comes from nodes that 

hat they (nodes) had a file(s) with the keyword search 

returned is mapped to a SHA-1 hash value, which 

uniquely identifies the file on the Ares n  ;twork. In order for the user to obtain the actual file, the 

user must manually initiate a download j urocess, typically by double clicking on the file name. 

The user can identify the file(s) they wis' 1 download by the file name. When the download 

process o f the file actually begins, the dc wnload o f the file occurs from one or more nodes (not 

the supemode[sj).

Once a  user initiates the downlos d o f a particular file, the user is presented with a list of 

users (nodes) who had recently broadcast to the Ares network that they have the requested file 

available for others to download. Typically, the supemode(s) on the network return this list

containing the remote node information.

which have recendy reported they have me same file (based on SHA-1 hash value comparison),

Computers on the Internet identify-each other 
enforcement in finding a particular computer or

and the Internet Protocol (IP) addresses of computers

by an Internet Protocol o r IP address. IP addresses can assist Jaw 
the Internet IP addresses can typically lead the law enforcement 

officer to a particular Internet service company and that company can typically identify the account that used the IP 
address to access the Internet

Page 4 of 7
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Teertoiper (P2iP) Sharing'& the Ares Network

or in some instances, portions o f the same 

the Ares client has downloaded part o f a fi 

other users.

Obtaining files from the Ares netw 

including IP addresses, which ean be used 

address is not usually visible to the end us 

by the software to initiate the download.

Law Enforcement has modified an

51e available to others to download. Typically, once . 

e, it may immediately begin sharing the file with.

)rk, as described herein, returns the candidate list, 

to identify the location of computers. Although th e  IP 

;r in the common Ares clients, it is returned and used ■

Ares client program to allow the downloading o f a file

■from a single IP address as well as displacing the IP' address and SHA-1 hash value, which is  

known to all Ares clients but not typically displayed to the end user. This procedure allows for 

the detection and investigation of those cojrnputers. involved in sharing digital files of known 

actual child pornography.

Typically, as described above, or e method for an investigator to search the Ares 

network for users possessing an d /o r disseminating child pornography files is to type in 

search terms, based on their training arid experience, that would re tu rn  file name results 

indicative of child pornography. The investigator would then download the file and 

determine if it indeed contained child pornography. Is so, the investigator can document

the SHA-1 hash value of this file, to be compared w ith future identical files observed on the

Ares netw ork Although transparent 14 the typical user, w hen searches are conducted, 

additional results are received from  th l Ares supem ode(s) o r other nodes, which may.

include the SHA-1 hash value of the  file 

reported to the netw ork as having th a t

and the IP addresses of clients who recently 

file in whole o r in p a r t  This information can be 

documented by investigators and compared to those SHA-1 hash values the investigator 

has obtained in the p ast and believes t< i be child pornography. This allows for the detection 

and investigation of computers involved \ n possessing, receiving, and/or distributing files of. 

previously identified child pornography. Therefore, w ithout even downloading the file, the 

investigator can com parethe SHA-1 hash value and determ ine w ith mathematical certainty 

that a file seen on the netw ork is an Identical copy of a child pornography file they had seen 

before.

?age 5 of 7
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Exhibit #1 Pear to-Peer (P2P) jpfle.Shana^.^c the Ares Network

The returned, list of IP addresses a 

investigator’s jurisdiction. The ability to ; 

is provided by IP geographic mapping ser

tn include computers that are likely to be within th e  

dentify the approximate location o f these IP addresses 

/ices, which are publicly available and also used fo r

marketing and fraud detection. A t this point in the investigative process, an association betw een 

a known file-(based upon on the SHA-1 hash value comparison) and.a computer having a

specific IP address (likely to be located w

Once a client user is identified a:; recently having a file believed to  be child

pornography, in whole or in part; the ir 

confirm the client user has th a t file, in ̂

thin a specific region) can be established.

vestigator can then query that client user d irectly  to  

tfiole or in part, an d /o r download that file directly 

from the client user exclusively, otherwise known as a single source download. Depending 

upon several factors, including configuration and available resources, r£ might not be possible to 

do either. The process o f sharing files on the Ares network involves nodes allowing other nodes

to copy a file or portions of a file. This snaring proces.s does not remove the file from the 

computer sharing the file. This process places a copy of the file on the computer which 

downloaded i t

If an investigator either received z n affirmative response from a remote node that they 

possess a digital file, or the investigator r sceived a digital filea in  whole or in part, that is 

believed to contain child pornography, fb >m a remote node at a specific IP address, the 

investigator can conclude that a  compute] , likely to be in this jurisdiction, is running an Ares P2P 

client and is currently possessing, receiving, and/or distributing specific and known visual 

depictions o f child pornography.

During the query and/or downloai ling process from a remote Ares client, certain 

information is exchanged between the in1 restigator’s client and the remote client they are

Such as 1) the remote client’s ]P address; 2) a 

hey have fhe file(s) being requested, in whole or in part, 

and that the file(s) is being reported as shared from the remote client program; 3) the file’s 

corresponding SHA-1 hash value(s); 4) ti le remote client’s ccusemame”; and 5) fhe remote client 

program and version. Typically, the A re; program on installation prompts the user to enter a 

nickname for use in peer to peer chat feaiures the software may have, which would be equivalent 

to a client’s ttusemame”. This information may remain on the remote client’s computer system

querying and/or downloading a file fmm1 

confirmation from the remote client that
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for long periods of time. The investigator has the ability to log this information. A search can 

later be conducted on a seized computer s; ̂ stem(s) for this information, which may provide 

further evidence that the investigator’s d isn t communicated with the remote client

An analogy to this investigative i nethodology would be receiving information from  

an informant or an anonymous source that a particular residence was selling illegal, 

narcotics. An undercover investigator could independently confirm this information b y  

knocking on the door of-the residence end asking if they  had said illega] narcotics. If soothe

i  for and receive the said illegal narcotics w ithout 

vould be sim ilar to asking for and receiving an 

illegal child pornography file from a P2 P d ie n t

The investigation o f peer-to-peer: ile sharing networks is a cooperative effort o f law 

enforcement agencies around the country Many o f these agencies are associated with the

undercover Investigator would then as. 

actually entering the residence, which

Internet Crimes against Children Task Fc rce Program. P2P investigative methodology has led to 

the issuance and execution o f search warrants around the country resulting in the arrest and

ring and/or distributing child pornography, some o f 

cploitation o f actual child victims.

conviction o f numerous offenders posses 

which were also involved in the sexual e:
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1. This addendum seeks to explain what a search for computer related item s m ay

involve, the subsequent search of the cc mputer storage devices seized; and further justify  the

process:

computer hardware and software and any op eratin g

following as a necessary part o f the searcl 

i  L The seizure o f .all

manuals from the authorized location.

| H. The searching of all 

j evidence.
iI
■ EH. The photographing 

j systems.

! IV. The removal o f the
i

software and storage

2 .

areas o f the authorized location for computer related

of the authorized- location including the computer

computer system, and related computer peripherals, 

media to an off-site controlled environment to perform

 — f " 4' ' ’ fhe'^arch and analysis’ ot tie  data for tne specific authorized items.

j Computers can exist either as a “stand alone” computer or as part of a bigger 

computer network, a “networked compu:er”. A “stand alone” computer is one that is isolated' 

from or not attached to any other compi iter. A “stand alone” computer is becoming rarer into 

today’s high tbch interconnected world. A “networked computer”  is one that is connected to,
i

attached to or jean communicate with otfcer computers or hosts. <cNetwork computers” can share 

computer services with other computers such as file sharing, file storage, remote administration,
j

email, printing and many more. For ex an lple, a computer in a home may have a printer attached 

to i t  Other computers on the home network can print to that printer because the host computer is

sharing that resource. Most computer

temporarily, when they attach to the inter: let through a dial up modem.

3. !a  stand alone “computer

r

hardware corcjponents can generally be 

components, storage devices, input , and

today have the ability to become networked, even

system” is sometimes referred to as a work station,

personal computer or laptop and general! / is composed of two parts; hardware and software. The

broken down into four common categories; system 

output devices. The software can be broken down into 

two categories; operating systems and aj plication software. Software are the tools that allow a
i

user to produce data files which are ultim ately stored on the com puters data storage devices.

4. IThe system components ire generally installed inside a case or chassis. They

include but are not limited to the system board, central processing unit (CPU)3 random access
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memory (RAM), read only memory (RO VQ, cache memory, add on boards and a power supply.

The most important computer system co: nponent is the system board, commonly referred to as

processor does 

5 .

common is Random Access Memory or
i *

and data that the CPU will need.- The

circuit board that' all other circuit boards o r other 

or central processing unit is the brain of the computer, 

actions received from the-components. The processor 

iie computer needs to perform to fulfill those requests, 

those tasVs into elector ic signals the required devices can understand. The 

the math and logical calculations. The processor is plugged into the motherboard.

forms including RAM, ROM and Cache. The m ost 

RAM. RAM is used to temporarily store instructions

the “motherboard”. It is an electronic 

electronic devices plug into. The “CPLP 

Its function is)to organise the requested
i

receives requests, determines what tasks 

and translates

jMemory can take various

. oeing read' wnffen, changed and remo

information in[RAM is lost as. well. ROM is read only memory. ROM is usually a computer 

chip installed in  the mother board that h  as computer instructions or data permanently imprinted 

on i t  Cache Jnemory is usually a memc

,L

information in RAM is very volatile and is constantly

ved. When power to the computer is lost all the

ry chip installed on the CPU- or very close to the CPU. 

It is usually rojuch faster for the CPU to read the Cache memory than it is to read the Random 

Access Memory. Because memory is volatile and information will be lost when, the computer 

loses power, information that is evidentiary in nature that is in memory will be lost as well. 

Therefore, it may be necessary for the : nvestigator to perform some processing to secure the 

information in RAM prior to the comput a: being powered down. An example would be a word 

processing document that has not yet been saved or the current state of the computer’s network 

connections.

6. Probably the most important component o f a computer system, to a criminal

investigator, are the computer’s storage d ;vices. Storage devices is a  technology that is changing 

at an extremely fast pace both in terms off the type o f storage devices available and die quantity 

o f data the storage device is capable o f holding. The storage device holds or stores information 

or data, even when the computer’s pow e: is turned o ff The data Stored on the storage devices 

are kept unless they are manually remo1 red or altered by fhe user or the computer’s software.

Often computer systems have multiple storage devices. Traditionally these 

storage devices were hard drives that v^ere installed inside of a computer case. They were
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attached to the computer’s mother board by cables referred to as ribbon cable and were pow ered 

from the computer’s internal power supply. Today, internally installed hard drives are still a 

major component o f a computer system* however, the availability and popularity of external hard 

drive storage devices or enclosures is growing rapidly. These external hard drive devices have 

become more readily available to the cor sumer over the past few years. New technologies such 

a USB, Fire wire and wireless connectivity allow data transfer rates between the computer and 

the hard drive at speeds that were not possible prior. These hard drives work the same w ay as 

the internal hard drives, what makes them different is that they are external to the computer and 

therefore removable and portable. Thes 5 removable hard drive storage devices allow a user to 

plug the device into a computer system read from or'write to the device and then unplug the 

device and store it somewhere away fror£ the computer. It could be used to move files from one

computer to 'another. A user could plug EEe~ device into a computer at work, copy files to the

removable storage media, bring tiie dev

files to the home computers hard drives. These devices therefore*could be located almost

anywhere within a home or business that

7. Removable storage is the <

investigator needs to consider just how

ce home, attached to the home computer and copy the

is the subject of a search

Dther area that is changing at rapid pace and the criminal 

portable and small removable storage devices can be.

Removable storage traditionally consiste 3 of floppy diskettes. Floppy diskettes are still popular 

today. They are small removable storage devices that are placed inside o f a floppy diskette drive. 

The amount o f storage space is somewhiit limited and. is normally 1.44 megabytes on a 3.5 inch 

floppy diskette drive. The need for gn-ater removable storage has lead to the development o f 

different technologies. One of these technologies is compact disc or CD. Compact discs are 

storage devices that are capable o f stor ng computer files and can generally store 650 MB o f 

data. This is approximately 450 time^ more data than floppy diskettes. Compact Discs 

originally could only be read from and pot written to. However, compacts discs have changed 

and now can be both read from and written to multiple times much like a floppy diskette. Other 

portable storage solutions exist including USB portable storage devices, sometimes referred to as 

“flash drives" or ‘thumb drives”. These are very small devices that can fit into a person’s 

pocket They plug into the computer’s USB port and allow a user to store up to sixty gigabytes 

of data. These devices today are being manufactured to look like they are not computer storage
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devices at all. This includes USB storage devices that are built into writing pens and wrist

watches. Other types of removable or 

drives and zip disks, digital video disk

external storage devices are tapes and tape drives, zip 

drives and digital video discs (DVD) and flash m edia.

These removable m edia are portable anc. have the ability to store large amounts o f data. T hey

can be easily concealed and carried off in

8. Other digital devices such

a shirt pocket, on a key chain, or in a wallet 

a personal digital, assistants (PDA), cellular telephones*

MP3 players, tablet computer devices (sich as iPads,.Nooks, etc...) all have the ability to  store

data and be connected to a computer and 

The presence of these storage devices

Hata transferred to or from the device and the computer, 

needs to be considered during the search for digital 

evidence. Again, these devices can be very small and easily hidden. Although an MP3 player is 

made to store and playback MP3 audio :iles, usually music; it is a digital deviceand any type o f

file couId"be stored on i t  mr.ludingTmajre and video files. The newest cellular telephones have 

the ability to access the internet, email, send and/or receive photo’s and have an extensive 

address book.

9. Computer input and output devices are commonly referred to as “computer

peripherals” or ‘‘peripheral devices’’. T  ley tend to be external devices (outside the computer’s 

case) although connected in some mannt r  to the computer system. Input devices are devices that 

allow a user to input data or instruct ons into the computer system for processing. ■ They

anners} digital cameras and microphones. Other less 

present as part o f a computer system, but usually to 

accomplish a specialized function. Th sse devices can be connected' to the computer using a 

wired or wireless technology.

10. Output devices are components through which Hie computer sends or.“outputs”

data. The monitor is a visual device fha t displays the primary output o f a computer. The printer 

is another important output device. It produces output in the form o f paper often referred to as 

hard copy. Printers take a variety o f tonus including ink jet, laser and dot matrix printers. 

Computer speakers are an example o f <n output device that outputs the audio sound from the

commonly include keyboards, mice, sc 

common ‘input devices” inay also be

computer. Other less common “output 

usually to accomplish a specialized fun 

using a wired or wireless technology.

ievices” may be present as part of a computer system 

ction. These devices can be connected to the computer
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11. The second category o f a typical “computer system” is “software”. Software

typically is categorized into two general sub-categories: operating system software and

application software. In some instances, i

part o f the operating system or a separate application-

12. 'Operating Systems” are

t is hard to make a distinction whether some program is

software programs designed to instruct the computer 

how to “operate”. These instructions control how the system will process data, run applications 

and which hardware will function. There are many different operating systems. Common 

operating‘systems include products made by Microsoft Corporation including Windows 95, 98, 

ME, 2000, XP Home, XP Professional, 2nd Vista. There are hundreds of operating systems and

variants' including but hot limited to DOS , Linux, FreeBSD, Macintosh and UNIX. As operating

' systems mature they offer additional features. Many of the newer operating systems implement 

' cus"on-" s e ^unt yp i n^a c yV As- "an example,"'~an operating system can "be 

configured to require a user name and password to gain access to the computer. Some operating 

systems have logs that keep track of vari )us events on the computer. An example may be a log 

that keeps track of both successful authcrized logins, as well as attempted logins that failed. In  

addition, operating systems may implemait methods of storing data in more secure compressed, 

password protected or encrypted fomats. When compression, password protection, and 

encryption are used, it makes keyword searches ineffective without first uncompressing or 

decrypting the files containing the data, Computers installed in a home environment are less 

likely to have implemented security procedures than are computers in  a business environment 

13. “Applications” are com.piter programs designed to be used by a user to perform

some function or service for the user. Application software makes requests o f the operating 

system to perform various tasks. Tim e, are many different types of application software. 

Common applications include programs such as spreadsheet, word processing, database, graphic 

design, accounting, web browsing, and e-mail. Other software applications are designed to 

protect, hide, securely delete, encrypt, ;pmpress or password protect data. It- is important to 

remember that software almost always aas a legitimate purpose and security and privacy of a 

user’s data is a legitimate purpose; ho vever, a person can also use this software to conceal,

delete or disguise records o f illegal acti viti.es. Software applications, don’t necessarily store the

information in a human readable format on the hard drive. They store the information in a

Exhibit “2” for 231 Sunset Hill in Fall River MA. Page 5 of 11



E xh ib it2
Information Related to

Digital Evidence
the Seizure and Searching of

14: Networked computers are

to communicate with each .other. In ord 

must have some physical device to allow

format that the program understands aid the program, when asked, presents that data on an 

output device in a human readable format.

one or more stand alone computers that have the ability 

er to communicate with another computer, a computer 

the communication to occur. These devices in.clu.de but 

are not limited to modems, network cadis or wireless network cards. Today more and more 

people have small networks in  their ho: nes. This may be two or more computers connected 

together to share a printer or internet connection.

15. A modem is a physical de vice that may either be installed within or attached, to . a

computer system. A modem allows a computer to call another computer that also has a modem 

using traditional telephone lines. .A network card is a physical device installed either inside or 

o c f c S S Q  to 'tEe- computer and allows the cJmpiitelionbe^connected to another computer via a wire 

or cable o f some type. An example would be in a business environment where, a user’s 

workstation is attached to a server. Commonly found in homes today are both cable modems

and digital service line (“DSL”) modems

the internet than was provided by a dial n o telephone connection. The internet service provider in

these- cases are a cable TV company c 

connections are “always on”. Since there 

16.

. These allow users to have much faster connections to

r a telephone company. In addition, these types o f 

is no dialing involved a user is always connected.

A wireless network card allows a computer to communicate to another computer 

via the radio spectrum; much like a cordless telephone allows a user to move around their house 

with a telephone.

17. A computer can offer seijvices to a requesting computer. One of the services 

offered may be data storage-services, pais allows a user to store of retrieve data from or to a 

computer that could be hundreds or thousands or miles away. The user in today's world'no 

longer needs a file of program to be stored locally (on its own hard drive); they can run the 

program, write or retrieve a file that is many miles away, even in a foreign country. Network 

storage services are prevalent on the inten let today.

18. A computer system is an integrated system, it is necessary to have all the elements 

o f that system in order to accurately retrieve and preserve evidence contained on that system. It 

is sometimes difficult, i f  not impossible; i f  you do not have the original hardware. As an
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example, one of the processes used by computer forensic personnel is to m ake an exact copy o f 

the subject.hard drive on to another drive. This copy could with some older operating systems be 

placed inside of a different computer and it would start up fine; however* with today's operating 

systems there are hardware and software conflicts that prevent this copied drive from operating 

correctly inside of a foreign computer ard the forensic examiner is forced to place the copy back

in the original computer in order to boo : or start the computer. As another example, a file may

have been created with a particular version of software, in a particular format, capable o f  only 

being reasonably outputted on a printer un that system. Because of the multiplicity of computer 

systems available and the almost limitless number of operating system and application software, 

attempting to retrieve and preserve evidjence from a computer system without the computer on 

which it was generated or saved, it will aot only be unreasonably time consuming, but costly as

onaj&ie to seize the entire computer system, all storage"weir."'For these reasons, it is more rea< 

media, input and output devices, all s 

software. To do this work accurately 

equipment and peripherals, which, may 

system, and the instructions manuals for

19.

oftware, and any documentation associated with that 

and completely requires the seizure of all computer 

?e interdependent, the software to operate the computer 

he computer system and software programs.

In addition, the search for computer storage devices and media needs to be

extensive to be complete. As m ention^, the computer system itself is but one piece o f the 

evidence. Storage media is small and « n  be easily hidden. Therefore a thorough search of the 

premises that is the subject to the search must be made, including all persons present.

manuals is necessary because o f the vast quantity o f20 The seizure o f software

software on the market The forensic e caminer can not possibly know each and every type o f

software available and th e  manuals may

21.

Exhibit “2” for 231 Sunset Hill in Fall River MA

provide needed information. Computer users are also

known to write down user names, passwords or access codes or other important information 

needed to gain access to the computer, tc execute a program or to open a file, on paper or record 

them in some maimer. It is necessary ibr the criminal investigator to search for items of this 

nature.

3 computer can be complicated with cables connecting 

different devices. It is necessary that tile investigator accurately and completely document the 

state o f the computer system. This doc mentation should include photographing all aspects o f
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the computer system including, but not limited to, what is visible on the monitor at the tim e o f 

the search, the cabling, the peripherals attached, and the overall physical location o f the 

computer in the search location.

is not reasonable to perform the search of computer22. In most circumstances it

media at the search site itself. In order lo properly retrieve and analyze all electronically stored

. data, to document and authenticate such 

or deliberate programmed destruction,

but not limited to; the quantity o f the 

physical environment o f the search area

data, and to prevent the loss of the data from accidental 

it requires off-site laboratory analysis by a qualified

computer specialist Several factors jus ify the off-site search of the computer media including

storage media, the storage capacity o f that media, the  

the nature o f  digital evidence in general,' the nature o f

the crime under investigation, the nature of the* evidence sought, the time involved to complete

Umit that Intrusion or inconvenience to persons at theThe' search,’the intrusion and the need to 

search site.

23. As already mentioned, ttie search for digital evidence may involve the seizure o f

multiple computers and a large quantity o f removable media. The computer storage devices 

mentioned are capable o f storing thousa ids o f pages o f information. A ccbyte” is fhe equivalent 

of storing a single letter typed at the keyboard A  kilobyte (KB) is one thousand bytes, a 

megabyte (MB) is one million bytes, a gigabyte (GB) is one thousand megabytes, and a terabyte

is one thousand gigabytes. A 100 MB

thousand o f pages o f typewritten, double space tex t Many computer systems that are purchase

today contain a 200 GB hard drive or 

volumes o f data. External hard dislc driv

24.

files that are the target o f a search. The

in a proprietary format, in  an encrypted

storage device would have the capacity o f storing fifty

larger. These drives have the ability to store huge 

ss are now being sold having a one terabyte capacity.

The size o f a storage device is but one issue when it comes to locating a file or

software used to create or store the file may be such that

it is not conducive to finding it with keyword searching. As mentioned, software may save data

or compressed format that is not human readable and

therefore not conducive to key word searching. In addition, the user can take other steps that 

inhibit law enforcement from discoverin 1 the information that is the subject of the search. This 

includes but is not limited to renaming files or file extensions, using encryption or compression, 

password, protecting files or using software specifically designed to allow a user to hide the
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25.

proper methods of searching computers.

onsite. Digital evidence is extremel} 

' mteaEbnai'~as'weII~a5 unintentional acts

geometry of .a drive, or to embed a fi]e within another file or files. A user does not need 

extensive computer knowledge to perform these steps and software is readily available fo r free 

on the internet that wiUperform these steps for the user.

Most searches are performed in physical environments that are not favorable to

The location itself may be limited, in size* Computers 

require electrical power and many locations lack proper lighting and the availability of pow er. 

Search locations tend to be hostile in nittnre. The equipment brought’to a scene to perform  a 

search is expensive and can easily be broken The controlled environment needed to perform an 

electronic search is most times not present

26. The nature of digital evidence in general effects the ability to perform a search

sensitive .and can be altered or destroyed by both 

Software programs~mstaHed on the subject's computer

can perform actions that are unanticipated or can be set to run at various dates and times, that 

would alter or change the state o f the computer and its storage devices. Computer evidence is 

extremely vulnerable to tampering or destruction, both from external sources and from 

destructive codes embedded in the system programs. It is necessary to perform searches in  a 

more controlled environment This includes the physical environment, as well as the hardware 

and software used to process the subject: nedia.

27. A nature o f the crime under investigation along with the type of evidence sought

is important to consider. In a child pcmography case, one o f the important elements o f that 

crime is knowledge of the nature and coi Ltents o f the files. Simply finding child..pornography on., 

the storage media is not a thorough or cc mplete enough search. Searching must be performed for 

evidence that can indicate how, when,' ajnd by whom a file was placed on the computer system. 

Who accessed the file, when was the fils accessed and was the file sent to others? This type of. 

information isn’t clearly evident; the forensic examiner must review and analyze the various, 

operating system and software configurations, "die directory and folder structure, logs of 

computer activity, files created, modified or accessed around or about the time the file of 

evidentiary value was created, modified or accessed. From the information gathered, the 

forensic examiner must then draw reasonable conclusions concerning who had knowledge o f the
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nature and contents of files and when. The searching for these files and the analysis o f  the 

information, in these files can take a sab rtantial amount o f time.

28. This requires that perso: inel executing the search warrant must examine a ll the

stored data to determine which particular- files are relevant and fall within the scope o f the 

warrant This search process can tike weeks or months, depending on the volume and 

complexity of the dflfo stored, and it would be impractical to attempt this-kind of data search: 

onsite. The intrusion to the home.or business required to perform this type of searching onsite 

would be far more intrusive than removing the items to a secure controlled location to perform  

the search-

29: The analysis of electronically stored data whether preformed on-site o r in a

laboratory or other controlled environments, may entail any or all of several different techniques. 

SucfiTeclmiques maylnciude^^but sha Q 'nof'Selim ited to, surveying various "file folders or 

directories and the individual files they contain; opening or reading the first few pages o f such 

files in order to determine their precise contents; scanning storage areas to discover and possibly 

recover deleted data, scanning storage i reas for deliberately hidden files, performing electronic 

keyword searching through all electron! > storage areas to determine whether these storage areas 

contain information related to the subject matter o f the investigation and searching for 

associated files or data that would recoi d information as to when the file was created, when it 

was last written to and when it was last a xessed and by whom.

30. Searching computer systems for criminal evidence is a highly technical process 

requiring expert skill and a properly co: itrolled environment Search protocols are designed to 

protect the integrity o f the evidence, ; nd to recover hidden, erased, compressed, password 

protected or encrypted files.

31. A “file system” is a way of organizing directories and files on a storage device. 

Different operating systems keep track c f  where on the storage device they stored files using a 

“file system”. Some of t h e  common “i ile systems” are “FAT”, “NTFS” “EXT3?\  The file 

system is a representation o f the storage . levice’s organization as opposed to the actual data that 

is stored inside of the files. In other words, the iLfile system” is like a table of contents or an 

index in a book; it is a mechanism that keeps track o f where the actual file or data is on the hard 

drive. Each Tile System” works in differ* ait ways. File systems have their o w n  c o n v e n t i o n s  £ot
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the naming of files, such as how long a name can be or what characters are permissible in  a file  

name. In the DOS, Windows, OS/2, Macintosh, and Unix operating systems the file system is 

called hierarchical meaning that a file i; placed inside o f a folder or directory. The folder o r 

directory may be located inside o f anoiher folder or directory. The path is the route from  a 

logical starting location down through th 5 sub directories to the file name. In Windows, a path is 

usually in  the form o f “diiveletterVdirectoryname^subdirectoryaameVfilename.extension”. 

(C:\Windows\Desktop\Myfile.doc). Wht n  a file is deleted* it may still be possible to recover the 

file because the file system usually just changes the entry related to that file as to where a file is 

located, but does not actually go to the physical location on the storage media and remove the 

information at that physical location. Therefore it may be possible to recover deleted data for a 

substantial period o f time after the deletion occurred.

3 2 .  :Tor-:fhe purposes" ot ttnsH iffidavitHie terms ^records1’, “documente;V r<S-aterials”

' and “files1’ include all information preserved in any form -  visual, magnetic, electronic or aural — 

including the originals and all non id e n tic  copies thereof, whether different from the original by 

reason of notations made on such copies or otherwise. These definitions apply regardless of the 

form in which such records, documents, materials, files may have been created or stored, 

including but not limited to any handma le form (such as writing, drawing, or painting, with any- 

implement on a surface, directly or indirectly); photographic form (such as microfilm, 

microfiche, priiits, slides, negatives, vidt otapes, motion pictures, photocopies); mechanical form

(such as writing, printing or typing); ar

recordings, cassettes, compact disks, cr any infonnation on electronic or magnetic .storage

device, such as floppy diskettes, hard di

printout or readouts from any magnetic

y electrical, electronic or magnetic form (such as tape.

sks, CD Rom discs, optical disks, printer buffers, smart

cards, memory calculators, electronic dialers, Zip Drives, or electronic notebooks, as well as

torage device).

Exhibit “2” for 231 Sunset Hill in Fail I  iver MA

R.A./36
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Biography
Exhibit 3
of Sgt. Michael Hill

I, Michael J. Hill, am a Massachusetts S ate Police Officer and have been so since my graduation 
from the State Police Academy in N e’v Braintree, Massachusetts, in October o f 1993. From  
October o f  1993, until July o f 1995,1 was assigned to the Uniform Branch of-the Massachusetts 
State Police.at the State Police Barracks Cheshire. Between July o f 1995 and August o f  2 0 1 1 ,1 
was assigned to the Massachusetts State Police Division o f Investigative Services as a member of 
the Berkshire County Detective Unit. Ehis unit works in  direct contact with the office o f  the 
Berkshire County District Attorney inve; itigating major crimes in Berkshire County. In August o f 
2011, I was transferred to the Massa< >husetts State Police Digital Evidence & Multi-Media 
Section as the Massachusetts Internet G im es Against Children Task Force Commander. During 
my career’ as a Massachusetts State Police Officer, I have received training from the 
Massachusetts .State Police in criminal' jnvestigations. I have also received training from police 
officers who are trained and experien< ed in computer crime investigations. I have attended 
various computer crime investigation coi irses involving computer crime, seizure, and examination 
of computers. I am an Encase CertLfLei Examiner. “Encase” is a computer forensic software 
program that is widely used and accepted by the law enforcement community to forensically 

^examine computer media. I am also aJ Certified Forensic Computer jfoaminer CCFCE). with. the., 
international Association o f Compute:- Investigative Specialists (IACIS). I have attended 
numerous trainings on crimes against clildren on the Internet, which includes crimes associated 
with child pornography. I am a member o f the High Technology Crime Investigation Association 
(New England Chapter) and the Internet Crimes Against Children (ICAC) Task Force in 
Massachusetts. In the course o f my pob ce career, I have participated in numerous investigations 
involving murder, rape, sexual assault, <hild abuse, child pornography, computer related crimes, 
Internet related crimes, and other fel<ny investigations.' • I have participated in numerous 
applications and executions o f  search warrants for these investigations. I have also conducted 
numerous forensic examinations o f con puter storage media. In March 2 0 0 5 ,1 attended a three 
day training related to the investigation >f persons using Gnutella peer to peer (P2P) software on 
the Internet to collect and distribute child pornography. In April o f 2 0 0 8 ,1 attended a one day 
training conducted by the Federal Bures a o f  Investigation related to the investigation o f  persons 
using Gnutella peer to peer (P2P) software on the Internet to collect and distribute child 
pornography. In April and M ay o f 2011JI attended training related to the investigation o f  persons - 
using the BitTorrent, eDonkey2000} anti Kadcmlia peer to peer file sharing networks to collect

onally, I have worked with other investigators who have 
investigated those persons using the Are s P2P file sharing network to collect and distribute child 
pornography. Furthermore, I instruct la1 v enforcement around the country on how to investigate 
the dissemination o f child pornography ̂  ia peer to peer file  sharing networks.

I have attached a seven (7) pagi: document detailing peer to peer file sharing networks,
Peer to Peer client software programs, 
attached Exhibit #1).

and the Ares Peer to Peer file sharing networks (See

R.A./3 7



Iterns

2.

1. Any and all computer Systems, inclining, but not limited to:

a. System components, including. 
CPU, memory, add-on.boards, ca

b. Computer storage devices, remcs 
not limited-to:

bat

1. Floppy diskettes;
2. Internal & external hat'
3. Compact Discs, both
4. Digital Tapes;
5. Zip/Jazz disks;
6. VHS and V H S-like
7. Digital Video Discs
8. PDAs (Personal Digitjal
9. MP3 Players;
10. Digital Cameras; 
44e€ell-PhoBest^=^
1'2. Portable tablet comp 
13. .Flash memory devicei

c. Input devices, including, but not

3/ Floppy Diskette Drives, Digi 
Writable Digital Video Disk

4. Zip/Jazz drives;
5. Video cassette recorders.

ttachment “A” 
to  be Searched fo r

not limited to:, the computer chassis, motherboard, 
bles, and power supplies;
■able storage devices and digital content, including;, but

d drives;
ead only &• writeable (CD-ROM, CD-R, CD-RW};

tapes;

(pVD-ROM, DVD-R, DVD+R, DVD-RW, DVD-HRW); 
Assistants);

ujting devices; and 
and/or flash memory cards.

imited to:
1. Keyboards, mice, trackballs,; winters, etc.;
2. Scanners, digital cameras, 'video capture cards, microphones, modems, etc.;

;al Tape Drives, Writable Compact Disk Drives, 
|DVD) Drives;

d. Output Devices, including, but nett limited to:
1. computer monitors;
2. computer speakers;
3. computer printers;
4. Floppy Diskette Drives, Digi 

Writable Digital Video Disk
1 a3 Tape Drives, Writable Compact Disk Drives, 
DVD) Drives;

e. Network Devices, including, but iiot limited to:
1. Cable/DSL modems;
2. Wired/Wireless Routers; and
3. Network cards.

Computer System Documentation, in  
Application programming disks am 
brochures.

eluding, but not limited to, Operating System and 
11 Programming and Application manuals, books or

Attachment “A” for 231 Sunset Hill in Fall River MA
R . A . / 3 8
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Attachment “A” 
I tem s  t o  be S earch ed  for

3.

4.

5.

6.

7.

8.

9.

10:-

Computer software, hardware, and re! 
or wireless networks allowing mult 
address. • *

ems
Items containing or displaying passw 

necessary to examine or access iti

Any documents pertaining to the poss 
involving the exploitation o f  childr

Correspondence or other documents

Items that would tend to establish o 
any Internet service accounts to inc 
and other identification documents.

<t>rds, access codes, usernames, or other identifiers 
, software, or information seized, 

ession, receipt, 'origin., or distribution of images
en.

e xhibiting an interest in the exploitation of children.

eiship or use o f computers and ownership or use of 
ude credit card bills, telephone bills, correspondence,

Wli

Items that would tend to show owners: 
utility bills, telephone bills, corresp 
documents.

hip and control o f the property searched, to include 
jndence, rental agreements, and other identification

Photographing and/or videotaping of

“VisiMl^^l^IlCit'images/videos, whether on’paper or its equivalent, which includes but not 
limited to negatives, slides, books, m a 
visual reproduction, or depiction by o 
stored within computer storage devices 
reasonably believed to be under the ag<

gazines, videotapes, photographs or other similar 
Dmputer (specifically including such images/videos as 

as computer data files) depicting any child known or 
;e of 18 years of age, in  which the child is:

b.

c.

g-

Actuallyorby simulation engagec 
animal;

Actually or by simulation engagec 
of the child and the mouth, an7 
another person or animal; 

Actually or by simulation engagec 
Actually or by simulation portrayt d 

act of lewd fondling, touching 
Actually or by simulation engagec 

context;
Actually or by simulation portrayed 

masochistic, or sadomasochistji 
Depicted or portrayed in any pose, 

unclothed genitals, pubic area, 
partially developed breast o f tlk

11.- Authorizing officers to secure the abo 
site secure location, to continue the s 
devices for the following items:

a. Computer files, data, or other similar

ated items to the sharing o f Internet access over w ired 
pie persons to appear on the Internet from the sam e IP

:he residence to be searched.

in any act o f sexual intercourse with any person or

in any act o f sexual contact involving the sex organs 
2S or sex organs o f the child and the sex organs o f

in any act o f masturbation; 
as bang the object of, or otherwise engaged in, any 

caressing involving another person or animal; 
in any act o f excretion or urination within a sexual

or depicted as bound, fettered, or subject to sadistic, 
c abuse in any sexual context; or 
posture or setting involving a lewd exhibition of the 
buttocks or, i f  such person is female, a fully or 
e child.

/e  computer related items and transport them to an off- 
ejarch of the computer items and computer storage

visual reproduction containing any sexually explicit

Attachment “A” for 231 Sunset Hill in ! ?aU River MA

R.A./39
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c.

Attachment “A” 
Items to bs Sssrched for

taon by computer, of any child whom the person know s 
be under the age of 18 years of age and such child is:

visual images/videos or depic 
or reasonably should know to

l. ; Actually or by simulation engaged in any act of sexual intercourse with any 
person or animal; .

ii. : Actually or by simulation engaged in any act of sexual contact involving the sex 
organs of the child and the mouii, anus or sex organs o f the child and the sex organs o f  
another person or animal;

ngaged in any act o f masturbation; 

portrayed as being the object of, or otherwise engaged

iii. i Actually or by simulation.

iv. I Actually or by simulation 
in, .any act o f lewd fondling, torching, or caressing involving another person or anim al;

:ngaged in any act o f excretion or urination within av. ; Actually or by simulation 
sexual context;

vi. ; Actually orby simulation
sadistic, masochistic, or sadomasochistic abuse in any sexual context; or

vii. Depicted or portrayed in a ay pose, posture or setting involving a lewd exhibition

portrayed or depicted as bound, fettered, or subject to

—oftire-unclDtlied’ genirals, pubic 
partially developed breast o f the

h. Computer data files and/or data com

i. IP Address: 65.96.142j

ii. SHA1 value of: 5KNCHE1V

iii. File name of: webcam - \  
ptsc knabinoj menina garota).a\ji

area,l5uttoc£s orTit such person is temale, a fully or 
child

b. Computer data files, records, logs a isociated with any of the above described files which, 
may identify, trace, or record the fa< is, including but not limited to the date, time, 
modification, alteration, transmissic n or receipt via the Internet or other networks of any o f

including^ but not limited to file menus, Internet 
browser history, cache directories, r sgistry entries, logs, and files.

Computer data files in the form of e mail, instant messaging, chat logs, or other
'■which involves Tthe attempt to find, possess, acquire, 

store, or distribute child pomograptjy.

Internet searches, stored within a computer file or data, using Internet search engines or file
phy.

e. Any and all files associated with tht installation, configuration and use o f any peer to peer 
file sharing client, such as Ares, Shcreaza, Bearshare, Limewire, etc...

£ Computer files and/or data that assii t  in identifying use, custody, control, or ownership o f 
the computer systems and the remoi able storage devices.

g. Computer files and/or data that cont ain passwords, access codes, usernames, or other 
identifiers necessary to examine or e ccess items, software, or information seized.

f lirn 'n g  the following t e r m s :

91.

1CKAXWXTG25Z2GQC4IQVBJ4CNJ 

ivi_moranguinho04 (brasileirinlia 7)(brasil pthc

Attachment “A” for 231 Sunset Hill in ! ?all River MA
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Attachment “A”
Items to be Searched for

iv. SHA1 value o f  Z5KU1

v. File name of: ! !new

vi. Ares Client Name: datflyfp

(P5K2DADD77B2MQENMV3LB2WDVGKT 

pthc dark studio lOyro spread wide(2).avi 

api@Ares

Attachment “A” for 231 Sunset Hill in Fall River MA
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. ' DISTRICT COURT DEPARTMENT
FALL RIVER DIVISION 
NO. 1232CR02700

COMMONWEALTH

v.

ADALBERTO MARTINEZ

MOTION TO SUPPRESS EVIDENCE

The defendant on the above-entitled matter moves, pursuant to Mass.R.Crim.P. 13, that this . 
Honorable Court suppress from the use in evidence anything recovered as a result of a search 
and seizure made pursuant to Search Warrant number 9323 issued from Fall River District 
Court, including but not limited to, laptop computers. A copy of the warrant and affidavit are 
attached hereto.

The Defendant maintains that the issuance of a search warrant, the execution of the search 
warrant, the seizure o f any items including any and all statements made by the Defendant, and 
the Defendant’s arrest were illegal because:

a. There was no probable cause to arrest the Defendant.

b. The Affidavit in support of the Application for the Search warrant does not 
demonstrate probable cause on its face and is defective.

c. The search 'warrant was improperly issued.

d. The search, preceded the arrest.

e. There was no valid consent to search.

f. There were no exigent circumstances which would authorize the warrantless search.

g. The information in the affidavit is stale.

WHEREFORE, the Defendant maintains that his rights under the Fourth Amendment of 
the U.S. Constitution and Article Fourteen of the Declaration o f Rights to the Constitution of 
the Commonwealth o f Massachusetts have been violated.

CrjL d v is Adalberto Martinez,
y d s  <£5} By his attorney,

$ £ £  jh4h/-zde R.A./42



Anthony uiune 
BBO# 663166 
448 County Street 
New Bedford, MA 02748 
(508) 999-4088

Date: August I I ,  2014
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. DISTRICT COURT DEPARTMENT 
FALL RIVER DIVISION 
NO. 1232CR02700

COMMONWEALTH

v.

ADALBERTO MARTINEZ 

AFFIDAVIT IN SUPPORT OF DEFENDANT’S MOTION TO SUPPRESS EVIDENCE

I, Anthony F. Clune, state the following is true to the best of my knowledge, information and
belief:

1. I am an attorney duly licensed to practice law in this Commonwealth.

2. I am the attorney for the Defendant in the above matter.

3. I have heretofore been provided with a copy of the search warrant and the affidavit and 
application in support of the search warrant. I have read those documents and am familiar 
with the contents o f same.

4. The affidavit does not indicate that the internet subscriber resided at the target address.

5. As a result of the execution o f the search warrant, the police seized the items the Defendant 
seeks to suppress.

6. An examination of the affidavit in support of the application o f the search warrant 
demonstrates that it is insufficient on its face to provide probable cause for the warrant to 
issue.

7. The Affidavit in Support o f the Application for the Search Warrant does not set forth 
sufficient facts for a clerk magistrate to find probable cause that illegal contraband would be 
present upon the premises at the time the warrant was issued or executed.

8. I believe that the search warrant was defective and was improperly issued and executed.

9. There was no valid consent to search.

10. There were present no exigent circumstances, which would authorize a warrantless search.

Signed under the pains and penalties o f peijury this 15th day of August, 2014.

Anthony Clune, Esq.
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. DISTRICT COURT DEPARTMENT
FALL RIVER DIVISION 
NO. 1232CR02700

COMMONWEALTH

V .

ADALBERTO MARTINEZ

MEMORANDUM OF LAW IN SUPPORT OF DEFENDANT’S MOTION TO
SUPPRESS EVIDENCE

Facts

1. On March 9, 2012, Sgt. Michael Hill of the Massachusetts State Police Internet Crimes 

Against Children Task Force was conducting investigations into the use o f Peer to Peer(P2P) file 

sharing programs for the possession and distribution o f child pornography.

2. Sgt. Hill observed a computer with an Internet Protocol (EP) Address of 65.96.142.191, 

which had child pornography files that it was sharing.

3. As a result o f a subpoena, Comcast Cable indicated that the subscriber for IP Address, 

65.96.142.191, was Angel Martinez, 231 Sunset HL, Fall River, MA 02724-3753, Telephone 774- 

253-9719.

4. On April 2, 2011, D el Steven Washington went to 231 Sunset Hill and observed it to be 

part o f the Sunset Hill Housing Development

5. Det. Washington verified that 231 Sunset Hill was occupied by Maria Avilez who is the 

mother o f Angel Martinez.

1
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6. As a result, a warrant was issued for 231 Sunset Hill.

Argument

I. THE FOUR CORNERS OF THE SEARCH WARRANT AFFIDAVIT CONTAINED
INSUFFICIENT EVIDENCE TO PROVIDE PROBABLE CAUSE, RENDERING THE 
WARRANT INVALID.

The Supreme Judicial Court has held that G.L. c.276. Sec. LA, and 2B require that warrants 

be issued only if there is a showing of probable cause, and that Sec. 2B requires the suppression 

of evidence seized pursuant to a warrant not based upon probable cause. Commonwealth v Upton, 

394 Mass. 363 (1985). The Court further stated that the word “cause” in Article 14 of the 

Declaration of Rights o f the Constitution of the Commonwealth is used synonymously with 

“probable cause” Id  In Upton, the Supreme Judicial Court concluded that Article 14 provides more 

substantive protection to criminal defendants than does the Fourth Amendment in the 

determination of probable cause. Id. The ‘"totality o f the circumstances” test by the United States 

Supreme Court was expressly rejected by the Supreme Judicial Court, which concluded that the 

principles developed under Aguilar v. Texasx 378 U.S. 410 (1960), provide a more appropriate 

structure for probable cause inquiries. Id  “[P]robable cause requires a substantial basis, for 

concluding that the items sought are related to the criminal activity under investigation, and that 

they reasonably may be expected to be located in the place to be searched at the time the search 

warrant issues.” Commonwealth v. Kcntpp, 453 Mass. 102,110 (2009).

The validity o f this warrant rests on the sufficiency of the statements appearing on the face

o f the affidavit to support a finding of probable cause to believe that any of the articles or items

specified in the would be found in the targeted location at the time of the warrant execution. See,

e.g., Commonwealth v. Reynolds, 374 Mass. 142 (1977). The affidavit must be measured only from

2
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what it contains within the four comers o f the affidavit submitted in support of the application for 

the search warrant. Commonwealth v. Kaupp5 453 Mass. 102, 107 (2009). Moreover, the affidavit 

must satisfy the requirements of G.L. c. 276, Sec. 1-30 as amended, decisions of the Supreme 

Judicial Court and other courts o f the Commonwealth, and the Constitutions of the United States 

as well as o f the Commonwealth. See generally Massachusetts Practice, 2d ed., Vol. 30, Sec. 184; 

accord, Commonwealth v. Upton, 394 Mass. 363 (1985). Statements not appearing in the 

application cannot be considered in support o f the warrant, as those statements were not before the 

magistrate who issued the warrant Commonwealth v. Reynolds, 374 Mass. 142, 148 (1977).

The affidavit in this case provided insufficient probable cause because there was 

insufficient evidence to tie the criminal activity discussed in the affidavit to the actual residence of 

231 Sunset Hill. Specific details are required to establish something more than simply “strong 

reason to suspect,” which is not sufficient for probable cause. Commonwealth v. Upton7 394 Mass. 

363,370(1985).

In Pina, the warrant affidavit included the following information:

(i) the confidential informant had engaged in a number o f prior purchases from the defendant;
(ii) in those prior purchases, the informant and the defendant followed a common method in which 
the informant called a specified telephone number, the defendant specified a location at which the 
informant should meet the defendant, and the two would thereafter meet at the location for the 
purpose of consummating the sale; (iii) on the occasion of the controlled purchase arranged by 
police, tiie informant followed the same practice, and police observed the defendant leave his 
apartment upon receiving the informant’s call and drive directly to the location of the controlled 
purchase; (iv) police surveillance and investigation had established that the defendant resided in the 
apartment; and (v) the affiant police officer (with considerable experience in the methods and 
practices o f drug delivery services) expressed his awareness that such services operate in the manner 
described in the affidavit for the purpose o f keeping drug sales and deliveries away from the location 
at which the drugs are stored

Commonwealth v. Pina, 71 Mass. App. Ct. 653, 657 (2008). Additionally, the affidavit in Pina 

indicated that the defendant had been observed by the police driving from his home to the location 

of a controlled buy and subsequently observed by the police returning home. Id.

3
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Nevertheless, the Supreme Judicial Court suppressed the evidence seized as a result of 

executing the search warrant in the residence because they found insufficient nexus between the 

alleged criminal activity and the place of residence. Pina, 453 Mass. 441-42. Despite all of the 

above information included in the affidavit, the court in Pina held that the affidavit provided 

insufficient details tending to demonstrate that the defendant sold drugs from his apartment or that 

he kept his supply of drugs there. Id. at 442.

The warrant affidavit in the instant case is as insufficient as the affidavit in Pina because it 

fails to provide sufficient details suggesting that child pornography would be found at 231 Sunset 

Hill. [CJomputer technology has rendered the collection, storage, and dissemination of child 

pornography more amorphous. Commonwealth v. Anthony, 451 Mass. 59, 73 (2008). Nonetheless, 

all that is required is the consistent application of our well-established approach to analyzing the 

four comers o f an affidavit for determining whether probable cause exists for a search warrant to 

issue. Id,.

The police never established that the subscriber o f the internet had any connection to 231 Sunset 

Hill. The affidavit states that the subscriber’s mother resided at the address. Additionally, there is 

nothing to suggest in the affidavit that the IP address was part o f closed network. Wi-fi internet is 

extremely commonplace in today’s society. A wireless network that is unsecured would be able to 

be accessed from other units in a housing development The affidavit provides a basis to suspect 

criminal activity, but fells short of establishing probable cause.

Conclusion

4
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For all of the foregoing reasons, the defendant requests that this Honorable Court rule that the 

affidavit and search warrant were legally insufficient and that all evidence seized pursuant thereto 

be suppressed.

Adalberto Martinez,
Bv his attorney,

M
Anthony QLune
BBO # 663166 
448 County Street 
New Bedford, MA 02748 
(508) 999-4088

Date: August 15. 2014

5
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COMMONWEALTH J2TF MASSACHUSETTS

BRISTOL, ss

COMMONWEALTH

ADALBERTO MARTINEZ

FALL RIVER DISTRICT 
COURT
NO. 1232CR02700

NOTICE OF APPEAL

defendantfgives notice, pursuant to Rule 3 of the Massachusetts Rules of 
late Procedure, of his intent to appeal certain opinions, rulings, directions and 

g/nents of the Court in the above entitled matter.

Adalberto Martinez, 
By hap attorney,

Date: November 18. 2014

Anthony Clune 
BBO # 663166 
448 County SL 
New Bedford, MA 02748 
(508) 999-4088
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CERTIFICATION

I hereby certify that on the 18th day of November, 2014,1 hand delivered a true 
and accurate copy of the within Notice of Appeal to an agent of the Bristol County 
District Attorney’s Office, 888 Purchase St., New Bedford.

R.A./51
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UNITED STATES OF AMERICA, Plaintiff, 

v. 

GARY REIBERT, Defendant

No. 8:13CR107- 

United States District Court, D. Nebraska.

January 27, 2015.

MEMORANDUM AND ORDER

JOSEPH F. BATAILLON, Senior District Judge.

This matter is before the court on defendant Gary Reibert's objection, Filing No. 350, to the Findings and 

Recommendation ("F&R") of the United States magistrate judge, Filing No. 347, on Reibert's motion to suppress 

evidence found in a search of his residence on April 8, 2 0 1 3 .^  Filing No. 117. Reibert is charged in the Second 

Superseding Indictment with the receipt and attempted receipt of child pornography (Count I) in violation of 18 U.S.C. § 

2252A(a)(2) and (b)(1) and the accessing of a computer in interstate commerce with the intent to view child pornography 

(Count I!) in violation of 18 U.S.C. § 2252A(a)(5)(B) during the period of November 16, 2012, and December 2, 2012.

• See Filing No. 110, second superseding indictment.

In his motion to suppress defendant Reibert challenges two search warrants, one authorizing the government to install a 

Network Investigation Technique ("NIT1) on a seized computer, and one authorizing the search of his residence.

Defendant Reibert objects to the magistrate judge’s F&R, contending he was entitled to a Franks  h ea r in g ^  on the issue 

ofwhetherthe affidavit in support ofthe warrant to employ the NIT failed to include evidence that negated probable 

cause; He also argues the government conducted a warrantless search of Reibert’s computer by employing a NIT and 

contends he was entitled to present testimony of an expert, Tami Loehrs, on this issue. Further, he states the search 

warrant permitting the NIT was a general warrant and did not permit a search of Reibert’s computer, nor was it a warrant 

authorizing a search of Reiberfs computer. Last, he contends the warrant to search Reibert's residence and computer 

was not based upon probable cause.

Pursuant to 28 U.S.C. § 636(b)(1)(A), the court has conducted a de novo determination ofthose portions ofthe F&R to 

which the defendant objects. United States v. Lothridae. 324 F. 3d 599. 600-01 (8th Cir. 20031. The court has reviewed 

the record, Including the transcript ofthe suppression hearing, and the exhibits. See  Fifing No. 330, Transcript ("Tr."); 

Filing No. 164, Exs. 1-5; Filing No. 323, Exhibit List. The court accepts the facts set out by the magistrate judge and they 

need not be repeated here, except to the extent necessary to this court's findings. Filing No. 347, F&R at 2-4; Filing No. 

330 [31

"In order to be entitled to a hearing under Franks  the defendant must make a substantial preliminary showing of a false 

or reckless statement or omission and must also show that the alleged false statement or omission was necessary to the 

probable cause determination." U n ited  States v. C riss ier; 539 F.3d 831. 833 (8th Cir. 20081 (quoting United States v. 

Milton. 153 F.3d 891. 896 (8th Cir. 19981). This burden is "not easily [met]." U n ited  States v. Enaler. 521 F.3d 965. 969 

(8th Cir. 20081: see also U n ited  States v. S trooes. 387 F,3d 766. 771 (the defendant must show that the alleged omission 

would have made it impossible to find probable cause). when material that is the subject of the alleged falsity or 

reckless disregard is set to one side, there remains sufficient content in the warrant affidavit to support a finding of 

probable cause, no hearing is required.” Franks . 438 U.S. at 171-72.

The court agrees with the magistrate judge’s conclusion that defendant Reibert failed to make the substantial preliminary
R.A./52
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showing that law enforcement intentionally or recklessly omitted information from the warrant affidavit so as to entitle him 

to a Franks  hearing. The defendant argues, in effect, that the government did not disclose in affidavits that it had installed 

a "trojan, in essence a virus, onto [defendant Reibert's] computer." Filing No. 330, Tr. at 14. The defendant made an offer 

of proof on the expert testimony it would proffer in support of that contention. Id. at 16-28. The court has reviewed the 

offer of proof and agrees with the magistrate judge that it does not satisfy the heavy burden of showing an intentional 

falsehood or omission. The court finds no error in the magistrate judge's denial of defendant Reibert’s motion fora  

Franks  hearing.

Further, the court has reviewed the warrant applications and agrees with the magistrate judge that the warrants were 

supported by probable cause. See  Filing No. 164, Index of Evid., Exs. 1 & 2, search warrant applications and affidavits 

(sealed). "Probable cause exists when a ‘practical, common-sense' inquiry that considers the totality ofthe 

circumstances set forth in the information before the issuing judge yields a ’fair probability that.contraband or evidence of 

a crime will be found in a particular place.111 United States v. Stevens. 530 F.3d 714. 718 (8th Cir. 2008) (quoting Illino is  v. 

Gates. 462 U.S. 213. 238 (1983)1. Reibert contends that the expert testimony of Tami Loehrs, a purported computer 

fbrensics expert, would establish that the courtauthorized deployment of the NIT constituted a warrantless search of his 

computer "that went into [the defendant's] house, modified the workings of his computer, in order to send back data to the 

government." Filing No. 330, Tr. at 4. The magistrate judge sustained the government's objection to the expert's 

testimony on D a ub e rt grounds, but allowed an offer of proof with respect to h e r  t e s t i m o n y , ^  Filing No. 330, Transcript at 

19-22, 24-28. The court finds no error in the magistrate judge's D a ub e rt ruling. Loehrs conceded that she "had no idea" 

whether “the investigative technique returned any more information than it was authorized." Id. at 27-28. She also 

conceded that flash applications are present on many websites and flash applications can reveal the IP and user. Id. at 

28. Even if allowed, her testimony does little to undermine the information contained in the affidavit that supports the NIT 

warrant.

The magistrate judge found the affidavits of Special Agents Jeffrey Tarpinian and Andrea Kenzig provided probable 

cause for the searches and the court agrees. See F&R at 5-6; Filing No. 164, Index of Evid., Exs. 1 & 2. The affidavit in

n support ofthe application fora NIT described the investigation, the TOR network, and target website in detail, including

the website's function in advertising and distributing child pornography, and also related the types and amount of child 

pornography available on the site, including sections specific to babies and prepubescent boy and girls. Id., Ex. 1 at 12- 

'' 29. It also described the law enforcement investigation that led investigators to the website. See  Filing No. 164, Ex. 2 at 

9-13,15-20. It also describes the operation to the NIT. id. at 29-32. The warrant authorized the use of a NIT (computer 

code) to be deployed on the computer server that operated TOR network "Bulletin Board A," then located at a 

government facility, in order to obtain information, including IP addresses, from computers accessing images on Bulletin 

Board A or sending or viewing private messages on Bulletin Board A. Id. at 39, 44. The affidavit in support ofthe 

residential warrant detailed the investigative techniques used to identify Reibert and connect him to the website. Filing 

No. 164, Ex. 2, Affidavit at 9-15. The affiant states a person with an IP address issued to Reibert accessed the website at 

issue and specifies and describes the images that were accessed. Id. at 16-20. Those facts, together with the affiant's 

expertise regarding the characteristics of child pornography consumers, supports a fair probability that child 

pornography would be found on one or more computers at his residence. Id. at 22-26.

In the Eighth Circuit, for the purposes of determining whether probable cause exists to search a computer, an IP 

address assigned to a specific user at the time illegal internet activity associated with that IP address occurs is a 

sufficient basis to find a nexus between the unlawful use ofthe internet atthat IP address and a computer possessed by 

the subscriber assigned the address. See, e.g., U n ited  States v. Stults. 575 F.3d 834. 843-44 (8th Cir. 2009) (holding that 

probable cause supported warrant where officers used IP address to identify possessor of child pornography on a 

filesharing network); U n ited  S tates v. Pem'ne. 518 F.3d 1196.1205-06 (10th Cir, 2008) (upholding probable cause 

where pornographic images were traced to defendant's residence using IP address); U n ited  States v. Perez. 484 F.3d 

735 (5th Cir. 2007)(fthe IP address provided “a substantial basis to conclude that evidence of criminal activity'1 would be 

found at the defendant’s home, even if it did not conclusively link the pornography to the residence): U n ited  States v. 

W agers. 452 F.3d 534. 539 (6th Cir. 2006) (upholding probable cause where suspect was identified as a member of 

child pornography websites through an IP address assigned to his residence); United States  v. Hav. 231 F.3d 630.635-
R.A./5 3

h ttn c /Z e r h n la r  r w w ilo  r r v n /crh rd a r  <~aco?ra*:e=Q91714PW W ^QQR*>11^QAne% P/*<% W W ifln in+ttv»+'F inhth+n»rrjst +fnr+th#»+rM irnr«RftR+rrf+(1«tftfmininn+whethftf. ..  2 /3



6/24/2015 USv. Reibert, D ist Court D. Nebraska 2015- Google Scholar

36 (9th Cir. 20001 (finding a substantial basis for magistrate's probable cause determination where images of child 

pornography were traced to defendant using an IP address).

Further, even if the information submitted to support the issuance ofa search warrantdid not amount to probable cause, 

the good faith exception to the exclusionary rule identified in United States v. Leon. 468 U.S. 897. 922 f19841. would 

apply. "Under the Leon  good-feith exception, disputed evidence win be admitted if it was objectively reasonable for the 

officer executing a search warrant to have relied in good faith on the judge’s determination that there was probable 

cause to issue the warrant.” United States v. G ran t 490 F.3d 627. 632 f8th Cir. 20071. Even if the Court were now to 

conclude here that the affidavit supporting the search warrant did not set forth facts sufficient to demonstrate probable 

cause to search the computers at defendant Reibert's residence, on the present record, law enforcement's good-faith 

reliance on the warrants issued by the magistrate judge to search those computers militates against suppressing any 

evidence obtained in the search. See Leon. 468 U.S. at 919-92-1 (exclusionary rule does not apply "when an officer 

acting with objective good faith has obtained a search warrant from a judge or magistrate and acted within its scope").

Accordingly, the court concludes that the defendant’s objections to the F&R should be overruled, the magistrate judge's 

F&R should be adopted and the defendant's motion to suppress should be denied.

IT IS ORDERED:

1. Defendant Reibert's objections to the F&R (Filing No. 350) are overruled.

2. The Findings and Recommendation ofthe magistrate judge (Filing No. 347) is hereby adopted,

3. Defendant Reibert's motion to suppress (Filing No. 117) is denied.

f11 The portion of the defendant’s  motion challenging the admissibility of his statements was withdrawn at the evidentiary hearing, See 

Filing No. 330, Transcript at 33-35; Filing No. 347, F&R at 1 n.1. Also, the defendant's challenge to the delayed notice of the warrant was 

denied after an omnibus evidentiary hearing in an order dated October 14, 2014. See Filing No. 294, Memorandum and Order at 7-8, 10.

[21 See Franks v. Delaware. 438 U.S. 154. 176 M978Uholdina that, under certain limited circumstances, a defendant Is entitled under the 

Fourth Amendment to collaterally attack the veracity of a warrant affidavit in the context of challenging the existence of probable cause).

[31 See also Filing No. 254, F&R at 5-7 (background facts involving government's investigation of "Website A" and the onion router (TOR) 

software).

[41 Daubert v. Merrel! Dow Pharmaceuticals. Inc.. 509 U.S 579 (19931.
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BOTSFORD, J.

We consider here forthe first time the Commonwealth's new medical marijuana law, "An Act for the humanitarian 

medica/ use of marijuana,"St. 2012, c. 369 (act), which the voters approved in November, 2 0 1 2 .^  The central question 

presented is whether, with the act in effect, police may obtain a search warrant to search a property where they suspect 

an individual is cultivating marijuana by establishing probable cause that cultivation is taking place or are required to 

establish probable cause to believe that the individual was not registered, or licensed, to do so. In accord with cases 

relating to other types of license regimes, we conclude that, if police seek  a warrant to search such a property for 

evidence of illegal marijuana possession or cultivation, they must offer information sufficient to provide probable cause 

to believe the individual is not properly registered under the act to possess or cultivate the suspected substance. In this 

case, a  judge in the District Court allowed the defendant’s motion to suppress evidence seized by police during a search  

ofthe defendant's property conducted pursuant to a warrant in May of 2013, after the act went into effect. We agree with 

the motion judge that the affidavit filed in support ofthe search warrant application demonstrated probable cause that the 

defendant w as cultivating marijuana at the property, but that, in light ofthe act, the affidavit failed to establish probable 

cause to believe that the defendant was not authorized to do so and therefore was committing a crime. We affirm the 

order allowing the motion to s u p p re ss .^

Background.

On May 30,2013, s  three-count complaint issued from the Orleans Division ofthe District Court Department charging the 

defendant, Josiah H. Canning, with possession with the intent to distribute marijuana, G. L. c. 94C, § 32C (a); distribution 

of marijuana, G. L. c. 94C, § 32C (a); and conspiracy to violate the drug laws, G. L. c. 94C, § 4 0 . ^  The complaint's 

issuance followed a search ofthe defendant’s property in Brewster conducted May 30,2013, pursuant to a search 

warrant issued on May 29. The affidavit submitted by Detective Christopher Kent ofthe Yarmouth police department in 

support ofthe warrant application recited the following facts.

R.A./55
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During the week of May 19,2013, Kent met with a confidential informant, who told Kent that the owner of certain properly 

in Brewster (property) — whom Kent later determined from town records to be the defendant — and another male were 

involved in an indoor "marijuana grow" operation located at the property .^ On May 21, Kent and another detective 

observed the property from a nearby driveway, and noticed that windows ofthe addition to the house on the property 

were obscured by dark material, saw an aluminum flexible hose protruding out of one ofthe windows, and also 

observed a pickup truck registered to the defendant In front of the house. On M ay 24  and 28, Kent and one or more 

additional police officers returned to observe the property; on both occasions, they smelled a  strong odor of "freshly 

cultivated" marijuana emanating from the house, noticed the aluminum hose coming out ofthe window ofthe addition, 

heard the sound of fans, and, using night vision goggles, saw light emanating from another window. Also on May 28, 

Kent was provided information from a police officer in another town that that officer previously had observed the 

defendant and another man purchasing "a large amount of indoor [marijuana] grow materials" from a "hydroponic shop" 

in Foxborough and then loading the materials into an automobile registered to the defendant. On May 29, Kent obtained 

utility bills relating to electrical service for the property and neighboring homes on Main Street in Brewster. These 

records revealed that forthe previous six months, the average kilowatt usage for three neighboring homes was 542.3 

kilowatt hours (kWh), 23.3 kWh, and 246.6 kWh, respectively; the average kilowatt usage for the defendant’s property for 

the same time period was 3,116.5 kWh. Based on his training and experience, Kent was aware that because marijuana 

growing operations require differenttypes of electrical equipment, e.g., "high intensity discharge lamps, fluorescent 

lights, fans, reflectors, irrigation and ventilation equipment such as aluminum flexible hose" to be operating consistently, 

high usage of electricity — a "noticeable increase in kilowatt usage" — is to be expected.

When the police executed the search warrant that, based on the affidavit, a judge in the District Court had issued, the 

defendant was present. Seized during the search, among other items, were seventy marijuana plants, eleven fluorescent 

industrial lights, an aluminum flexible hose, a digital scale, approximately 1.2 pounds of marijuana, and $2,697. The 

defendant was placed under arrest.

The defendant filed a motion to suppress the seized evidence, and also to suppress statements he made at the time of 

the search and his arrest. A different District Court judge allowed the motion in a written memorandum of decision. The 

judge concluded that the search warrant affidavit "establisheld] probable cause that marijuana was being cultivated 

indoors at the d e fe n d a n ts  home," but concluded in substance that in tight ofthe act, the affidavit felled to establish 

probable cause that the cultivation was for more than a sixty-day supply of marijuana or that the defendant was not 

authorized to grow that am ount— and therefore that the cultivation was illegal. The Commonwealth filed a timely 

application for leave to file an interlocutory appeal of the judge's suppression order and motion to stay further 

proceedings in the case. See Mass. R. Crim. P. 15 (a) (2), as appearing in 422 Mass. 1501 (1996). A single justice of this 

court allowed the application and reported the case to the Appeals Court. Thereafter, we allowed the Commonwealth’s 

motion for direct appellate review.

Discussion.

1. Overview of the act.

The voters approved the act as a ballot measure in 2012, and the act went into effect on January 1,2013. St, 2012, c.

369. Section 1 of the act sets out a statement of purpose:

"The citizens of Massachusetts intend that there should be no punishment under state law for qualifying 

patients, physicians and  health care professionals, personal caregivers for patients, or medical marijuana 

treatment center agents for the medical use of marijuana, as defined herein" (emphasis added).

The term "medical use of marijuana" is defined in the act as follows:

Medical use of marijuana’ shall mean the acquisition, cultivation, possession, processing (including 

development of related products such as food, tinctures, aerosols, oils, or ointments), transfer,
R.A./56
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transportation, sale, distribution, dispensing, or administration of marijuana, forthe benefit of qualifying

patients in the treatment of debilitating medical conditions, or the symptoms thereof (emphasis added).

St. 2012, c. 369, § 2 (I). The substantive provisions ofthe act that follow the definitional section first se t out the 

parameters of protection from State prosecution and penalties that the act respectively gives to physicians and health 

care professionals, qualifying patients and their personal caregivers, and licensed dispensary agents. S ee  id. at §§ 3-5. 

^ S e e  also id. § 6 (A) (The (awful possession, cultivation, transfer, transport, distribution, or manufacture of medical 

marijuana as authorized by this law shall not result in the forfeiture or seizure of any property"). These provisions are 

foffowed by a section specifying "iimitations"ofthe act, including the following: "Nothing in [the act] supersedes 
Massachusetts law prohibiting the possession, cultivation, transport, distribution, or sale of marijuana for nonmedical 
purposes." Id. at § 7 (E). Thereafter, the act establishes a medical marijuana registration or licensing regime that is to be 

set up and administered by the Department of Public Health (department), and that covers nonprofit medical marijuana 

treatment centers, medical marijuana center dispensary agents, and qualifying patients and personal caregivers. S ee  id. 

at §§ 9-12. Under the act, it is clear that the principal source of medical marijuana is intended to be the nonprofit medical 

marijuana treatment centers, or dispensaries, that are to be registered by the department. See  id. a t§§  2 (H), 9 (B), (C). 

To that end, the act directed that during the first year the act was in effect, the department "shall” have registered up to 

thirty-five of these centers, with at least one in every county, and further states that"[i]n the event the [djepartment 

determines in a future year that the number of treatment centers is Insufficient to meet patient needs, the [djepartment 

shall have the power to increase or modify the number of registered treatment centers. S ee  id. at § 9 (C).

Of particular relevance here are the act's provisions relating to qualifying patients and persona! caregivers as well as  to 

hardship cultivation registrations. A "qualifying patient" is defined as "a person who has been diagnosed by a licensed 

physician as having a debilitating medical condition." St. 2012, c. 369, § 2 (K). The act requires a qualifying patientas 

well as a personal careg iver^  to obtain from the department a "registration card," which is a personal identification card 

issued by the department that serves both to "verify that a physician has provided a written certification to the qualifying 

patient,” and to "identify for the [djepartment and law enforcement those individuals who are exempt from Massachusetts 

criminal and civil penalties for conduct pursuant to the medical use of marijuana.” Id. at § 2 (L). See  id. a t §  12 

(describing application requirements for medical marijuana registration card for qualifying patients and personal 

caregivers). A qualifying patient or his or her personal caregiver is permitted to possess  up to a sixty-day supply of 

marijuana necessary forthe patient's personal medical use. See  id. at § 4 (A). In addition, a qualifying patient whose 

access to a licensed medical marijuana treatment center is limited by finances or an inability to travel to a licensed 

center may obtain a "hardship cultivation registration" that allows the patient or the patient's personal caregiver to 

cultivate a sufficient number of marijuana plants to produce and maintain a sixty-day supply of marijuana. Id, at § 11. The 

act tasks the department with defining "the quantity ofmarijuana that could reasonably be presumed to be a sixty-day 

supply for qualifying patients." Id. at § 8.^1

The act provides that the department was to issue regulations to govern implementation of all the registration provisions 

in the a c t  S t  2012, c. 369, § 13. These regulations were to be published within 120 days ofthe act's effective date, May 

1,2013. The act also provides, however, that "[ujntil the approval of final regulations, written certification by a physician 

shall have constituted a registration card fora qualifying patient." Id. See id. at § 2 (N) (definition of "written certification"). 

Additionally, until final regulations were in place, "the written recommendation of a qualifying patient’s physician shall 

have constituted a limited [i.e., hardship] cultivation registration." Id. at § 11

The department issued its final medical marijuana regulations on May 8 ,2013 .105  Code Mass. Regs. § 725.000 (2013). 

But of significance to the present case, § 725.015  of these regulations, which defines the registration requirem entsfora 

qualifying patient, provides that if a qualifying patient received an initial written certification signed by a physician before 

the department was accepting registration applications, "the initial certification will remain valid until the application for 

the registration card is approved or denied by the [djepartment."^ The same holds true for limited cultivation 

registrations: a qualifying patient who received written certification from a physician is entitled to continue to use that 

written certification as a hardship cultivation registration ’’until the application for the hardship cultivation registration card 

is approved or denied by the [djepartment" 105 Code Mass. Regs. § 725.035(L) (2013). The parties do not dispute that
R.A./57
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at the time ofthe search ofthe property, the department was not yet approving or denying any applications for 

registration, and there were no registered medical marijuana treatment centers in o p e r a t io n .^  Thus, a qualified 

physician’s written recommendation, undocumented in any database, sufficed as both a medical marijuana registration 

card and a limited medical marijuana cultivation registration.

2. Search warrant and application.

”Our inquiry as to the sufficiency ofthe search warrant application always begins and ends with the four comers ofthe

affidavit The magistrate considers a question of law: whether the facts presented in the affidavit and the reasonable

inferences therefrom constitute probable cau se  [W]e determine whether, based on the affidavit in its entirety, the

magistrate had a substantial basis to conclude that a crime had been committed,, . .  and that the items described in the' 

warrantwere related to the criminal activity and probably in the place to be searched" (quotations and citations omitted). 

Commonwealth v. O'Dav. 440 Mass. 296, 297-298 (2003). See Commonwealth v. Donahue. 430 Mass. 710.711-712 

(20001 .

The Commonwealth contends that Kent's affidavit established probable cause for the search because, as the motion 

judge concluded, the affidavit provided probable cause to believe that the defendant was engaged in cultivating 

marijuana at the property, and in the Commonwealth's view all-or-any cultivation of marijuana remains illegal even 

under the act. To the extent that the act permits a limited class of properly licensed or registered persons to grow 

marijuana, the argument continues, the existence of a license or registration is an affirmative defense for a defendant 

charged with unlawful cultivation to raise at trial — the Commonwealth is not obligated to disprove such a status in order 

to conduct a search atthe outset of an investigation.

We disagree. Although as a general matter, marijuana cultivation is a crime, see G. L. c. 94C, § 32C (a); Commonwealth 

v. Palmer. 464 Mass. 773. 777 (2013V and the act specifies generally that it remains so, see  St. 2012, c. 369, § 7 (E), the 

Commonwealth is incorrect that the act has not effected any change in the statutory and regulatory landscape relevant to 

establishing probable cause for a search targeting such cultivation. What § 7 (E) states is that nothing in the act 

"supersedes Massachusetts law prohibiting the . . .  cultivation . . .  of marijuana for nonmedical purposes” (emphasis 

added). Under the act, cultivation of marijuana is expressly permitted if a person or entity is properly registered to do so, 

and the cultivation does not exceed the amount necessary to yield a sixty-day supply of medical marijuana. See  St.

2012, c. 369, §§ 9 (B), (D), 11. See  also id. at §§ 4-6. As previously stated, when the search at issue here took place, the 

act was not fully implemented; no marijuana treatment centers were operating; and therefore, pursuant to the acts 

express provisions, see  id. at §§ 11,13, every person who was certified as a qualifying patient or the patients personal 

caregiver was authorized to cultivate a sufficient quantity of marijuana to produce a sixty-day supply — presumptively ten 

ounces.

In these circumstances, as  the motion judge suggested, our cases involving searches for firearms that may be legally 

possessed  with a license but are illegal in the absence of one provide an appropriate analytic framework. See 

Commonwealth v. Toole. 389 Mass. 159. 163 (1983). - ^  Accord Commonwealth v. Nowells. 390 Mass. 621. 627 (1 983) 

(search warrant affidavit did not establish probable cause for search of defendant’s apartment for illegal firearms where 

informants only indicated they had seen guns there: "The ownership or possession of a handgun [or a rifle] is not a crime 

and standing alone creates no probable cause"). See  also Commonwealth v. Couture.407 Mass. 178.181. cert.denied, 

498 U.S. 951 (199J3V Commonwealth v. Steven_s. 361 M assjj68  (1972). As these cases  indicate, although firearms 

cannot legally be carried  withouta license to carry, s e e  G. L. c. 269, § 10 (a), in the absence of any evidence beyond the 

"unadorned fact.” Couture, supra, that the defendant was carrying a gun, there was no probable cause to suspect a 

crime was being committed Cf. Commonwealth v. Marra, 12 Mass. App. Ct. 956, 956-957 (1981) (defendant 

convicted of storing dynamite without license; conviction reversed where search warrant authorizing search of 

defendant's trailer for dynamite was not based on probable cause: 'The observation of a box containing [dynamite] 

blasting caps, without m ore , to indicate that their storage was unlicensed, does not provide probable cause for entry into 

the [defendant's] trailer" where no circumstances set out in affidavit indicated blasting caps were, or were reasonably
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likely to be, unlicensed).

The Commonwealth again misses the mark in seeking to distinguish these cases and arguing that the existence of a 

registration card or written certification, like the existence of a license, constitutes an affirmative defense that the 

defendant himself is obliged to raise in the first instance — at trial, A license does constitute an affirmative defense at trial 

to be raised by the defendant See  G. L  c. 278, § 7 . ^  See  also Commonwealth v. Gouse. 461 Mass. 787. B04-808 

(2012): Couture. 407 Mass. at 181-182; Commonwealth v. Jones. 372 Mass. 403. 405-406 H977V But this case is not 

about defenses at trial; the issue is probable cause to conduct an investigatory search. At the trial of a case  in which the 

existence or nonexistence of a license defines whether the charged conduct was legal or instead a crime, a s  Couture 
explains, the defendant "has every opportunity to respond" by producing the license authorizing his conduct and in the 

absence ofthe defendant's doing so, it Is not unfair for the jury to presume in accordance with c. 278f § 7, that the 

defendant did'not have a license. Couture, suora at 182. Accord Gouse. supra at 806. At the time of a search, however, 

such a defendant is in a very different position: the police arrive, armed with (among other things) a warrant authorizing 

the search; the defendant has no right to object or respond, and indeed may not even be present. Cf. Couture, supra at 

182-183 (contrasting position of defendant at trial with defendant’s position when confronted by police stopping 

defendant's truck, removing him from it at gunpoint, and conducting warrantless search of truck to locate pistol police 

suspected would be present). Cf. also Commonwealth v. Landrv. 438 Mass. 206. 211 (2002) (charge of unlawful 

possession of hypodermic needle; contrasting defendants burden to raise affirmative defense of license at trial with 

question whether probable cause existed for unlawful possession at time of a r r e s t ) J ^

The firearms and other license cases just discussed govern the result here. Beginning with the initial statement of 

purpose, the act’s provisions make it abundantly clear that its intent is to protect the lawful operation ofthe medical 

marijuana program established by the legislation from all aspects of criminal prosecution and punishment, including 

search and seizure of property as part of a criminal investigation. S ee  St. 2012, c. 369, §§ 1, 3-6. The act’s  medical 

marijuana program is structured as a licensing or registration system, and expressly contemplates the lawful possession, 

cultivation, and distribution of marijuana for medical purposes by a number of different individuals (and certain nonprofit 

entities), as long as they are registered to do so. In light ofthe statutory and regulatory framework created by the ac t a 

search warrant affidavit setting out facts that simply establish probable cause to believe the owner is growing marijuana 

on the property in question, without more, is insufficient to establish probable cause to believe that the suspected 

cultivation is a crime. Missing are facts indicating thatthe person owning or in control ofthe property is not or probably 

not registered to cultivate the marijuana at issue

Detective Kent's affidavit filed in support ofthe search warrant in this case did not contain any information at all 

addressing whether the defendant w as or w as not registered as a qualifying patient or personal caregiver to grow the 

marijuana the police reasonably suspected was growing on the p r o p e r ty .^  Nor, as the motion judge observed, did it 

contain other facts or qualified opinions that might supply an alternate basis to establish the necessary probable cause 

to believe the cultivation was unlawful. S ee  note 15, supra. As such, the affidavit failed to establish probable cause for 

the s e a rc h .^ i

We disagree with the Commonwealth thatthe result we reach imposes an impossible burden on police to search for 

elusive and difficult-to-locate information about whether a person suspected of growing marijuana is registered to do so. 

Although notavailable in 2013 when the search here was conducted, we assum e that with the introduction ofthe 

electronic registration system, see note 10, supra, there is or soon  will be available to law enforcement officers an 

accessible list of “the persons issued medical marijuana registration cards" as provided in § 15 ofthe a c t ^  Moreover, 

as we have suggested (see note 15, supra), information independent of registration status may also be presented to 

establish probable cause concerning the suspected unlawful cultivation of marijuana.

Conclusion.
R.A./59
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So ordered.
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[1] The measure was placed before the voters at the Statewide election held November 6, 2012, pursuant to art. 43, The Initiative, Part 

V, § 1, amended by art. 81, § 2, of the Amendments ofthe Massachusetts Constitution.

12] We acknowledge the amicus briefs submitted by Daniel J. Chao and Shawn P. Kelly and by the National Organization for the Reform 

of Marijuana Laws, In support of the defendant; and the Massachusetts Chiefs of Police Association, Inc., in support of the 

Commonwealth.

[31 For reasons that have not been explained, the defendant was not charged with unlawful cultivation of marijuana. There does not 

appear to be any evidence of distribution in this case.

[4] The property consists of a  house with a small addition to the rear (connected by a breezeway), a barn in the front yard, and a large 

barn in the back yard.

[5] Pertinent to this case is § 4 of St. 2012, c. 369 (act):

"Protection From State Prosecution and Penalties for Qualifying Patients and Personal Caregivers

"Any person meeting the requirements under this law shall not be penalized under Massachusetts law in any manner, or denied any right 

or privilege, for such actions.

"A qualifying patient or a personal caregiver shall not be subject to arrest or prosecution, or civil penalty, for the medical use of marijuana 

provided he or she:

"(a) Possesses no more marijuana than is necessary for the patient's personal medical use, not exceeding the amount necessary for a 

sixty-day supply; and

"(b) Presents his or her registration card to any law enforcement official who questions the patient or caregiver regarding use of 

marijuana."

[6] A "personal caregiver" is defined to mean "a person who is at leas! twenty-one (21) years old who has agreed to assist with a 

qualifying patient's medical use of marijuana." St. 2012, c. 369, § 2 (J).

m  Under the medical marijuana regulations of the Department of Public Health (department), discussed in the next paragraph of the text, 

the presumptive sixty-day supply of medical marijuana is defined as ten ounces. See 105 Code Mass. Regs. § 725.004 (2013). The sixty- 

day supply may be greater than ten ounces for an individual qualffying patient upon the patient's certifying physician providing written 

certification and documentation that a greater supply is necessary. See 105 Code Mass. Regs. § 725.010(1) (2013). The regulation does 

not identify the number of marijuana plants that may be necessary to grow ten ounces of marijuana.

[81 It appears that the act uses the terms "certification” and "recommendation" interchangeably. Reading together the quoted provisions of 

St. 2012. c. 369, §§ 13 and 11, relating to what respectively constitutes a qualifying patient's registration card and a hardship cultivation 

registration pending approval of the department's regulations, we understand them to be referring to the sam e document, namely, the 

"written certification” defined in St. 2012, c. 369, § 2 (N), that is signed by a licensed physician and certifies the qualifying patient for use of 

medical marijuana. A memorandum appearing on the department's Web site concerning implementation of the act confirms this 

understanding. See "Guidance for Law Enforcement Regarding the Medical Use of Marijuana," Department of Public Health, Bureau of 

Health Care Safety and Quality, Medicat Use of Marijuana Program, at 2 {Updated Apr. 15,2015) ("Until [the department] begins to 

process hardship cultivation applications, patients or their caregivers may conduct limited cultivation at their primary residence, but may 

only grow a sufficient amount for their sixty day supply as certified by the patient's physician").

[91 There is a separate provision governing the registration requirements for personal caregivers, 725 Code Mass. Regs. § 725.020 

(2013), and it also provides that "the initial certification will remain valid until the application for the registration card is approved or denied 

by the [djepartment." Id. at § 725.020(C),

[101 According to its public announcements, the department has determined that the registration process should be electronic. See 

Program Update — October 8, 2014, Information for Patients and Caregivers, Massachusetts Department of Public Health, 

http://www. mass.gov/eohhs/gov/departments/dph/programs/hcq/medical-rrjarijuana/patients-and-caregivers.htrnl [http://perma.ee/7GS7- 

ADNU]. The department’s goal of having the electronic registration system ready by January, 2014, see  105 Code Mass, Regs. §§ 

725.015(C), 725.020(C), 725.035(L) (setting.initial registration deadline at January 1, 2014), went unrealized. On October 8,2014, the 

department announced that, effective February 1, 2015, "paper certifications” by physicians would no longer be valid proxies for proper 

R . A / ̂ (Registration and, as of that date, every qualifying patient would be required to obtain an electronic certification from his or her physician 

— k« ■fArmoMw anrj dioHmniraiiv rpoistered with the department. See Program Update — October 8, 2014, Information for Patients

http://www
http://perma.ee/7GS7-
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and Caregivers, supra.

111) In Toole, we considered a warrantless search of a vehicle in which police suspected a gun w as located: "fl]t has not [been] shown 

that, when the search was conducted, the police reasonably believed that there w as a connection between the vehicle and any criminal 

activfty of the defendant, an essential element to a finding of probable c a u se .. .  . The empty holster and ammunition found on the 

defendant certainty created probable cause to beiieve that there was a gun in the cab. But carrying a .45 caliber revolver is not necessarily 

a crime. A possible crime was carrying a gun without a ficense to carry firearms, G. L  c. 269, § 10 (a). However, the police did not learn 

that the defendant had no firearm identification card until after the search. They apparently never asked the defendant whether he had a

license to carry a firearm" (citation omitted). Commonwealth v. Toole. 389 Mass. 159. 163 (19831.

0.2.1 Commonwealth v. Gouse. 461 Mass. 787 (2012^. a case on which the Commonwealth relies, is inapposite. In Gouse, the defendant 
attacked the vfctlm. his former gir) friend, on the street and Jeft the scene; the investigating police were told by bystanders as well as the 

defendant's father that he might be armed; the police also had information that he had been released recently from prison, and had been 

observed armed with a weapon and dealing "crack" cocaine. Id. at 788, 790-791. On the same day as the attack of the victim, the 

defendant was stopped by the police while driving in a vehicle, removed from the vehicle, and arrested, and the vehicle was impounded.

Id. at 791, The police thereafter, during a warrantless search of the vehicle, found a gun in a bag that had been placed in the trunk of the 

vehicle. Id. at 791-792. Before trial, the defendant unsuccessfully moved to suppress evidence ofthe gun, but not on the ground that 

probable cause did not exist to believe he was not licensed to carry the weapon. See id. at 792-794. (Indeed, such an argument would 

have been highly problematic, given that the defendant at the time, in the court's words, was "a fleeing felon.1' See id. at 794. A felon, by 

definition, may not be licensed to carry a firearm. See G. L. c. 140, § 131 [d] [i].) The defendant in Gouse did raise a challenge related to 

the license issue, but the challenge concerned the allocation of the burden of proof between the defendant and the Commonwealth at trial

concerning the existence of a license. See Gouse. supra at 799-808.

f131 General Laws c. 278, § 7, provides: “A defendant in a criminal prosecution, relying for his justification upon a license . . .  shall prove 

the same; and until so proved, the presumption shall be that he is not so authorized.“

f14l The Commonwealth cites five decisions from other States’ courts as ostensibly persuasive authority that a medical marijuana license 

is exclusively an affirmative defense, rather than a legalizing mechanism for program participants. See Niehaus vs. State, Nos. A-8385. 

4798 (Alaska Ct. App. Dec. 10, 2003); People v. Sexton. 296 P.3d 157 (Colo. Add. 2012): State vs. Meharg, No. DC-0EM6 (Mont. 21st 

Jud. Dist. Ct. May 26, 2006); State v. Senna. 194 Vt. 283 (2013V State v. Frv. 168 Wash. 2d 1. 13 (20101. We do not think these cases 

offer useful guidance here, The courts were considering substantially different medical marijuana laws, and also very different factual 

contexts.

ri51 This is not to say that such an affidavrt always must contain facts directly establishing that the person whose property the police seek 

to search for evidence of unlawful marijuana cultivation is or is probably not registered to do so; reasonable inferences may be drawn that 

a suspected marijuana cultivation operation is unlawful from other facts. For example, except for registered medical marijuana treatment 

centers, it remains unlawful to cultivate marijuana for sale, Facts indicating that a confidential informant recently purchased marijuana from 

the owner of the property where the cultivation operation is suspected to be taking place would likely supply the requisite probable cause 

to search that property for evidence of unlawful cultivation, as would information that police recently had observed marijuana plants 

growing on the property and that, in the opinion of a properly qualified affiant, the number of plants exceeded the quantity necessary to 

grow a sixty-day supply often ounces.

H6l From start to finish, the affidavit reads as though the act did not exist.

(171 in arguing against this conclusion, the Commonweafth relies heavily on Commonwealth v. Palmer, 464 Mass. 773, 775-778 (2013V 

The refiance is misplaced, in Palmer, we considered what impact, rf any, the decriminalization of possession of one ounce or less of 

marijuana, a ballot measure approved by the voters in 2008, had on G. L. c. 94C, § 32C (a), which defines the offense of cuftivation of 

marijuana. See Palmer, supra at 775. We concluded that the decriminalization measure did not affect the cultivation statute, and that 

cultivation of marijuana of one ounce or less remained a crime. Id. at 774, 777, 779. But the events giving rise to the criminal charges at 

issue in Palmer occurred in 2010, see  id. at 774, no issue concerning the medical marijuana act, passed in 2012, was raised in Palmer, 

and the court did not consider the relationship of the medical marijuana act to § 32C (a) in any respect.

f181 Section 15 of the act states:

"The department shall maintain a confidential list of the persons issued medical marijuana registration cards. Individual nam es and other 

identifying information on the list shall be exempt from [G. I . c. 66, § 10, the Public Records Law], and not subject to disclosure, except to 

employees ofthe departm ent. , . and to Massachusetts law enforcement officials when verifying a card holder's registration" (emphasis 

added).
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Text 
— —

I n t r o d u c t i o n

A b o u t  t h e  t f m e  t h e  I n t e r n e t  a g e  b e g a n ,  j l i . )  t h e  S u p r e m e  C o u r t  u p h e l d  t h e  F i r s t  A m e n d m e n t  r i g h t  t o  d i s t r i b u t e  a n o n y m o u s  p o l i t i c a l  c a m p a i g n  h a n d b i l l s ,  l a u d i n g  

a n o n y m o u s  f r e e  s p e e c h  o s  " a  s h i e l d  f r o m  t h e  t y r a n n y  o f  t h e  m a j o r i t y . "  } 3 A |  W i t h i n  t w o  y e a r s ,  t h e  C o u r t . h a d  e x p l i c i t l y  a p p l i e d . f r e e  s p e e c h  t o  t h e . n e w  l a n d s c a p e  o f  

c y b e r s p a c e .  | 4 A | T h e  a d v e n t  o f  t h e  I n t e r n e t  h a d  b r o u g h t  h o p e  o f  a  n e w  p u b l i c  s q u a r e  f o r  a n o n y m o u s  d i s c o u r s e ,  [ S ^ l a  p l a c e  ' w h e r e  a n y o n e  w i t h  a  c o m p u t e r  a n d  a  p h o n e  

l i n e  c o u l d  s p e a k  o p e n l y  t o  t h e ' e n t i r e  w o r l d .  | 6 ± ]

M o t  t w o  d e c a d e s  l a t e r ,  l e g a l  r e a l i t y  h a s  d a s h e d  t h a t  u t o p i a n ' d r e a m .  A b u s e s  o f  t h e  a n o n y m l t y  t h a t  t h e  I n t e r n e t  o n c e  a f f o r d e d ,  h a v e  r e q u i r e d  a  b a l a n c i n g  a g a i n s t  o t h e r  

p r i v a t e  r i g h t s ,  f 7 i . | a n d  n o  l o n g e r  I s  t h e r e  a  r e u s o n a o i e  e x p e c t a t i o n  o f  p r i v a c y  I n  m a n y ' i n t e r n e t  c o m m u n i c a t i o n s .  | f l ± |  i n s t e a d ,  t o d a y ' s  o n l i n e  w o r l d  l u H s  I t s  I n h a b i t a n t s  I n t o  

a  f a l s e  [ 8 9 6 ]  s e n s e o f  a n o n y m i t y  w h i l e  s e c r e t l y  r e c o r d i n g  t h e i r  e v e r y  m o v e  f o r  f u t u r e  d t s o v e r y .  j g ^ j

T h i s  m o n i t o r i n g  i s  m a d e  p o s s i b l e  b y  t h i s  I n h e r e n t  s t r u c t u r e  o f  t h e  I n t e r n e t ,  t h e  m o s t  c r u d a l  c o m p o n e n t  o f  w h i c h .  I s  t h e ' s i m p l y  n a m e d  I n t e r n e t  P r o t o c o l  ( I P ) .  l l O d j  E v e r y  

c e r n p u t e r  c o n n e c t e d  t o  t h e  I n t e r n e t  r e c e i v e s ,  a  u n i q u e  I P  a d d r e s s  t h a t  f a c i l i t a t e s  c o m m u n i c a t i o n s  w i t h  o t h e r  c o m p u t e r s .  | l l ± l  A s  p a r t  o f  t h e  n o r m a l  d a t a  e x c h a n g e , '  t h e s e  

a d d r e s s e s  a r e  r e c o r d e d ,  o r  “ l o g g e d , ”  b y  w e b  s e r v e r s  f o r  f u t u r e  n e t w o r k  a n d  s e c u r i t y  a n a l y s i s .  j l 2 A |  T h e s e  l o g s ,  h o w e v e r ,  c a n  a l s o  p r o v i d e  o  b r e a d c r u m b  t r a i l  o f  e r  u s e r ' s  

o n l i n e  a c t i v i t y .  j i 3  & )  W h e n  a  u s e r  v i e w s  a  W e b  s i t e ,  a  c o m p u t e r  s e r v e r  l o g s ' h i s  IP a d d r e s s .  { 1 4 ^ * 1  W h e n  a  u s e r  p o s e s - o n  a  b t o g ,  | l 5 i j  a  server logs-- his IP  add ress . [ I s X  

W h e n  a  u s e r  v i e w s  a  s e x u a l l y  e x p l i c i t  p h o t o g r a p h .  | 1 7 ~ & 1  r e a d s . a  p o l i t i c a l  a r t i c l e ,  o r  s e a r c h e s  f o r  “ b o m b  p l a c e m e n t  w h i t e  h o u s e , "  | i 8 & l  a  s e r v e r  l o g s  h i s  I P a d d r e s s ,

[ 8 9 7 ]  A l t h o u g h  t h e s e  J o g s  a r e  s c a t t e r e d  a c r o s s  t h e  v a s t  r e a c h e s  o f  t | i e  I n t e r n e t , ) i f l  t h e r e  a r e  i m p o r t a n t  m i d d l e m e n  w i t h ,  a c c e s s  t o  I t  a l l :  I n t e r n e t  S e r v i c e . P r o v i d e r s  

( I S P s ) .  | 2 Q ± j  I S P s  a s s i g n  I P  a d d r e s s e s  t o  t h e i r s u b s c r i b e r j ,  l o g g i n g ,  w h o  I s  u s i n g  w l w t . a d d r e s s  a t  a n y  g i v e n ;  t i m e .  I S P s  n r . e  t h e  g a t e k e e p e r s  o f  a c c e s s  t o  r i o t  o n l y . ' t h e  

I n 4 e r n e t . h u  t  a l s o  t o  t h e  i d e n t i f i c a t i o n  o f  a n y  p a r t i c u l a r  u s e r .  | 2 2 ^ | B y  c o m p a r i n g  I t s  o w n  I P  a d d r e s s  l o g s  t o  t h o s e  m a i n t a i n e d  b y  t h e  l n t e m e t ' s  W e b  s e r v e r s ,  j 3 3 A j  a n  I S p  

o n  reptfifY N n f c  o n l i n e  a c t l v i r y  to-a specific subscriber a c c o u n t  a n d ,  p o t e n t i a l l y ,  j 24-t±l t o  a p ' J n d i v < d a a l .  | 2 5 ~ ± / T h i s  means, t h a t  J S P s  " h a v e  c h e : p o w e r  t o  o b f i t e r a t e  p r i v a c y  

o n l i n e .  E v e r y t h i n g  w e ' s a y ,  h e a r ,  r e a d ,  o r  d o  o n  t h e . I n t c r n e t  f i r s t - p a s s e s  t h r o u g h  I S P . C o m p u t e r s . "  ? 2 6 W 1

H e r e i n  l l e s  t h e  c o n c e r n  l o r  p r i v a c y .  A l t h o u g h  d a t a  l o g s  m a i n t a i n e d  b y  W e b  s i t e  o p e r a t o r s ,  t y p i c a l l y  c o r r e l a t e . o n l i n e  a c t i v i t y  o n l y  t o  a n  I P  a d d r e s s ;  t h a t  a d d r e s s . m a y  b e

R.A./63



t r a c e d  b a c i e w a r d s  t o  e x s o s e  t h e  i n d i v i d u a l  b e h i n d  t h e  c o m p u t e r .  | 2 7 A j  W h i l e - v a r i o u s  f e d e r a l  s t a t u t e s  p r o t e c t  s i m i t a r  c l a t s ' s u c h  a s  t e l e p h o n e  n u m b e r s  a n d  m a i l i n g  

a d d r e s s e s  a s p c r e o n a l l y  I d e n t i f i a b l e  I n f o r m a t i o n  ( P H ) ,  f e d e r a l  p r i v a c y  l a v /  d o e s  n o t  g e n e r a l l y  r e g a r d  I P  a d d r e s s e s - a s  I n f o r m a t i o n  w o r t h y  o f  p r o t e c t i o n .  j s s S  I t  h a s , 

t h e r e f o r e ,  b e c o m e  c o m m o n p l a c e  f o r  l i t i g a n t s  t o . s u b p o e n a  I S P s  [ 8 9 5 ]  t o > u n m d £ ! <  o n l i n e  s p e a k e r s .  | 2 9 A i  M a n y  I S P s  h a v e  n o  r e a s o n  t o  f i g h t  t h e s $  s u b p o e n a s  | 3 0 . ± i  a n d  

r e a d i l y  g i v e  u p  t h e i r  f i j b s c r i b e r s . *  n a mes, a d d r e s s e s ,  t e l e p h o n e  n u m b e r s , ,  a n d  o t h e r  I d e n t i f y i n g  d a t a  w i t h o u t  d e m a n d i n g  t m y  c o u r t  o v e r e f g h t  o r  p r o v i d i n g  a n y  n o t i c e  t o  C h e  

s u b s c r i b e r -  ) 3 1  * . } E v e n  w h e n  c o u i t s  b e c o m e  I n v o l v e d ,  a  f u l l  c o n s i d e r a t i o n  o f  t h e  o n l l n e . s p e a k e r ’s  p r i v a c y  i n t e r e s t s  Is. f a r  f r o m  c e r t a i n .  1 3 2 . & 1

White ft would be improper - and dangerous - to provide online actors'a. blanket of complete anonymity, | 3 3 A j  the routine reporting of information Unking Individuate to 
their online activity I s a  major privacy concern. |34-jfc[ For new; much or this data collection occurs 'without ourawareAess, much less our approval.* -(35 Af As society 
becomes more.awaK.of thb reporting, however, Indivffluals may begin to censor their online conduct for /ear of censure or liability, substantially undermining Che right to 

free speech-and the free exchange of ideas. ?36£l

T h i s .  C o m m e n t  e x p l o r e s  t h e  p o s s i b i l i t y  o f .  p r o t e c t i n g  t h e  I P  a d d r e s s  I t s e l f  a s  P H ,  | 3 7 a | p u t t i n g  t h e  I P  a d d r e s s - i n  t h e  s a m e  c a t e g o r y  a s  a  h o m e  [ 8 9 9 ]  a d d r e s s ,  t e l e p h o n e  

n u m b e r ,  o r  S o c i a l  S e c u r i t y  r o m b e r  a n d  p r o v i d i n g ,  it a n d  t h e  c o r r e s p o n d i n g  u s e r  p r o t e c t i o n  u n d e r  c u r r e n t  f e d e r a l  p r i v a c y ,  l a w .  P a r t .  I I  o f  t h i s  C o m m e n t  o u t l i n e s  t h e  r e l e v a n t  

t e c h n i c a l  a s p e c t s  o f  I P '  a d d r e s s e s  [ 3 3 - i |  a n d  t h e '  m a n y  d e f i n i t i o n s  a n d  e x a m p l e s  o f  P H .  [ 3 9  ± j  P a n  H I  a r g u e s  t h a t  I P  a d d r e s s e s  a r e  f u n c t i o n a l l y  s i m i l a r  t o  o t h e r  t y p e s  o f  P U  

a n d  s h o u l d  b e . p r o t e c t e d  w h e n  i n  t h e  h a n d s  o f  a n  I S P  o r  o t h e r w t s e  c o r r e l a t e d  t o  i d e n t i f y i n g  i n f o r m a t i o n .  T h e ' A r g u m e n t  p r o c e e d s  b y  e x a m i n i n g  w h a t  i t  m e a n s  f o r  d a t a  t o  b e -  

" p e r s o n a l l y  i d e n t i f i a b l e . * ' | 4 0 i : |  w h e n  i p ' a d d r e s s e s  c a n  a n d  c a n n o t  b e  ( I n k e d  t o  i n d i v i d u a l s ,  | 4 i  a n d  h o w  I P  a d d r e s s e s  a r e  b e i n g  p r o t e c t e d  a t  t h e  s t a t e ,  f e d e r a l ,  a n d  

I n t e r n a t i o n a ]  l e v e l s .  | 4 2 a L l  F i n a l l y ,  P a r t  i y : e x a m i n e s .  t h e  p r e d o m i n a t e  s u b p o e n a  s t a n d a r d s  b y  w h i c h  a  l i t i g a n t  m a y  u n m a s k  a n  a n o n y m o u s  o n l i n e  s p e a k e r ,  ( 4 3 . & I  a s  w e l l  a s  

t h e  c u r r e n t  l a c k . o f  F o u r t h  A m e n d m e r r t  p r o t e c t i o n  f o r  s u b s c r i b e r  i n f o r m a t i o n  o n  f i l e  w i t h  I S P s ,  ] 4 4  A ]  a n d  a n t i c i p a t e s  h o w  r e c o g n i z i n g  a n  I P  a d d r e s s  a s  P I 1  m a y  a f f e c t  t h e s e  

s t a n d a r d s  a n d  f u t u r e  l i t i g a t i o n ^  { 4 5 ± j

n .  B a c k g r o u n d

T h i s . P a r t  r e v i e w s  (he b a s i s  o f IP a d d r e s s e s ,  i n c l u d i n g  s o m e  technical / i m i t a t i o n s  t h a t  a r e  l a t e r  e x a m i n e d  -  a n d  r e j e c t e d  *  a s  p o s s i b l e  b a r r i e r s  t o  i d e n t i f y i n g  a n  i n d i v i d u a l  

b a s e d  u p o n  h i s  I P  a d d r t a a .  | . 4 6 & |  I t  a l s o  e x a m i n e s  t h e  v a r i o u s  d e f i n i t i o n s  o f  P 1 I  | 4 7 . A | - a n d  t h e -  t y p e s  o F  d a t a  t h a t  a r e  t r a d i t i o n a l l y  p r o t e c t e d  b y  f e d e r a l  l a v /  b e c a u s e  t h e y  

h a v e  t h e  p o t e n t i a l  t o  i d e n t i f y  a  p a r t i c u l a r  i n d i v i d u a l .  | 4 S ± 1

A .  I P  A d d r e s s e s  a n d  R e l a t e d  T e c h n o l o g y

A n  I P  a d d r e s s  I s  a  s t r i n g ,  o f  f o u r  n u m b e r s ,  e a c h  r a n g i n g  f r o m  D  t o  2 5 5 ,  | 4 9 i ]  t h a t  s e r v e s  o s  a  u n i q u e  k l e n t l f l e r  o n  i? n e t w o r k  t o  f a c i l i t a t e  o n l i n e  [ 9 0 0 ]  c o m m u n i c a t i o n s .  

| 5 0 £ j  A n  I P  a d d r e s s  I s  t i e d  t o  a  c o m p u t e r ,  n o t  I t s  u s e r ,  i ' s i ± j  a n d  w i l l  n o r m a l l y  n o t  c h a n g e  w h e n  a  n e w  u s e r  l o g s  fcn. | S 2 a | i n  t h i s  w a y ,  a n  T P  a d d r e s s  i s  a n a l o g o u s  t o  a  

p h y s i c a l  m a l t i n g  a d d r e s s ,  w h i c h  i s  r e q u i r e d  f o r  t h e  s e n d i n g  . a n d  r e c e i v i n g  d f  p o s t a l  m a l l .  [ S 3 A [  H o w e v e r ,  u n l i k e  a n  e n v e l o p e ,  w h i c h  n e e d  n o t  c o n t a i n  a  r e t u r n  a d d r e s s  t o  

c o n v e y  I t s  m e s s a g e  t o  t h e  r e c i p i e n t ,  e v e r y  I n t e r n e t  c o m m u n i c a t i o n  m u s t  c o n t a i n  b o t h  t h e . s e n d i n g  a n d  r e c e i v i n g  I P  a d d r e s s e d .  | 5 4 i ; |  B e c a u s e  o f  t h e  I n t e r n e t  P r o t o c o l ,  

u s e r s  c o m m u n i c a t e  t h e i r  r e t u r n  a d d r e s s e s  t o  t h e  w o r l d  w h e t h e r  o r  n o t  t h e y  k n o w  o f  o r  w a n t  t h i s  t r a n s p a r e n c y .  | 5 5 ^ |

A l t h o u g h  t h e r e  a r e  a p p r o x i m a t e l y  f o u r  b i l l i o n  a d d r e s s e s  i n ' t h e  c u r r e n t  I n t e r n e t  P r o t o c o l ,  | S 6 £ j  m a n y  o f  t h e s e  a r e  r e s e r v e d  o r  u n a s s i g n a b l e ,  [ S 7 ± j  a n d  m o s t  o f  t h e  

u s e a b l e  a d d r e s s e s  h a v e  a l r e a d y  b e e n . a s s i g n e d .  [ 5 8  A j A s  a  r e s u l t ,  m e t h o d s  h a v e  b e e n  d e v e l o p e d  t o  s h a r e  t h e  l i m i t e d  n u m b e r  o f  r e m a i n i n g ,  v i a b l e  a d d r e s s e s .  [ S 9 i . | T h e  

t w o  m e t h o d s  r e l e v a n t  h e r e . a r e  d y n a m i c  a d d r e s s i n g  a n d  N e t w o r k  A d d r e s s  T r a n s l a t i o n .

C r i t i c a l  n e t w o r k , r e s o u r c e s ,  s u c h  a s  s e r v e r s  a n d  p r i n t e r s ,  a r e  o f t e n  g i v e n  " s t a t i c , "  o r  p e r m a n e n t ;  a d d r e s s e s  s o  t h a t  t h e y  a r e  e a s i l y  f o u n d  b y  o t h e r  d e v i c e s  o n  t h e  c o m p u t e r  

n e t w o r k . ' p 5 Q A |  M o s t  e n d - u s e r  c o m p u t e r e ,  h o w e v e r ,  a r e  p r o v i d e d  a  “ d y n a m i c *  a d d r e s s  s e l e c t e d  o u t  o f  a  p o o i . a n d  a d m i n i s t e r e d  b y  a n  I S P .  j G i a  A n  I S P  m a y  h a v e , m o r e  

c u s t o m e r s  t h a n '  i t  h a s  a s s i g n a b l e  a d d r e s s e s ,  b u t  d y n a m i c  a d d r e s s i n g  a l l o w s  i t  t o  p r o v i d e  a n  a d d r e s s ,  o n l y  t o  t h o s e  u s e r s  c o n n e c t e d  a t  a n y  g i v e n  t i m e .  | & 2 £ |  W h e n  a  u s e r  

d i s c o n n e c t s ,  h i s  a d d r e s s  I s  o u t  b a c k  i n  t h e  p o o l  a n t i  m a y  [ 9 0 1 ]  l a t e r  b e  a s s i g n e d  t o  a  d i f f e r e n t  u s e r .  j G 3 X j  D y n a m i c  a d d r e s s i n g  a l l o w s  a  l a r g e  n u m b e r  o f  c o m p u t e r s  t o  

s h a r e  a  s m a l l  n u m b e r  o f  a d d r e s s e s .

T h e  c u r r e n t  i n t e r n e t  P r o t o c o l  I s  f u r t h e r  m o d i f i e d  b y  a  p r o t o c o l  ' c a l l e d  N e t w o r k  A d d r e s s  T r a n s l a t i o n ,  o r  N A T .  | S 4  * ] m a T  a l l o w s  n e t w o r k  a d m i n i s t r a t o r s  C o  a s s i g n  a . s i n g l e  

p u b l i c  IP a d d r e s s  t o  . ' t h e  r o u t e r  o r  m o d e m  t h a t  p r o v i d e s  t h e  c e n t r a l  p o i n t  o f  j j c c e s j  t o  t h e  i n t e r n e t .  i S 5 i - l  A l l  o f  t h e  c o m p u t e r s  a n d  d e v i c e s  c o n n e c t e d  t o  t h a t  r p u t c r  a r e  

t h e n  g i v e n  a  l o c a l ,  p r i v a t e  I P  a d d r e s s .  | 6 6 j . | T o  t h e  i n t e r n a l  n e t w o r k  a d m i n i s t r a t o r ,  a l l  o f  t h e  c o m p u t e r s  r e t a i n  s e p a r a t e l y  I d e n t i f i a b l e  I P  a d d r e s s e s  a n d  c a n  l i e  t r a c k e d  

d o w n  w l t n  t h e s e  n u m b e r s .  [ 6 7 ~ A ] T o  t h e  w o r l d ,  h o w e v e r , ' h u n d r e d s  o r  e v e n  t h o u s a n d s  o f  I n t e r n a l  c o m p u t e r s  a p p e a r  a s  a  s i n g l e  p u b l i c  I P  a d d r e s s .  [ 6 3 A {  N o  m a t t e r  w h i c h  

c o m p u t e r  a c c e s s e s  a  W e b  s i t e , ,  t h e  W e b  s i t e  w i l l  s e e  o n l y  t h e  a d d r e s s  o f  t h e  r o u t e r .  | 6 9 ^ , j

v / t i l l e  d y n a m i c  a d d r e s s i n g  a n d  N A T  h a v e  s l o w e d  a d d r e s s  e x h a u s t i o n ,  t h e  c u r r e n t  I n t e r n e t  P r o t o c o l  i s  e x p e c t e d  t o  b e  c o m p l e t e l y  a s s i g n e d  b y  2 0 1 1  o r  2 0 1 2 .  | 7 0 i . j  A s  a  

r e s u l t ,  t h e  t r a n s i t i o n  t o  t h e  h e w  i n t e r n e t  P r o t o c o l ,  c a l l e d  I P v 6 ,  [ 7 1  ± 1  w i l l  s o o n  b e  a c c e l e r a t e d .  U n l i k e  c u r r e n t  I P  a d d r e s s e s ,  m a n y  I P v 6  a d d r e s s e s  w i l l  l n c h i d e  a  u n i q u e  

c o d e  d i c t a t e d  b y  a  c o m p u t e r ' s  h a r d w a r e ,  I n  e f f e c t  m a l d n g  I P v 6  a d d r e s s e s  g l o b a l l y  u n i q u e  a n d  p e r m a n e n t l y  a s s i g n e d  t o  p a r t i c u 

l a r  d e v i c e s .  | 7 2 A j  I P v 6  I s  u n l i k e l y  t o  s u f f e r  f r o m  t h e  a d d r e s s  e x h a u s t l o n i h a t  p l a g u e s  t h e . c u r r e n t  p r o t o c o l :  t h e  n e w  s y s t e m

c r e a t e s  a  U f i - b r t  a d d r e s s ,  p r o v i d i n g  f o r  a p p r o x i m a t e l y  3 4 0  u n d e c i l l i o n  •  3 4 0 , 0 0 0 , 0 0 0 , 0 0 0 , 0 0 0 , 0 0 0 , 0 0 0 , 0 0 0 . 0 0 0 , 0 0 0 , 0 0 0 , 0 0 0 , 0 0 0  -  p o s s i b l e  ( 9 0 2 ]  a d d r e s s e s .  [ 7 3 A j

S V h e t h e r  t h e  a d d r e s s  i s  f r o m  t h e  c u r r e n t  o r  f u t u r e  I n t e r n e t  P r o t o c o l ,  t h e  t a k e - a w a y  p o i n t s  a r c  f e w .  A n  I P  a d d r e s s  I s  a s s i g n e d  t o  a  c o m p u t e r  o r  o t h e r  device accessing 

t h e  I n t e r n e t  a n d  i s  c o m m u n i c a t e d  b e t w e e n  d e v i c e s  a s  p a r t  o f  t h e  n o r m a l  d a t a  e x c h a n g e .  | 7 4 A |  S o m e  o f  t h e s e  d e v i c e s ,  e s p e c i a l l y  t h o s e  t h a t  h o s t  w e b  s i t e s ,  r e c o r d  t h e s e  

n u m b e r s  f o r  f u t u r e  u s e .  j 7 S A j

a .  D e f i n i n g  p e r s o n a l l y  I d e n t i f i a b l e  I n f o r m a t i o n

D e t e r m i n i n g  w h a t  k i n d s  o f  d a t a  s h o u l d  b e  p r o t e c t e d  u n d e r ,  f e d e r a l  p r i v a c y  l a w  r e m a i n s  d i f f i c u l t ,  a s  t h e r e  i s  n o  s i n g l e  d e f i n i t i o n  o f  P I I .  i 7 6 ± I t o  d a t e ,  C o n g r e s s  h a s  r e l e c t e d  

c o m p r e h e n s i v e  p r i v a c y  l e g i s l a t i o n  iri f a v o r  o f  3 ' l e r g e  c o l l e c t i o n  o f  s t a t u t e s ,  e a c h  o f  w h i c h  p r o t e c t s  s p e c i f i c  t y p e s  oT i n f o r m a t i o n  i n  p a r t i c u l a r -  c i r c u m s t a n c e s .  { 7 7 T h e  

C h i l d r e n ' s  O n l i n e  P r i v a c y  P r o t e c t i o n  A c t  ( C O P P A ) ,  f o r  e x a m p l e ,  r e g u l a t e s  t h e  o n l i n e  c o l l e c t i o n  o f  I n f o r m a t i o n  f r o m  c h i l d r e n  u n d e r  t h e  a g e  o f  t h i r t e e n  | 7 3 a |  b u t  a p p l i e s  o n l y  If 

t h e  W e b  s t i e  i s  d i r e c t e d  t o  c h i l d r e n  or t h e  o p e r a t o r s  h a v e  a c t u a l  k n o w l e d g e  t h a t  t h e i r  v i s i t o r s  a r e  n o t  o f  a g e .  | 7 9 £ |  T h e  V i d e o  P r i v a c y  P r o t e c t i o n  A c t  o f  1 9 8 8 - p r o t e c t s  t h e  

d i s c l o s u r e  o f  a  c u s t o m e r ' s  v i d e o  r e n t a l  r e c o r d s  | 8 0 J : j  b u t  m a y  n o t  p r o t e c t  S i m i l a r  r e c o r d s  c o l l e c t e d  o n l i n e .  [ 8 1 ± 1

T h e s e  p r i v a c y  s t a t u t e s - e n u m e r a t e ,  t h e  d a t a  t h a t  t h e y  a r e  e n a c t e d *  t o  p r o t e c t ,  a n d  t h e s e  b i t s  o f  I n f o r m a t i o n  c a n  b e  d M d e d  I n t o  t h r e e  d i s t i n c t  g r o u p s .  j S 2 ± |  T h e  f i r s t  g r o u p ,  

c o n s i s t s  o f  I n f o r m a t i o n  t h a t  I s  c o m m o n l y  [ 9 0 3 ]  p r o t e c t e d  b e c a u s e  I t  c a n  I d e n t i f y  a  s p e d f l c  I n d i v i d u a l :  n a m e s ,  [ 8 3 ± |  h o m e  a d d r e s s e s ,  1 8 4  A j  e . - m a i l  a d d r e s s e s , , | 8 5  £  

t e l e p h o n e  n u m b e r s ,  | 3 6 £ l  a n d  S o c i a l  S e c u r i t y  n u m b e r s .  [ 3 7 ± 1  T h e  s e c o n d  g r o u p . c o n t a i n s  d a t a  t h a t  i s  e a s i l y  c o m b i n e d  w i t h  P d ,  1 b . 8 ± {  a c t s - a s  P I I ,  | S 9 ± 1  o r  I s  c e n t r a l  t o  t h e  

p u r p o s e  o f  t h e  e n a c t i n g  s t a t u t e .  T h i s  s e c o n d  g r o u p  i n c l u d e s  d a t e s  o f  b i r t h ,  j g O J - l  p h o t o g r a p h s ,  ) 9 i A ; v i d e o  r e n t a l  r e c o r d s .  | 9 2 A [  d r i v e r ' s  l i c e n s e  n u m b e r s ,  l9 3 £ j  biometric 

d a t a ,  ( 9 4 ^ 1  a n d  a l i e n  r e g i s t r a t i o n  n u m b e r s  o r  o t h e r  u n i q u e  I d e n t i f i c a t i o n  n u m b e r s .  l 9 5 £ |  I n  t h e  t h i r d  g r o u p  i s  a g g r e g a t e  d a t a ,  w h i c h  I s  a  c o l l e c t i o n  o f  d a t a  t h a t  " d o e s -  n o t  

i d e n t i f y  p a r t i c u l a r  p e r s o n s . ”  | 9 6 ± |  A g g r e g a t e  d a t a  t y p i c a l l y  i s  n o t  v i e w e d  a s  p r i v a c y - t h r e a t e n i n g  a n d  I s  u s u a l l y  e x c l u d e d  f r o m  p r o t e c t i o n .  \ 9 7 i \

S o m e c o m m e n t a t p r j  b e l i e v e  t h i s  e n u m e r o t i y e  a p p r o a c h  t o  p r i v a c y  la w  f a l l s  t o  p r o t e c t  I m p o r t a n t  p i e c e s  o f  p r i v a t e  d a t a .  [ o s * |  S t a t u t o r y  a t t e m p t s  a t  d e f i n i n g  P n , -1 3 9 - 1 ’ 

' p e r s o n a l  in f o r m a t i o n , * - [ l o o ^ o r  " m e a n s  o f  l d e n O f l c a H o n , ' "  j l Q i , *  j h o w e v e r ,  h a v e  p r o v i d e d  l i t t l e  d i r e c t i o n  I n  d e t e r m i n i n g  [ 9 0 4 ]  w h a t  o t h e r  t y p e s  o f  i n f o r m a t i o n '  s h o u l d  b e  

p r o t e c t e d .  [ l 0 2 J j  C O P P A ,  f o r  e x a m p l e ^  m e r e l y  d e f i n e s  p e r s o n a l  I n f o r m a t i o n  a s  ' I n d i v i d u a l l y  I d e n t i f i a b l e  i n f o r m a t i o n  a b o u t  a n  I n d i v i d u a l . "  | l 0 3  i l U f c e w i s e ,  t h e  S t o r e d  

C d m m u n i s t l o n s  P r i v a c y .  A d  d e f i n e s  p e r s o n a l  i n f o r m a t i o n  a s  “ I n f o r m a t i o n  t h a t  I d e n t i f i e s  a n  I n d i v i d u a l . '  j l 0 4 A [
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I n  r e c e n t  y e a r s ,  C o n g r e s s  h a s a t t e m p t e d  t o  c r e a t e n e w  d e f i n i t i o n s  o r  P I I  t h a t  w o u l d  s p e c i f i c a l l y  a d d r e s s  o n l i n e  p r i  v a c y  c o n c e r n s ,  [ l O S i . 1 b u t  t h e  b i l l s  c a r r y i n g  t h e s e  f a i l e d  i n  

t h e i r  r e s p e c t i v e  h o u s e s .  ( x O < > i | T 7 i e .  O n W n e  P e r s o n a l  P r i v a c y  Act; o f  2 0 0 2  w o u l d  h a v e  l a r g e l y  f o l l o w e d  C O P R A ’. s d e f l f l i t i o n  o f  P l l  [ i Q 7 i - j  b u t ’w o u j d  h a v e  e x c l u d e d  a n y  

i n f o r m a t i o n  I n f e r r e d  F r o m  t h e  d a t a  a c t u a l l y  c o l l e c t e d .  f l Q B ± j T h e  a c c o m p a n y i n g  S e n a t e  R e p o r t  g a v &  a n  e x a m p l e :  if a  p a r t i c u l a r  u s e r  p u r c h a s e d  a  b o o k  a b o u t  d i a b e t e s  f r o m  

a n  o n l i n e  r e t a i l e r ,  t h e  n a m e ;  a d d r e s s ,  a n d  o t h e r  i n f o r m a t i o n  p r o v i d e d  t o  a s s i s t  t h e  d e l i v e r y  o f ' t h a t  b o o k  w o u l d  b e  P J I ,  b u t  t h e  i n f e r e n c e  t h a t  t h e  u s e r  h a s . d i a b e t e s  o r  a  

• p a r t i c u l a r  i n t e r e s t  frt d i a b e t e s  w o u t o / w :  b e  P I L  | l Q 9 A !

T h e  C o n s u m e r  P r i v a c y  P r o t e c t i o r t  A c t o / .  2 0 0 2  w o u t o  f t a y e  d e f i n e d  P I T  a s  " I n d i v i d u a l l y  i d e n t i f i a b l e  i n f o r m a t i o n  r e l a t i n g  t o  a  U v i n g  I n d i v i d u a l  w h o  c a n  b e  i d e n t i f i e d  f r o m  t h a t  

I n f o r m a t i o n . *  f l  l O A j T h e  A C L  w o u l d  h a v e e x d u d e d  f r o m  p r o t e c t i o n  a n y  a n o n y m o u s  d a t a ,  i n f e r r e d  d a t a ,  d r  d a t a  o b t a i n e d  f r o m  p u b l i c  r e c o r d s ,  j l l l - i i

B e c a u s e  o f  t h e  . c o n f u s i o n  i n  w h a t  s h o u l d  b e  p r o t e c t e d  a s  p e r s o n a l  d a t a , .  o t h e r  e n t i t l e s  n a v e  c o n s t r u c t e d  t h e i r  o w n  d e f i n i t i o n s .  T h e  F e d e r a l  T r a d e  C o m m i s s i o n  ( F T C ] ,  f o r  

e x a m p l e ,  d e f i n e d  ' p e r s o n a l  i n f o r m a t i o n *  i n  a  c o n s e n t  o r d e r  r e q u i r i n g ' T J *  C o m p a n i e s ,  t h e  p a r e n t  c o m p a n y  o f T . j .  M a x x  a n d  o t h e r  d i s c o c / n c  d e p a r t m e n r s t o r e s ,  t o  p r o t e c t  

5 j -  l o . ' c u i t o r o e r s  w W i  r e a s o n a b l e  s e c u r i t y  m e a s u r e s .  ) l l 2 ± j  A m o n g  t h e  c l a s s i c  e x a m p l e s  o f  P I T  i d e n t i f i e d  b y  t h e  F T C  w e r e  a  p e r s o n ' s  n a m e ,  a d d r e s s ,  t e l e p h o n e  

n u m b e r ,  a n d  S o c i a l  S e c u r i t y  n u m b e r .  1 1 1 3 . 1 ;  T h e  o r d e r  w e n t  r u r t h e r ,  d e m a n d i n g  t h a t  T 5 X  p r o t e c t  i t s  c u s t o m e r s '  e - m a i l  a d d r e s s e s ,  o t h e r  o n l i n e  c o n t a c t  i n f o r m a t i o n ,  c r e d i t  

o r  d a b l t  c a r d  n u m b e r s ,  a n d  ' p e r s i s t e n t  I d e n t i f i e r s . '  ' s u c h  a s  a  c u s t o m e r  n u m b e r  h e l d  I n  a  ,c o o W a - “

W h / l e  s e v e r a l  n e w  l a w s  a t  b o t h  t h e  f e d e r a l  a n d  s t a t e  l e v e l  h a v e  b e g u n .  t o  r e c o g n i z e  t h e  i d e n t i f y i n g  p o w e r  o f  i p  a d d r e s s e s , -  m o s t  c o u r t s  c o n t i n u e  t o  r e f u s e  t o  c l a s s i f y  t h e m  

a s  P U .  T h e  r e m a i n d e r  o f  t h i s  C o m m e n t  a r g u e s  t h a t  C o n g r e s s  s h o u l d  a d o p t  -  a n d  c o u r t s  s h o u l d  r e c o g n i z e  -  a  d e f i n i t i o n . o f . P i t  t h a t .  I n c o r p o r a t e s  a n d  p r o t e c t s  a  u s e r ' s  I P  

a d d r e s s  w h e n  I t  m a y  b e  ( i n k e d  t o  t h a t  u s e r ' s  i d e n t i f y i n g  i n f o r m a t i o n .

U l .  [ P  A d d r e s s e s . A c t i n g  a s  P e r s o n a l l y  I d e n t i f i a b l e  I n f o r m a t i o n

T n t s  P a r t  e x a m i n e s  t h e  c i r c u m s t a n c e s '  i n  w h i c h  a n  I P  a d d r e s s  s h q u l d ’b e  r e c o g n i z e d  a s  P I T .  B . e a u s e  a n  I P  a d d r e s s ,  Is s i m i l a r  I n  f o r m  t o ,  o t h e r  PII a n d  c a n  b e  u s e d  t o  I d e n t i f y  

a n  I n d i v i d u a l  a n d  h i s  o n l i n e  a c t i v i t y ,  I t  s h o u l d  b e  p r o t e c t e d  a s  P I I  w h e n  I n  t h e  h a n d s  o f  a n  I S P  o r  o t h e r w i s e  c o r r e l a t e d  t o  p e r s o n a l  I n f o r m a t i o n  a b o u t  t h e  u s e r .  I l l s X I  W h e n  

a n  t P  a d d r e s s  c a n n o t  b e  l i n k e d  t o  a n  i n d i v i d u a l ,  s u c h  a s  w h e n  I t . l s  s t o r e d  b y  W e b  s e r v e r s  w i t h o u t  a n y  o f  t h e  u s e r ' s  c o n t a c t  i n f o r m a t i o n ,  i t  s h o u l d  n o t  b e  r e g a r d e d  a s  

p e r s o n a l  d a t a ,  (1 1 6 A / T h i s  c o n c l u s i o n . i s  s u p p o r t e d  b y  t h e  a p p a r e n t  o v e r a l l  purpose of f e d e r a l  p r i v a c y  l a w ;  t o  p r o t e c t  d a t a  o n l y  w h e n  i t  m a y  b e  l i n k e d  t o  a  p a r t i c u l a r  

I n d i v i d u a l .  | H 7 ^ 1

[9D 6]

A .  P I I  I s  i n f o r m a t i o n  T h a t  H a s  t h e  P o t e n t i a l  t o  I d e n t i f y  a n  i n d i v i d u a l

A s  e x a m i n e d  a b o v e ,  C o n g r e s s  h a s  f o u n d  i t  d i f f i c u l t  t o  c l e a r l y  d e f i n e  P l l  a n d  t h e  t y p e s  o f  d a t a  t h a t  s h o u i d b e  p r o t e c t e d .  [ i i S A . j  T h e r e  I s  a n  i n h e r e n t  c o n f l i c t  b e t w e e n  

e n u m e r a t i n g  b r i g h t - l i n e  e x a m p l e s  o r  P t I  a n d  p r o t e c t i n g  d a t a  o n l y  w h e n  it i d e n t i f i e s  a n  i n d i v i d u a l  i n  p r a c t i c e .  ( n  f a c t ,  f o u r  o f  t h e  m o s t  p r o t e c t e d  p i e c e s  o f  d a t a  n e e d

n o t  I d e n t i f y  a  s l n g i e  p e r s o n ;  m u l t i p l e  p e o p l e  m a y  h a v e  t h e  s a m e  n a m e ,  l i 2 0 . l l  m u l t i p l e  r e s i d e n t s  m a y  s h a r e  t h e  s a m e  h o m e  a d d r e s s  a n d  t e l e p h o n e  n u m b e r ,  a n d  m u l t i p l e  

u s e r s  m a y  l o g  I n  t o  t h e  s a m e  e - m a l l  a d d r e s s .  J D a t e  o f  b i r t h ,  w h i c h  i s  l i s t e d  a s  a  " m e a n s  o f  I d e n t i f i c a t i o n "  u n d e r  t h e  F a l s e  I d e n t i f i c a t i o n  C r i m e  C o n t r o l  A c t ,  | l 2 2 a . h s  

a r g u a b l y  t h e  l e a s t  t i e d  t o  a  s i n g l e  i n d i v i d u a l  b e c a u s e  o f  t h e  v a s t  n u m b e r  o f  p e o p l e  w h o  s b a / e  t h e  s a m e  b i r t h d a y .  O f  t h e  m o s t  c o m m o n l y  l i s t e d  e x a m p l e s o f  P H ,  o n l y  a  S o c i a l  

S e c u r i t y  . n u m b e r  a p p e a r s  t o  b e  c o m p l e t e l y  t i e d  t o  o n e  I n d i v i d u a l .  j l 2 3 2 . |  i n  c o n t r a s t ,  b i o m e t r t c  d a t a ,  ' s u c h  a s  f i n g e r p r i n t ,  v o i c e  p r i n t ,  r e t i n a  o r  i r i s  i m a g e , "  1 1 2 4 ± |  i s  

p r o b a b l y  t h e  m o s t  e f f e c t i v e  t y p e  o f  P I I  d u e  t o  I t s  u n i q u e n e s s  b u t  i s  r a r e l y  l i s t e d  a s  P l l  a m o n g  t h e  s t a t u t e s .

T a l c e n  t o g e t h e r ,  | l 2 S A l  t h e  v a r i o u s  d e f i n i t i o n s  a n d . e x a m p l e s  o f  P i t  s u g g e s t  t h a t  w h a t ' l s  m e a n t  b y  " p e r s o n a l l y  I d e n t i f i a b l e  i n f o r m a t i o n *  Is n o t  0  piece o f  d a t a  t h a t  a l w a y s  

I d e n t i f i e s  a n  i n d i v i d u a l  b u t  a  p i e c e  o f  d a t a  t h a t  c o u l d  i d e n t i f y  a n  i n d i v i d u a l  g i v e n  t h e  t o t & l f t y  o f  t h e  c i r c u m s t a n c e s .  I i 2 6 . l l  [ 9 0 7 ]  W h e n  a g g r e g a t e d ,  e v e n  t r i v i a l  d a t a  m a y  

h e l p  I d e n t i f y  a  p e r s o n ,  m a k r n g  t h a c d a c a  c o l l e c t i v e l y  w o r t h y  o f  p r o t e c t i o n .  | x a 7 A |

I f  t h i s  I s  t h e  p r o p e r  d e f i n i t i o n  o f  P t l ,  p r i v a c y  l a w  s h o u l d  s e e k  t o  p r o t e c t  a n y  d a t a  t h a t  c o u l d  i d e n t i f y  a n  i n d i v i d u a l ,  e x c u s i n g  t h a t  d a t a  f r o m  p r o t e c t i o n  o n l y  If It i s  r e n d e r e d  

s u f f i c i e n t l y  a n o n y m o u s  o r  i n c a p a b l e  o f  I d e n t i f y i n g  a n  i n d i v i d u a l  I n  p r a c t i c e .  U ? B - 1 |  B e c a u s e  I t  m a y  p e  i m p o s s i b l e  t o  d e t e r m i n e ,  e x  a n t e ,  w h e t h e r  a  p a r t i c u l a r  p i e c e  o r  

I n f o r m a t i o n  w i l l  a t t u a l l y  i d e n t i f y  a n  i n d i v i d u a l ;  p r e c a u t i o n ’s  m u s t  b e  t a k e n  t o  p r o t e c t  I n f o r m a t i o n  t h a t  i s  l i k e t y  t o  d o  s o .  | 1 2 9 ^ |  F e d e r a l  p r i v a c y  s t a t u t e s  a p p e a r  t o  a d d r e s s  

t h i s  c o n c e r n  b y  p r o v i d i n g  p r o t e c t i o n  t o  b i t s  o f  d a t a  - s u c h  a s  n a m e ,  p h o n e  n u m b e r ,  a n d  h o u s e  a d d r e s s  • t h a t  a r e  w i d e l y  c o n s i d e r e d  p e r s o n a l  e v e n  it t h e y  d o  n o r  a l w a y s  

p o f f l f  t o  f  specific i n d i v i d u a l .  i i 3 0 A l

T h i s  u n d e r s t a n d i n g  o f  w h a t  J t  m e a n s  f o r  i n f o r m a t i o n  t o  b e  ’' p e r s o n a l l y  i d e n t i f i a b l e "  s u p p o r t s  a  d e t a i l e d  e x a m i n a t i o n  o f  w h e n  I P  a d d r e s s e s  c a n  a n d  c a n n o t  b e  l i n k e d  t o  

I n d i v i d u a l s .  A s  t h e  f o l l o w i n g  S e c t i o n s  e x p l o r e ,  a n  I P  a d d r e s s  s h o u l d  n o t  b e  c o n s i d e r e d  p e r s o n a l  d a t a  b y  i t s e l f ,  b u t  it m a y  b e c o m e  p e r s o n a l l y  i d e n t i f i a b l e  w h e n  c o r r e l a t e d  t o  

o t h e r  d a t a  a b o u t  a n  i n d i v i d u a l .

(9 0 8 1

B .  B y  I t s e l f ,  a n  I P  A d d r e s s  I s  N o t  P e r s o n a l  O a t a

A n  I P  a d d r e s s  c a n n o t  i d e n t i f y  a n  i n d i v i d u a l  b y  i t s e l f  b e c a u s e  it i s  m e r e l y  a  s t r i n g  o f  . n u m b e r s .  |. 13 l . f c | I n s t e a d ,  I t  m u s t  b e  c o r r e l a t e d  t o  o t h e r  i n f o r m a t i o n  a b o u t  t h e  u s e r ,  

s u c h  o s  a d d r e s s i n g  l o g s  m a i n t a i n e d  b y  I S P s .  I l 3 2 £ l  P r i v a c y  l a w  s h o u l d  n o t .  t h e r e f o r e ,  p r o t e c t  I P  a d d r e s s e s  w h e n  t h e y  a r e  n o t  c o r r e l a t e d  t o  o t h e r  P I I ,  s u c h  a s  W h e n  t h e y  

a r e  m a i n t a i n e d  b y  W e b  s i t e  o p e r a t o r s  i n  n o r m a l  n e t w o r k  t r a f f i c  l o g s .

I n  2 0 0 6 ,  t h e S l x t h  C i r c u i t  C o u r t  o f  A p p e a l s  h a d  a n  o p p o r t u n i t y  t o  e x a m i n e  w h e t h e r  a n  I P  a d d r e s s  c o u l d -  q u a l i f y  a s  P l l '  i n  t h e  c a s e  K i t m a s  v .  C o m c a s t  C a b l e  C o m m u n i c a t i o n s ,  

I n c .  f z 3 3 d )  A r t  I n t e r n e e  s u b s c r i b e r  a U g g e r i  t h a t  h i s  I S P ,  C o m c a s t ;  v i o l a t e d  t h e  C a b l e  C o m m u n i c a t i o n s  P o l i c y  A c t  b y  c r e a t i n g  a n d  s t o r i n g  a  d a t a b a s e  l i n k i n g  e a c h  u s e r ' s  I P  

a d d r e s s  t o  t h e  W e b  s i t e s  h e  v i s i t e d ,  | J L 3 4 A i  T h e  s u b s c r i b e r  c l a i m e d  t h a t  C o m c a s t  h a d  t h e  a b i l i t y  t o  c o r r e l a t e ' t h i s  d a t a b a s e  w i t h  I t s  a d d r e s s i n g  d a t a b a s e  l i n t d n g ,  e a c h  

s u b s c r i b e r  t o  h i s  I P  a d d r e s s  a n d  c o u l d ,  t h e r e f o r e *  a s s o c i a t e  o n l i n e  a c t i v i t y  w i t h  t h e  a c t u a l  I d e n t i t y  o f  i t s  s u b s c r i b e r s .  { l 3 S A | T h e  p a r t i e s  a g r e e d  t h a t  t h e  d i s p o s i t i v e  i s s u e  

w a s  w h e t h e r  a n  I P  a d d r e s s  c o u l d  h e  P I I  a s  d e f i n e d  I n  t h e  A c t .  j 1 3 6 ± 1

T h e  d i s t r i c t  c o u r t  f i r s t  r u l e d  t h a t  d y n a m i c  I P  a d d r e s s e s ,  s u c h  a s  t h o s e  s t o r e d  I n  C o m c a s t ’s  d a t a b a s e ,  a r e  n o t  P I I  b e c a u s e -  " a  d y n a m i c  I P  a d d r e s s  I s  c o n s t a n t l y  c h a n g i n g . .  , 

U n l e s s  a n  I P  a d d r e s s  t s  c o r r e l a t e d  t o  s o m e  o t h e r  i n f o r m a t i o n ,  s u c h . a s  C o m c a s t ' s  l o g  o f  I P  a d d r e s s e s  a s s i g n e d  t o ,  i t s  s u b s c r i b e r s . . . .  it d o e s - n o t  i d e n t i f y  a n y  s i n g l e s u b s c r i b e r  

b y  I t s e l f . '  | i 3 7 A |  T h e  c o u r t  g r a n t e d  C o m c a s t ' s  m o t i o n  t o  d i s m i s s ,  r e a s o n i n g  t h a t  < w »  I P  a d d r e s s  c o u l d  n o t  b e  P J J  a s  d e f i n e d  i n  t h e  s t a t u t e  a b s e n t  e v i d e n c e  o f  a c t u a l  

c o r r e l a t i o n  w i t h  t h e  s u b s c r i b e r  i n f o r m a t i o n .  f l 3 8 £ |

W h i l e  u l t i m a t e l y  ' a f f i r m i n g  t h e  d i s t r i c t  c o u r t l s  d i s m i s s a l  o f  t h e  c a s e ,  t h e  S i x t h  C i r c u i t  a v o i d e d  a d d r e s s i n g  t h e  q u e s t i o n  o f  P I I  b y  h o l d i n g  t h a t  C o m c a s t ,  a s  a  p r o v i d e r  o f  

b r o a d b a n d  I n t e r n e t  s e r v i c e ,  w a s  n o t  a n  o p e r a  t o r  o f  a  " c a b l e  s y s t e m *  a s  d e f i n e d  I n  t h e  A c t .  j l 3 9 A . { T h e  c o u r t  n o t e d ,  h o w e v e r , ,  t h a t  n o t  e l f  L P  a d d r e s s e s  a r e  d y n a m r e ,  a n d  

w h i l e  I P  a d d r e s s e s  d o  n o t  I n  a n d  o f ^ t h e m s e l v e s *  r e - r e a l  a  s u b s c r i b e r ’s  i d e n t i t y ,  t h a t  I n f o r m a t i o n  c o u l d  b e  " g l e a n e d  I f  a  l i s t  o f  i n d i v i d u a l  s u b s c r i b e r s  i s  1 9 0 9 ]  m a t c h e d  u p  

w i t h  a  t t s t  o f  t h e i r  i n d i v i d u a l  I P  a d d r e s s e s . ’* 1 1 < * 0 . * (  T h e  c o u r t  s t a t e d  t h a t  t h e  c o l l e c t i o n  o f  d a t a  U n k i n g  a  s u b s c r i b e r ' s  I P  a d d r e s s  t o  t h e  W e b  s i t e s  h e  V i s i t e d  c o u l d  b e  a  

p r o p e r  . i n j u r y  u n d e r  t h e  A c t  o n l y  if t h i s  ( h f o r m a t f b n  w a s  s u b s e q u e n t l y  c o r r e l a t e d  t o  s u b s c r i b e r  i d e n t i t i e s .  { i 4 i A } T h e  c o u r t  p o i n t e d  t o  t h e  A c t s  l a n g u a g e  t h a t  ' a g g r e g a t e  d a t a  

w h i c h  d o e s  n o t  i d e n t i f y  p a r t i c u l a r  p e r s o n s ”  c a n n o t  b e  P I T .  [ l » 2 A |  w i t h o u t  a  . c o r r e l a t i o n  b e t w e e n  d a t a b a s e s ,  C o m c a s t  c o u l d  n o t  l i n k  U s  s u b s c r i b ' e r s ' t o  t h e i r  o n l i n e  c o n d u c t . !  

| l 4 3  i.\
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W h i l e  t h e  S i x t h  O r e u i t  Hid not h a v e . a n  o p p o r t u n i t y  t o  r u l < ?  w h e t h e r  a n  I P  a d d r e s s  i s  P I I  w i t h i n  t h e  d e f i n i t i o n  o f  t h e '  C a b l e  C o m m u n i c a t i o n s  P o l l c y - A c t ,  t h e  c o u r t ' s  l a n g u a g e  

m a k e s  d e a r  t h a t  u n d e r  i t s s t a n d a r d ,  a n  I P  a d d r e s s  b y  i t s e l f  I s  n o t  p e r s o n a l l y  i d e n t i f i a b l e ,  w W l e t t n  I P  a d d r e s s  c o r r e l a t e d  t o  s u b s c r i b e r  i n f o r m a t i o n  c o u l d  b e  P H .

T h i s  c o n d u s l o n  i s  f a i r l y  i n t u l O y e .  l z 4 4 A |  A n  I P  a d d r e s s  I s  o n l y  a  g r o u p  o f  f o u r . n u m b e r s  b e t w e e n  0  a n d  2 5 5 ; '  t h e  a d d r e s s  I s  n o t , . i n t e n d e d  t o  h a v e  a n y  s p e d a f  r e l a t i o n s h i p  

w i t h  a n  I n d i v i d u a l  b u t  is. i n s t e a d  d i s p e r s e d  a t  r a n d e n v  f r o r n  a  p o o l  of a v a i l a b l e  a d d r e s s e s - m a i n t a i n e d  b y  t h e  I S P .  | 3 , 4 5 & |  B e c a u s e  t h e  a d d r e s s  m a y  c h a n g e  w h e n e v e r  t h e  

u s e r  c o n n e c t s  t o  t h e  I n t e r n e t ,  t h e  u s e  o f  a n y  p a r t i c u l a r  a d d r e s s  M i l l  b e  m e a s u r e d  I n  h o u r s ,  d a y s ,  or w e e k s  b u t  w i l l  n o t  b e c o m e  p e r m a n e n t  I n  m o s t  c i r c u m s t a n c e s .  j l 4 S  3 .  

W i t h o u t  a  c o r r e l a t i o n  t o  o t h e r  i d e n t i f y i n g ‘I n f o r m a t i o n ,  a n  i p  a d d r e s s  ' s  o n l y  a  n u m b e r  a n d  c a n n o t  p o i n t  t o  t h e  i d e n t i t y  o f  a n  I n d i v i d u a l  u s e r .  U 4 7 i . |

T h i s  f a c e  d o e s  n o t ;  h o w e v e r ,  s u p p o r t  c o m p l e t e l y  e x d u d l n g . I P  a d d r e s s e s ,  f r o m  C h e  U s t  o f .  p e r s o n a l  d a t a .  A s  e x a m i n e d  a b o v e ,  m o s t  o f  t h e  d a t a  t y p i e a l f y  r e g a r d e d  a s  

“ p e r s o n a l l y  i d e n t i f i a b l e '  h a s  n o  i n h e r e n t  c o n n e c t i o n  t o  a n  i n d i v i d u a l .  | l 4 3 ± j  a  s t r e e t  a d d r e s s  d o c s  n o t  c o n t a i n  [ S i P I  t h e  n a m e  o f  t h e  p e r s o n  f i v t / i g  t h e r e .  T e l e p h o n e  

n u m b e r s .  S o c i a l  S e c u r i t y  n u m b e r s ,  a n d  d r i v e r ' s  A c e n s c  n u m b e r s  a r e ,  l i k e  I P  a d d r e s s e s ,  s i m p l y  n u m e r i c a l  s e q u e n c e s .  l l 4 9 A |  M o s t  o /  t h e  i n f o r m a t i o n  p r o t e c t e d  b y  f e d e r a l  

s t a t u t e  a s  p e r s o n a l l y  . I d e n t i f i a b l e  m u s t  b e  . c o r r e l a t e d  t o  o t h e r  d o t a  i n  o r d e r  t o  a c t u a l l y  I d e n t i f y  a n  I n d M d u a l .  ( l 5 0  ■£■( I P  a d d r e s s e s ,  t h e r e f o r e ,  a r e  n o t  u n i q u e  i n  t h e i r  n e e d  

f o r  c o r r e l a t i o n  t o  o t h e r  d a t a  t o - r e n d e r  t h e m  p r o t e c t a b l e  P I I .  [ X S l J i i

C .  I P  A d d r e s s e s  A r e . A s s i g n e d  t o  C o m p u t e r s ,  N o t : P e o p l e

S o m e ; c o u r t s  h a v e  r e f u s e d  t o -  r e c o g n t e e  a n  I P  a d d r e s s  a s  P D  b e c a u s e  t h e  n u m b e r  I s  a s s i g n e d  t o  a  c o m p u t e r  r a t h e r  t h a n  t o  3  p a r t i c u l a r  u s e r .  T h e .  U . S -  D i s t r i c t  C o u r t  f o r  t h e  

C e n t r a l  D i s t r i c t  o f  California, I n  a / t f n g  o n ' a  m aiton to  p r e s e r v e  a n d  p r o d u c e  l o p s  o f  j p  a d d r e s s e s  t h a t . h a d  b e e n  u s e d  t o  d o w n l o a d  c o p y r i g h t e d  m u s i c  f l i e s ,  n o t e d ,  ' A s  a n  I P  

a d d r e s s  I d e n t i f i e s a . c o m p u t e r ,  r a t h e r  t h a n  a  s p e c i f i c  u s e r  o f  a  c o m p u t e r ,  I t  I s  n o t  c l e a r  t h a t  I P  a d d r e s s e s  ... a r e  e n c o m p a s s e d  b y  t h e  t e r m  ' p e r s o n a l  i n f o r m a t i o n . " *  1 1 5 2 i .  

S i m i l a r l y ,  t h e .  U . S .  O f s f c r f c t  C o u r t -  f o r  t h e  W e s t e r n  District o f  W a s h i n g t o n ,  f a c e d  w i t h  a n  a l l e g a t i o n  t h o c  M i c r o s o f t  v i o l a t e d  i t s  o w n  p r i v a c y  p o l i c y  b y  s t o r i n g . f t e  c u s t o m e r s '  I P  

a d d r e s s e s ,  h e l d  t h a t  a n  I P  a d d r e s s  I s  n o t  p e r s o n a l l y  I d e n t i f i a b l e .  | l £ 3 ^ 1 ~ r h e  c o u r t  r e a s o n e d  t h a t ,  ' m  o r d e r  t o  b e  p e r s o n a l l y  I d e n t i f i a b l e ,  [ I n f o r m a t i o n ] ,  m u s t  i d e n t i f y  a  

p e r s o n ,  B u t .  a n  I P  a d d r e s s  I d e n t i f i e s  a  c o m p u t e r ,  a n d  c a n  d o  t h a t  o n l y  a f t e r  m a t c h i n g  W e  I P  a d d r e s s  t o  a  l i s t  o f  a  p a r t f c u J a r  I n t e r n e t  s e r v i c e  p r o v i d e r ' s  s u b s c r i b e r s . '

T h e s e . d e c i s i o n s  r e l y  t o o  h e a v i l y  o n  a  c o l l o q u i a l ' u n d e r s t a n d i n g  o f  t h e  w o r d s  “ p e r s o n a l l y  i d e n t i f i a b l e "  w i t h o u t  e x a m i n i n g  t h e  q u a l i t i e s  o f  o t h e r  P I I .  l i f f S A j  I t  i s  t r u e  t h a t  a n  I P  

a d d r e s s  i s  a s s i g n e d  to a c o m p u t e r ,  n o t  a  person, fl s 6  A f  T h i s  r a t i o n a l e  I s  e q u a l l y  a p p l i c a b l e ,  h o w e v e r ,  t o  o t h e r  t y p e s  o f ' d a t a  t h a t  f e d e r a l  s t a t u t e s  n o n e t h e l e s s  p r o t e c t  a s  

P C I ;  A  h o u s e :  [ 9 1 1 ]  a d d r e s s ,  f o r  e x a m p l e ,  i s  a s s i g n e d  t o  a  b u i l d i n g ,  n o t  a  p e r s o n .  j l S 7 d . |  A  t e l e p h o n e  n u m b e r  i s  a s s i g n e d  t o  a  t e l e p h o n e  l i n e ,  n o t  a  p e r s o n .  [ I S S A j A n  e -  

m a i l  a d d r e s s  f d e n t J f i e s  a n  e l e c t r o n i c  m a i l b o x  s c o r e d  o n  a  c o m p u t e r  hard .drive, and o date of b i r t h  I d e n t i f i e s  a  s p e c i f i c  d a y  i n  h i s t o r y .

T h e s e  t y p e s  o f  I n f o r m a t i o n  m a y  b e  p e r s o n a l l y  I d e n t i f i a b l e  i n  s o m e  d i c u m s r a n c e s  b u t  n o t  I n ;  o t h e r s .  } l 5 9 £ j  I f  o n l y  o n e  p e r s o n  l i v e d  a t  a  p a r t i c u l a r  h o u s e  a d d r e s s  o r  h a d  

a c c e s s  t o  a  s p e c i f i c  t e l e p h o n e ,  t h e  a d d r e s s  a n d  t e l e p h o n e  n u m b e r  w o u l d  b e  d i r e c t l y  l i n k e d  t o  t h a t  p e r s o n .  It. w o u l d  b e  r e a s o n a b l e .  C o r  e x a m p l e ,  t o  a t t r i b u t e  c a l l s ’ m a d e  f r o m  

a ,  particular cell phone nvmber t o  t h e  i n d i v i d u a l  w h o  c a r r i e s  t h e  p h o n e  e v e r y  d a y .  A t t r i b u t i n g  a  c a l l  t o  a  p a r t i c u l a r  I n d i v i d u a l  m a y  n o t  b e  f a i r ,  h o w e v e r ,  i f  m a n y  p e o p l e  h a v e  

r e a d y  a c c e s s  t o  t h e  p h o n e .  I l S O A ]

W h e t h e r  o r  n o t  t h e s e  p i e c e s  o f  d a t a  I d e n t i f y  a n  i n d i v i d u a l  o n  t h e i r  o w n ,  t h e y  o f t e n  c a n  i d e n t i f y  a n  I n d i v i d u a l  w h e n  a g g r e g a t e d .  { 1 6 1  ■£.( A s  o n e  s t u d y  f o u n d ,  c o m b i n i n g  a  

g e n d e r ,  a  b l n h d a t e ,  a n d  a  I I P  c o d e  i s  e n o u g h  t o . u n i q u e l y  I d e n t i f y  8 7 % .  o f  t h e  U n i t e d  S t a t e s  p o p u l a t i o n ,  [ i f i j i . -  I t i s  p r u d e n t ,  t h e r e f o r e ,  t o  p r o v i d e  m o r e  p r o t e c t i o n  t c -  

c o m p l l a t l o n s  o r  d a t a  t h a n  t h a t  a f f o r d e d  i n d i v i d u a l  b i t s  o l  I n f o r m a t i o n ,  | l & 3 ^ j

I P  a d d r e s s e s  p r e s e n t  t h e  s a m e  p o s s i b i l i t i e s :  t h e y  m a y  b e  c l o s e l y  l i n k e d  w i t h  a  p a r t i c u l a r  p e r s o n  e n d  m a y  b e c o m e  p e r s o n a l l y  I d e n t i f i a b l e  w h e n  c o m b i n e d  w i t h  c t h d r  Pll. 

I l 6 4 i . l w h e n . a n  I P  a d d r e s s  c a n  b e  a s s o c i a t e d  w i t h  a  p a r t i c u l a r  c o m c u t e r  t o  w h i c h  o n e  p e r s o n  o r  a  s m a l l  n u m b e r  o f  p e r s o n s  h a s  a c c e s s , t h e  I P  a d d r e s s  b e c o m e s  m o r e  

a f c f h  t o  [ 9 1 2 ]  t r a d i t i o n a l  P H .  | r L 6 S  A . )  U n l i k e  o t h e r  P I I ,  t h e  I P  a d d r e s s  c a n  g o  b e y o n d  I d e n t i f i c a t i o n  a n d  a c t u a l l y  a s s o c i a t e  a  p e r s o n  w i t h  t h e  c o n t e n t  o f  h i s  o n l i n e  a c t i v i t y .  

1 1 6 6 ^ 1

D .  A n  I P  A d d r e s s  C a n  I d e n t i f y  a n  t n d i v i d u a l  a n d  H i s  O n l i n e  A c t i v i t y

T h r e e  p r i m a r y  c o n c e r n s  m a y  l e a d  a  c o u r t  t o  q u e s t i o n  w h e t h e r  a n  I P  a d d r e s s  c a n  c o n s t i t u t e  p e r s o n a l l y  i d e n t i f i a b l e  i n f o r m a t i o n .  F i r s t ,  m o s t  . c o m p u t e r s  u s e  a  d y n a m i c  I P  

a d d r e s s  t h a t ,  b y  d e f i n i t i o n ,  c a n  c h a n g e .  { 1 6 7 £ |  A  c o u r t m a y  a s k  h o w  a n  I P  a d d r e s s  c a n  b e  P l l  w h e n  I t  m a y  b e  a s s i g n e d  t o  m u l t i p l e  s u b s c r i b e r s  I n  a n y  g i v e n  t i m e f r a m e .  

j i 6 B ^ . [ ' S e c o n d . '  t h e  N e t w o r k  A d d r e s s  T r a n s l a t i o n  p r o t o c o l  m a y  o p e r a t e  t o  p r o v i d e  m a n y  c o m p u t e r s  w i t h  a ' s i n g l e  e x t e r n a l I P  a d d r e s s ,  r e s t r i c t i n g  t h e  a b i l i t y  t o  t r a c k  o n l i n e  

c o n d u c t  t o  a  p a r t i c u l a r  c o m p u t e r  o r - u s e r .  f l S Q i J  T h i r d ,  e v e n  i f  a n  I P  a d d r e s s  w e r e  t e t h e r e d  f o  a  s i n g l e  c o m p u t e r ,  1 . 1 7 0 - 1 }  the online c o n o u c t . m a y  h a v e  b e e n  i n i t i a t e d  b y  

a n y  p e r s e n w h o  h a d . a c c e s s  t o  t h a t  c o m p u t e r  a n d  m i g h t  n o t , ,  t h e r e f o r e ,  b e  f a i r l y  a t t r i b u t a b l e ' t o  a n y  I n d i v i d u a l .  l ' l 7 3 .  a !

C o u r t s  t h a t  h a v e  f a c e d  t h e s e  c i r c u m s t a n c e s  h a v e  h a d  n o  p r o b l e m  u t i l i z i n g  I P  a d d r e s s e s  t o  a t t r i b u t e  o n l i n e  c o n d u c t  t o  p a r t i c u l a r  p e r s o n s .  T h e  f o l l o w i n g  S e c t i o n s  e x a m i n e  

w h y  t h e s e  t e c h n i c a l  a s p e c t s  o f  IP a d d r e s s i n g  s h o u l d  not p r e v e n t  t h e  p r o p e r  c o n c l u s i o n  t h a t  I P  a d d r e s s e s  m a y  b e  P I I .

1 .  D y n a m i c  I P  A d d r e s s e s  C a n  B e  T r a c e d  B a c k  t o  a n  I n d i v i d u a l

W h i l e  m o s t  c o m p u t e r s  u t i l i s e  d y n a m i c  I P  a d d r e s s e s  a s s i g n e d  t o  t h e m  b y  a n  1 5 P ,  I S P s  c o m m o n f y  l o g  t h e s e  a s s i g n m e n t s .  [ 1 7 2 2 . 1  W h e n  p r o v i d e d  w i t h  o  p a r t i c u l a r  d a t e  e n d '  

t i m e  o f  i n t e r e s t ,  a n  I S P  c a n  o f t e n  d e t e r m i n e  . t o  w h i c h  s u b s c r i b e r  a c c o u n t  a  p a r t i c u l a r  I P  a d d r e s s  w a s  a s s i g n e d .  | l 7 3 A ( B e c a u s e  I S P s  r e t a i n  t h e s e  l o g s  f o r ' o n f y  a  l i m i t e d  

a m o u n t  o f  t i m e ,  t h e  c r u c i a l  f a c t o r  I n  t h i s  p r o c e s s  i s  t h e  t i m e l i n e s s  o f  t h e  r e q u e s t  [ 9 1 3 ]  f o r  i d e n t i f i c a t i o n .  j l 7 4 A l  N e v e r t h e l e s s ,  m o s t  I S P s  r e a s s i g n  t h e  s a m e  a d d r e s s  t o  a  

s u b s c r i b e r  e v e r y  t i m e  h e  l o g s  o n  t o  t h e  n e t w o r k .  | l 7 5 i . |  E v e n  w i t h  d y n a m i c  a d d r e s s i n g ,  a  c o m p u t e r  m a y  r e t a i n  a  s i n g l e  I P  a d d r e s s  a s s i g n m e n t  l o r  m o n t h s  a t  a  t i m e .  

j l 7 6 i . ; J n  p r a c t i c e ,  t h e n ,  e v e n  d y n a m i c I P  a d d r e s s e s  c a n  b e  a s s o c i a t e d  w i t h  p a r t i c u l a r  I n d i v i d u a l s .  j i 7 7 . i l

T n  t h e  2 0 1 0  c a s e  U n i t e d  S t a t e s  v .  V o s b u r g h ,  | l 7 6 j . [  t h e  T h i r d  C i r c u i t  C o u r t  o f  A p p e a l s  e x a m i n e d  t h e  p r o c e s s  b y  w h i c h  a n  I S P  l i n k s  a n  I P  a d d r e s s  b a c k  t o  a  . p a r t i c u l a r  

s u b s c r i b e r .  T h e r e ,  a n  u n d e r c o v e r  F B I  a g e n t  p o s t e d  a  d u m m y  W e b  l i n k  a d v e r t i s i n g  c h i l d  p o r n o g r a p h y .  | l 7 9 ± J  W h e n  t h e  d e f e n d a n t  c l i c k e d  o n  t h e  f i n k ,  h i s  I P  a d d r e s s  w a s  

r e c o r d e d '  i n t o  a  l o g  f i l e  o n  t h e  a g e n t ’s . c o m p u t e r ,  j l S Q A t  I n  r e v i e w i n g  t h i s  t r i a l  t e s t i m o n y ,  p r o v i d e d  b y  t h e  d e f e n d a n t ' s  I S P ,  C o m c a s t , '  t h e  T h i r d  C i r c u i t  e x p l a i n e d  h o w  t h e  

d e f e n d a n t  w a s  l i n k e d  t o  h i s  I P  a d d r e s s . - ( 1 8 l  £ |

A  w i t n e s s  f r o r n  C o m c a s t - , .  e x p l a i n e d  t h a t  C o m c a s t  c a n  t r a c e  a n  I P  a d d r e s s  b a c k  t o  a  p a r t i c u l a r  c u s t o m e r ' s  a c c o u n t ,  t h r o u g h  IP assignment )dqs t h a t  f l o  b a c k .  1 8 0  d a y s .  

F i n a l l y ,  h e  t e s t i f i e d  t h a t  b e t w e e n  O c t o b e r  2 0  a n d  O c t o b e r  3 0  o f  2 0 0 6 ,  I P  a d d r e s s  6 9 , l 3 6 . l d ) Q . l 5 1  w a s . a s s i g n e d  t o  a n  a c c o u n t  r e g i s t e r e d  t o  [ t h e  d e f e n d a n t ] ,  j l S S J ; !

I d e n t l f y l n g  a  d e f e n d a n t  t h r o u g h  I P  a d d r e s s i n g  l o g s  I s  o f t e n  a c r u c i a l  s t e p  i n  c r i m i n a l  c a s e s  a r i s i n g  f r o m  o n l i n e  a c t i v i t y -  t n  U n i t e d  S t a t e s  v .  S t e i g e r * .  [ o r  e x a m p l e ,  a n  

• a n o n y m o u s  s o u r c e  provided a  p o i i e e ' d e p a r t m e n t  w i t h  e v i d e n c e  o f  c h i l d  p o r n o g r a p h y  o r i g i n a t i n g  from three  d y n a m i c - I P  a d d r e s s e s .  ) i f i 3 a |  T h e . p o l i c e  d e p a r t m e n t  n o t i f i e d  

t h e  F 9 I ,  w h i c h  i s s u e d  a  s u b p o e n a  t o  t h e  I S P  t h a t  h a d  a s s i g n e d  t h e  a d d r e s s e s .  | l 8 4 i j :m e  I S P  r e v i e w e d  i t s  l o g s ,  d e t e r m i n e d  t h a t  a l l  t h r e e  a d d r e s s e s  h a d  b e e n  u s e d  b y  

t h e  d e f e n d a n t ,  a n d  p r o v i d e d  t h e  f 6 1  w i t h ,  t h e  d e f e n d a n t ' s  [ 9 1 4 j  n a m e  a n d  h o m e  a d d r e s s .  ( t B S £ | T h e  d e f e n d a n t  i v a s  I n d i c t e d  a n d  c o n v i c t e d  of various c h i l d  p o r n o g r a p h y  

c h a r g e s .  j l 8 6 £ l

I d e n t i f y i n g  a n  o r i l l h e  a c t o r  t h r o u g h  I S P  l o g s  i s  n o t  l i m i t e d  t o  c r i m i n a l  c a s e s .  I n  I n  r e  C h a r t e r  C o m m u n i c a t i o n s ,  I n c . r  m o r e  t h a n  t w o  h u n d r e d  f i l e - s h a r e c s  w e r e  p e r s o n a l l y  

i d e n t i f i e d  b y  t h e i r  d y n a m i c  I P  a d d r e s s e s .  j z S 7 ^ )  T h e  R e c o r d i n g  i n d u s t r y  Association of America ( W a a . )  u s e d  t r a c k i n g  s o f t w a r e  t o '  d i s c o v e r  t h e  I P  a d d r e s s e s  a s s i g n e d  t o  

n i n e t y - t h r e e - C h a r t e r  s u b s c r i b e r s  w h o  w e r e  s u s p e c t e d  o f  d o w n l o a d i n g  a n d  d i s t r i b u t i n g  c o p y r i g h t e d  m u s i c ,  f i s s ^ l T h e  R l A A  o b t a i n e d  s u b p o e n a s  f r o m  t h e  d i s t r i c t  c o u r t  c l e r k  

r e q u i r i n g  C h a r t e r  t o  r e l e a s e  t h e  n a m e s ,  a d d r e s s e s ;  a n d  e - m a i l  a d d r e s s e s  o f  t h e  s u b s c r i b e r s .  | l 3 & . * } C h a r t e r  .opposed the subpoena, b u t  i t s  m o d e r n  t o  q u a s h  w a s  d e n i e d
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a n d  t h e  d i s t r i c t  c n u r r o r d e r e t s  p r o d u c t i o n  o f  t h e  i n f o r m a t i o n ;  [ i a O A j  C h a r t e r  s u b s w u e n t t y  n g l c a s e d  t h e  w m e s w i )  a d d r e s s e s  o f  1 5 0  s u b s c r i b e r s  w h o  h a d . b e e n  n o t i f i e d  o f  . 

t h e  s u b p o e n a s  a n d  a n o t h e r  S O  t o  7 0  w h o . h a d  n o t . r e c e f v e d  n o O c c j i g i i i i T h e  e i g h t h  G / t u l t  Coun  o f  A p p e s l s i a t t r  v a c a t e d  t h e  o r d e r ,  r e a s o n i n g  t h a t . l t . h e d  b e e n  I m p r o p e r l y  

i s s u e d  u n d e r  5  5 l 2 C h )  o f  t h e  D i g i t a l , M j f c n h i u r n  C o p y r i g h t  A c t  t l 9 2 & l T h e  court o r d e r e d  t h e  R I A A  t o  r e t u r n  t h e  d a t a  w i t h o u t  m a k i n g  a n y  r e c o r d  o r  a n y  f u r t h e r ' u s e  o *  t h e  

s u b s a i b e r s ’ p e r s o n a l  i n f o r m a t i o n .  | . X S 3 A j

2 .  A n  I P  A d d r e s s  C a a , I d e n t i t y - a n  l n d i v i d t i a i  E v a n  o n  a  P r i v a t e  N e t w o r k

T h e ' c o m m o n p l a c e  u s e ' o f  N e t w o r k  A d d r e s s  T r a n s l a t i o n  m a y . b e . s e e n  os a  b a r r i e r  to  identifylnd a n  i n d i v i d u a l  w i t h a n  I P  a d d r e s s .  ( i 9 4 A |  W i t h  H A T ,  . e a c h  c o m p u t e r  o n  a n  

i n t e r n a l  n e t w o r k  u s e s a  ’“ p r i v a t e 1’  I P  a d d r e s s , . w h i l e  t h e  e n t i r e  n e t w o r k  shares a  " p u b l i c "  I P a d d r e s s .  | l 9 S ± | T 1 > b  m e a n s  t h a t  . e x t e r n a l  W e b  s e r v e r s  w i l l  l o g  t n e - o n e  p u b l i c  I P  

a d d r e s s  n o  m a t t e r  w h i c h  p r i v a t e  c o m p u t e r  m i d a t e d  t h e  c o n n e c t i o n .  H o w e v e r ,  d a t a  l o g s  m a i n t a i n e d  I n . t h e  n o r m a l  c o u r s e  o f  b u s i n e s s  w i l l  o f t e n  a n o w  t h e  p r i v a t e  n e t w o r k  

■ m a n a g e r  t o  t r a c e . s p e c i f i c  t r a n s m i s s i o n s  a n d  o n f l n e  { 9 1 5 ]  a c t i v i t y  t o ,  a  s i n g l e  i n t e r n a l  a d d r e s s  I n  m u c h  t h e . s a m e  w a y  t h a t  a n  I S P  t r a c e s  c o m m u n i c a t i o n s  o n  i t s  n e t w o r k t c . '  

a  s f n g t e  s u b s c r i b e r - a c c o u n t ,  | i 9 6 ^ | * s  a  r e s u l t ,  t h e  N A T  p r o t o c o l  d o e s  n o t  p r e v e n t  t h e  I d e n t i f i c a t i o n  o f  a  u s e r  w h e n  t h e  n e t w o r k  m a n a g e r . ' c o o p e r a t e s  w i t h  a t t e m p t s  t o  

r a c k  d o w n  t h e  s o u r c e - o f  o n f l n e - a c t i v i t y .  } l & 7

T h e  2 0 0 7  c a s e  U n i t e d  S t a t e s  v .  H c c k e n k a m p  p r o v i d e s  a n  e x a m p l e .  |x b s a } Q u a l c o m m  C f i r p d r a t i o / V s  c e r n p u t e r  a d m i n i s t r a t o r  d i s c o v e r e d  c h a t  t h e  c o m p a n y ’s  c o m p u t e r  

s y s t e m s  h a d  B e e n  a c c e s s e d  w i t h o u t  a u t h o r i z a t i o n .  l i g g a j T f t r o u g h a  r e v e r s e  l o o k u p  p r o c e d u r e , . t h e  a d m i n i s t r a t o r  d e t e r m i n e d  t h a t  t h e  h a d c c r ' s  p u b l i c  I P  a d d r e s s  h a d . b e e n  

. a s s i g n e d  t o  t h e . U n i v e r s i t y  o f  W i s c o n s i n .  j 2 0 0 A | . T h &  a d m i n i s t r a t o r  c o n t a c t e d  t h e  u n i v e r s i t y ’ s  n e t w o r k  i n v e s t i g a t o r ,  w h o  d i s c o v e r e d  t h a t . t h e  h a c k e r  h a d  u t i l i z e d  a  C o m p u t e r  

w i t h  a  p r i v a t e  I P  a d d r e s s  e n d i n g  i n  * 2 1 ? . "  l 3 0 i . i l  B y  c r o s s - r e f e r e n c i n g  t h e  p r i v a t e  I P  a d d r e s s  o n  m u l t i p l e  u n i v e r s i t y  s e r v c r e ,  t h e  I n v e s t i g a t o r  d i s c o v e r e d  t h a t  t h e  a d d r e s s  

f t j d  r e c e n t l y  b e e n  a s s i g n e d  t o ' t h e  d e f e n d a n t ,  a n  o n - c a m p u s  s t u d e n t .  j 2 Q 2 ± j  A f t e r  t h e  i n v e s t i g a t o r  p h y s i c a l l y  i n s p e a e d  t h e  d e f e n d a n t ' s  c o m p u t e r  t o  c o n f i r m  h i s  f i n d i n g s ,  

t h e  F . a ;  o b t a i n e d  a  s e a r c h  w a r r a n t  t o  s e i z e  t h e  c o m p u t e r . f e o 3 ^ |  T h e  d e f e n d a n t  w a s  i n d i c t e d  o n  m u l t i p l e  c o u n t s  Q f  r e c k l e s s l y  c a u s i n g  d a m a g e  t h r o u g h  u n a u t h o r i z e d  a c c e s s  

t e a  c o m p u t e r  s y s t e m  I n  v i o l a t i o n  o f  F e d e r a l  l a w .  I z O A i . l

3 .  A n  I P  A d d r e s s  C a n  P r o v i d e  P r o b a b l e  C a u s e  t o S u s p e c r  a n  I n d i v i d u a l  o f  O n l l n e . A c t M t y

T h e  t w o  p r e c e d i n g  a r g u m e n t s  d o  n o t  r e p r e s e n t  a n y  r e a l  l i m i t a t i o n  o n  t h e  a b i l i t y  o f  a n  I P  a d d r e s s  t o  i d e n t i f y  a n  I n d i v i d u a l /  p r o v i d e d  t h a t  t h e  a p p r o p r i a t e  a d d r e s s t n f l ' l o g s  

a r e  a v a i l a b l e . . T h e  t h i r d  c o n c e r n ,  h o w e v e r , l a  n o t  e a s i l y  d i s m i s s e d :  t h s - e  m a y ,  I n  f a c t ,  b e  n o  w a y  t o ' U e f i n l U v e l y  l i n k  a  p a r t i c u l a r  p e r s o n  w i t h  t h e  o n l i n e  c o n d u c t  e m a n a t i n g  

f r o m  a  p a r t i c u l a r  c o m p u t e r  o r  I P  a d d r e s s .  f r o s A l  A  u s e r  m a y ,  f o r  e x a m p l e ,  a c c e s s ,  o n l i n e  c o n t e n t  w i t h o u t  e v e r  p r o v i d i n g  I d e n t i f y i n g  c r e d e n t i a l s .  } 2 0 S » i |  IT m a n y  p e o p l e  u s e  

a  s i n g l e  c o m p u t e r .  l t  w o u l d  b e  d i f f i c u l t  t o  a t t r i b u t e  [ 0 1 6 ]  o n l i n e  c o n d u c t  t o  a n y  o n e  o f  t h e m  b a s e d  s o t e i y  o n  t h a t  c o m p u t e r ' s  IP  a d d r e s s .  f 2 0 7 ^ . P " ~

T h i s  d i l e m m a  m a y  b e  a v o i d e d  b y  r e q u i r i n g  s o m e  a u t h e n t i c a t i o n  a t  t h e  c o m p u t e r  t e r m i n a l .  j l O s S ]  W h e n  a  u s e r  s i g n s  t n  t o  a  p e r s o n a l  a c c o u n t  b y  e n t e r i n g  a  u s e r n a m e  a n d  

p a s s w o r d ,  t h e  a u t h e n t i c a t i o n  p r o c e s s  I s  . l o g g e d  b y  e i t h e r  t h e  l o c a l  c o m p u t e r  o r  t h e  n e t w o r k  s e r v e r s .  [ 2 0 9 a !  B y  c r o s s - r e f e r e n c i n g  t h e . I P  l o g s  w i t h  t h e  u s e r  a u t h e n t i c a t i o n  

l o g s ,  p .  n e t w o r k  a d m i n i s t r a t o r  c a n  i d e n t i f y  w h a t  u s e r  a c c o u n t  w a s  s i g n e d  i n  a t  t h e  t i m e  o f  s o m e  q u e s t i o n a b l e  o n l i n e  a c t i v i t y .  j z i o * . [  A b s e n t  p h o t o g r a p h s o r  v i d e o  o f t h e  

p e r s o n  s l t t l n g a t  t h e  c o m p u t e r  a t  t h e  t i m e  i n  q u e s t i o n ,  a  u s e r ' a u t h e n t i c a t i o n  l o g  I s  l i k e l y  C D  p r o v i d e  t h e  s t r o n g e s t  e v i d e n c e  o f  w h o  a c t u a l l y  a c c e s s e d  t h e  o n l i n e  m a t e r i a l .

E v e n  w i t h o u t  a n  a u t h e n t i c a t i o n  l o g .  h o w e v e r ,  t h e  l i n k  b e t w e e n  a n  T P  a d d r e s s  a n d  t h e  I n t e r n e t  s u b s c r i b e r  m a y  p r o v i d e  e n o u g h  c i r c u m s t a n t i a l  e v i d e n c e  t o  s u s p e c t  a  

p a r t t c u i a r  l n d M d u a i  o f  s o m e  l i t i g i o u s  or c r i m i n a l  o n l i n e  a c t i v i t y .  S i n c e  2 0 0 0 ,  t h e  T h i r d ,  F i f t h ,  S i x t h ,  E i g h t h ,  N i n t h ,  a n d  T e n t h  C i r c u it C o u r t s  o f  A p p e a l s  h a v e  a l l  h e l d

C h a t  a  s e a r c h  w a r r a / i t  I s  s u p p o r t e d  b y  p r o b a b l e  c a u s e  w h e n  I t  u s e s  a n  I P  a d d r e s s  a n d  a n  I S P  t o g g i n g  d a t a b a s e  t o  i d e n t i f y  a  d e f e n d a n t .  | 2 1 2 A j

I n  t h e  2 0 0 7  c a s e  U n i t e d  S t a t e s  v .  P e r e z ,  | . 2 l 3 ± | f o r  e x a m p l e ,  t h e  F B I  s u b p o e n a e d  a n  I S P  t o  o b t a i n  t h e  n a m e  a n d  h o m e  a d d r e s s  o f a s u b s c r i b e r  w h o s e  I P  a d d r e s s  h a d  

r e c e n t l y  b e e i ^  u s e s  t o  p o s t  c h i l d  p o r n o g r a p h y ,  | 2 i 4 A | u p o n  e x e c u t i n g  a  s e a r c h  w a r r a n t  o n  C h e  s u b s c r i b e r ' s  a d d r e s s ,  t h e  F B I  d i s c o v e r e d  t h a t  t h r e e  p e o p l e  r e s i d e d  I n  t h e  

h o u s e ,  e a c h  m a i n t a i n i n g  a  s e p a r a t e  ‘ o c c u p a n c y  u n i t , "  { S s - i j  T h e  d e f e n d a n t  a r g u e d  C h a t  t h e  o c c u p a n c y  b y  t w o  o t h e r  persons a n d  . t h e  w i r e s  r u n n i n g .  I n t o  e a c h  b e d r o o m  

[ 9 1 7 ]  s h o u l d  h a v e  a l e r t e d  t h e  o f f i c e r s ,  t o  t h e  p o s s i b i l i t y  t h a t  o n e  of the other housemates h a d  b e e n  r e s p o n s i b l e  f o r  i h e ' o n l i n e  c o n d u c t .  | 2 l 6 ^ ‘j O n  a p p e a l ,  h o w e v e r ,  t h e  

F i f t h  C i r c u i t  h e l d  t h a t  t h e  o f f i c e r s '  h a d  p r o b a b l e  c a u s e  to search t h e  d e f e n d a n t ' s  p r e m i s e s ;  r e a s o n i n g  t h a t  t h e  I n t e r n e t  a c c o u n t  h a d  b e e n  r e g i s t e r e d  i n  t h e  d e f e n d a n t ' s  

n a m e ,  w h i c h  c r e a t e d  a  “ f a i r  p r o b a b i i l c y "  c h a r  t h e  d e f e n d a n t  w a s  r e s p o n s i b l e  t o r  t h e  o n l i n e  c o n d u c t  (2 X 7X 1 T h e  c o u r t  n o t e d  t h a t ,  a l t h o u g h -  ' I t  w a s  p o s s i b l e  t h a t  t h e  

t r a n s m i s s i o n s  o r i g i n a t e d  o u t s i d e  o! t h e  r e s i d e n c e  t o  w h i c h  t h e  I P  a d d r e s s  w a s  a s s i g n e d ,  I t  r e m a i n e d  l i k e l y  t h a t  t h e  s o u r c e  o f  t h e  t r a n s m i s s i o n s . w a s  I n s i d e  t h a t  r e s i d e n c e . *

i n  U n i t e d  S t a t e s  v .  K e n n e d y ,  1 2 T 9 3 4  t f i e  F B I  o b t a i n e d  a  c o u r t  o r d e r  d f r e c t i n g  d i s c l o s u r e  o f  t h e  s u b s c r i b e r  I n f o r m a t i o n  r e l a t e d  t o  a n  I P  a d d r e s s  a s s i g n e d  i p  a  c o m p u t e r  

a l l e g e d l y  c o n t a i n i n g  c h i l d  p o r n o g r a p h y ,  ( 3 2 0  ± j  T h e  I n t e r n e t  a c c o u n t ,  w a s  r e g i s t e r e d  i n  a  w o m a n ' s  n a m e  b u t  a l s o  l i s t e d  a n  e - m a i l  a d d r e s s  f o r  a  m a n .  j a a i i j  U p o n  

Q u e s t i o n i n g  t n e m a n . t n e  F B I  d e t e r m i n e d  t h a t  h e  w a s  t h e  p r i m a r y  u s e r  o f  t h e  i n t e m e t . s e r v i c e .  [ 2 2 2 i j T h i s  a d m i s s i o n ,  a l o n g  w i t h  o t h e r ,  s u p p o r t i n g  f a c t s  o b t a i n e d  d u r i n g  

t h e  q u e s t i o n i n g ;  ( 2 2 3 & I  p r o v i d e d  p r o b a b l e  c a u s e  t o  s e a r c h  t h e  d e f e n d a n t ;  ; Z 2 4 ± 1

A s  C h e  a b o v e  c a s e s  d e m o n s t r a t e ,  a n  i n t e r n e t  u s e r  c a n  o f t e n  b e  i d e n t i f i e d  b y  t h e  t p  a d d r e s s  a s s i g n e d  t o  h i s  c o m p u t e r  d e s p i t e  t h e  a l l e g e d  t e c h n i c a l  b a r r i e r s .  } 2 2 5 ^ ( f l n  f P  

a d d r e s s ,  t h e n -  m u s t  b e .  P l l  w h e n  i n  t h e  h a n d s  o f  a n  I S P  o r  a n o t h e r  e n t i t y  t h a t  c a n  m a k e  t h e  c o r r e l a t i o n  b e t w e e n  t h e  a d d r e s s  a n d  t n e  i n d i v i d u a l .  | 2 2 6 . ± j  T h e  reservations 

t h a t  s o m e  c o u r t t . h a v e  a b o u t  r e c o g n i z i n g  a n  I P  a d d r e s s  a s  P I I  l i k e l y  s t e m  f r o m  t h e  f a c t  t h a t  o n l y  a n  I S P  c o n  c o n s i s t e n t l y  c o r r e l a t e  a n  T P  a d d r e s s  t o  a  s u b s c r i b e r  a c c o u n t .  

j . 2 2 7  - l |  V J h e n  t h e  I P  a d d r e s s  i s  c o l l e c t e d  b y  e n t i t l e s  ^ 9 i s ]  o t h e r  t h a n  t h e  I S P ,  t h e  a d d r e s s  m u s t  b e  s p e c i f i c a l l y  c o r r e l a t e d  w i t h  o t h e r  p e r s o n a l  d a t a ,  l o  o n i e r  t o  i d e n t i f y  a n  

i n d i v i d u a l  u s e r .  | Z 2 8 J M  I f . W e b  s i t e s  d p  r t o t c o l l c c t  o t h e r  P I I ,  o r  d o  n o t  c o r r e l a t e  o t h e r P U  t o  I P  a d d r e s s e s ,  t h e  W e b  s i t e  O w n e r s  c a n n o t  t r a c e  t h e  J P  a d d r e s s  b a c k  t o  B n  

i n d i v i d u a l ,  j 2 2 3 . 1 ]  R e g u l a t i n g  t h e  u s e  o f  I P  a d d r e s s e s  b y  t h e s e  e n t i t l e s  w o u l d  r e s t r i c t  t h e i r  l e g i t i m a t e  b u s i n e s s  o p e r a t i o n s  w i t h o u t  p r o v i d i n g  a  s i g n i f i c a n t  c o u n t e r b a l a n c i n g  

b e n e f i t  t o  u s e r  p r i v a c y .

T h i s  I s  a  d e a r  d i s t i n c t i o n ,  a n d  o n e  t h a t  m a y  b e  u s e d  t o  e s t a b l i s h  l e g a l  r u l e s  p r o t e c t i n g  ,a u s e r ' s  I P  a d d r e s s  o n t y  w h e n  i t  m a y  a c t a s  p e r s o n a l  d a t a .  I n  a d d i t i o n ,  r u l e s  

p r o t e c t i n g  I P  a d d r e s s e s  o n l y  w h e n  t h e y  a r e  i n  t h e  h a n d s  o f  a n  IS P  o r .  a r c  c o r r e l a t e d  t o  o t h e r  P H  w o u l d  f i t  w i t h i n  t h e  f e d e r a l  f r a m e w o r k  o f  p r i v a c y '  l a w ;  w n l e h  p r o t e c t s  d a t a  

o n l y  W h e n  t h e ' s p e c i f i c  c i r c u m s t a n c e s  t h r e a t e n  i n d i v i d u a l  p r i v a c y .  [ 1 3 0  a )

E .  T h e  M o v e m e n t  t o  P r o t e c t  J P  A d d r e s s e s

D e s p i t e  t h e  s k e p t i c i s m , - t h e r e  I s  a  g r o w i n g  m o v e m e n t  r e c o g n i z i n g  t h e  I d e n t i f y i n g  p o w e r  o f  I P  a d d r e s s e s .  F o r  o n e ,  a  n u m b e r  o f  s t a t e s  h a v e  a d o p t e d  d e f f r W t t a n s  o f  P I I  

a f f o r d i n g  p r o t e c t i o n  t o  I P  a d d r e s s  I n f o r m a t i o n  a n d .  t h e  i n d i v i d u a l  b e h i n d  t h e  c o m p u t e r .  | 2 3 1 ^ j l n  I n d i a n a ,  f o r  e x a m p l e ,  a  c r i m i n a l  p r o e e d u r e - l a w  p r o t e c t s  I n f o r m a t i o n  r h a t  

i d e n t i f i e s  *  v i c t i m  o f  d o m e s t i c  v i o l e n c e ,  d a t i n g  v i o l e n c e ,  s e x u a l  a s s a u l t ,  o r  s t a l k i n g .  f Z 3 2 ± l T n e  f i s t  o f  p r o t e c t e d  i n f o r m a t i o n  I n c l u d e s  t h e  v i c t i m ' s  n a m e ,  a d d r e s s ,  t e l e p h o n e  

n u m b e r ,  a n d  i p  a d d r e s s .  [ 2 3 3  i j  l i k e w i s e ,  a  C o n n e c t i c u t  t a w  l i s t s  I P  a d d r e s s e s  a m o n g  t h e  ' b a s i c  s u b s c r i b e r  i n f o r m a t i o n *  t h a t  m a y  b e  o b t a i n e d  d u r i n g  a  c r i m i n a l  

I n v e s t t g a t l b n ' o f  a  r e g i s t e r e d  s e x - o f f e n d e r  o n l y  u p o n . j u d l c i a l  o r d e r .  { 2 3 4 A t

M i n n e s o t a ' s  ' I n t e r n e t  P r i v a c y * '  s t a t u t e  i s  t h e  f i r s t  s t a t e  l a w  t o  e x p l i c i t l y  r e g u l a t e  a n  . I S P ' s  d i s c l o s u r e  o f  I t s  s u b s c r i b e r s '  p e r s o n a l  i n f o r m a t i o n  a n d  b r o w s i n g  h a b i t s .  { 2 3 5 T h e  

s t a t u t e  d e f i n e s  P i t  t o  I n c l u d e  a n y .  £ 9 1 9 ]  i n f o r m a t i o n  t h a t  ( 1 )  i d e n t i f i e s  a  s u b s a i b e r  b y  “ p h y s i c a l  o r  e l e c t r o n i c  a d d r e s s  o r t e l e p h o n e  n u m b e r * ;  ( 2 )  d i s c l o s e s  t h e  s u b s c r i b e r s  

W e b  s i t e  v i s i t s  o r  r e q u e s t e d  m a t e r i a l s ;  o r  ( 3 ) . c o n t a i n s  a n y  o f  t n e  c o n t e n t s  o f  t h e  s u b s c r i b e r ' s  d a t a s t o r a g e  d e v i c e s .  ( 2 3 6 ± |  C S P s  a r e  p r o h i b i t e d  f r o m  r e l e a s i n g  t h i s  

I n f o r m a t i o n  e x c e p t  i n  l i m i t e d  d r Q j m s t a n c e s .  1 2 3 7 ^ 1  H o w e v e r ,  b e c a u s e  t h o s e  c i r c u m s t a n c e s  i n c l u d e  t h e  ( s s u a n c e o f  a  s t a n d a r d  s u b p o e n a ,  w a r r a n t ,  o r covet o r d e r ,  j 3 3 8 A  

t h e  a c t u a l  l e v e l  o f  p r o t e c t i o n  a f f o r d c d  w i i l  c o n t i n u e  t p  d e p e n d  u p o n  c o u r t s ;  w i l l i n g n e s s  t o  a l l o w  t h e  i d e n t i f i c a t i o n  o f  o n l i n e  s p e a k e r s .

T h e  n e w - f e d e r a l Health I n s u r a n c e  P o r t a b i l i t y  a n d  A c c o u n t a b i l i t y  A c t  ( H t P A A )  p r i v a c y  r u l e  e x p l i c i t l y  p r o t e c t s  I P  a d d r e s s e s .  j 2 3 9 i . j T h c  r e g u l a t i o n  a l l o w s  h e a l t h  p r o v i d e r s  t o

R.A./67



r e l e a s e  p a t i e n t  i n f o r m a t i o n  o n l y  a f t e r  i t  t e ' s e r u b b e d  o f .  a n -  " i n d i v i d u a l l y  I d e n t i f i a b l e -  . . ' I n f o r m a t i o n . *  ( 2 A 0 A j - D a t a  t h a t  m u s t  b e  r e m o v e d  i n d u d e s  m o £ t  o f  t h e  c o m m o n l y  

r e c o g n i z e d  f o r m s  of f t r i ,  i n c l u d i n g  t e l e p h o n e  n u m b e r s . ' s o d a l  S e c u r i t y  n u m b e r s ,  a n d  W o m e t r t c d a f a .  | 2 < i A f T f t e  regulation.atids I P  a d d r e s s e s  t o  t h i s  l i s t . . [3 4 2 ^

I n  J u l y  o f  2 d l 0 ,  u . 5 . : R e p r e s e n t a t i v e  B o b b y  R u s h  i n t r o d u c e d  a h  o n l i n e . p r r v a c y  bill* t o  t h e  H o u s e  C o m m i t t e e  o n E n e r g y a n d  C o m m e r c e  t h a t  . w o u l d  p r o t e c t  t P  a d d r e s s  

i n f o r m a t i o n  w h e n  i r i s  u s e d  t o  b u H d  a n  o n l i n e  p r o f i t  ter behavior?) advertising. ) 2 4 3 . ± J  I n .  a d d i t i o n  t o  t r a d i t i o n a l  f o r m s  o f  P l l ,  t h e  B e s t  P r a c t i c e s  A c t  w o u U  p r o t e c t .

a n y  u n i q u e  p e r s i s t e n t  i d e n t i f i e r ,  s u c h . a s  a  c u s t o m e r  n u m b e r , - u n i q u e  p s e u d o n y m  o r  u s e r  a l i a s ,  I P . a d d r e s s ,  o r  o t h e r  u n i q u e  i d e n t i f i e r ,  w h e r e  s u c h  I d e n t i f i e r  i s  u s e d  t o  

c o U e e t ,  s t a r e  o r  i d e n t i f y  i n f o r m a t i o n  a b o u t a  s p e c i f i c  i n d i v i d u a l  o r  t o  c r e a t e  o r  m a i n t a i n  a  p r e f e r e n c e  p r o f i l e .  | 2 4 4 . i [

[ 9 2 0 ]  T h e  A c t , ,  w h i c h  b u H d s  u p o n  a  M a y  2 0 i 0  p r o p o s a l  d r a f t e d  b y  u : S .  R e p r e s e n t a t i v e s R J c k  B o u c h e r  a n d  C l i f f  S t e a r n s ,  | 2 4 5 ^ j  w o u l d  r e q u l r e a n y  " c o v e r e d  e n t i t y * { 2 4 6 &  

t h a t  c o l l e c t s ' ? u c h  I n f o r m a t i o n  t o / p r o v i d e  n o t i c e  o f  c o l l e c t i o n  p r a c t i c e s  a n d  p r o v i d e  u s e r s  a n  o p p o r t u n i t y  t o  o p t  o u t  o f  d a t a ,  c o l l e c t i o n .  | 3 4 7 ± |  D i s c l o s u r e  o f  t h e  p r o t e c t e d  

i n f o r m a t i o n  t o  t h i r d  p a r u e s -  w o u l d  r e q u i r e  t h e . I n d i v i d u a l ' s  e x p r e s s  c o n s e n t ,  | 2 * B A |  e x c e p t  i n  c a s e s  o f  p r i o r  c o n s e n t ,  f r a u d  d e t e c t i o n ,  I m m i n e n t  d a n g e r ,  p u b f l c f y  a v a i l a b l e  

I n f o r m a t i o n ,  o r x o m p l i a n ' c e  w i t h  l a w  -  s u c h  a s  a ' s t a t u t e ,  s u b p o e n a ,  o r  s u m m o n s .  1 2 4 9 ^ 1

N o t a b l y , ' t n c . A c t - w o u l d '  n o t  r e q u i r e  c o v e r e d  e n t i t i e s  t o  a l l o w  u s e r s  t o  o p t  o u t  w h e n  d a t a  c o l l e c t i o n  i s  r e q u i r e d  f o r  a n  'operations) purpose'  | 2 5 P A | T h J s  e x c e p t i o n  w o u l d  

f l l c e t y  a l l o w . J S P s  a n d  W e b  s i t e  o p e r a t o r s  t o  c o n t i n u e  t o  u s e  a n d  m a i n t a / r i  I P  a d d r e s s  i n f o r m a t i o n  n e c e s s a r y  t o  d e l i v e r  i n t e r n e t  s e r v i c e s .  [ 2 5 i i ] ' C o n s J s t e n t  w i t h  t h e  

p o s i t i o n  t a k e n  I n  . t h i s - C o m m e n t ,  t h e  e x c e p t i o n  I m p l i c i t l y  r e c o g n i z e s  t h a t  I P  a d d r e s s e s  a r e  n e c e s s a r y  f o r  t h e  o p e r a t i o n  o f  I n t e r n e t  s e r v i c e s  a n d  s h o u i d ' o n l y  b e  p r o t e c t e d  a s ;  

p e r s o n a l  d a t a  w h e n  c o r r e l a t e d  t o  o t h e r  i d e n t i f y i n g  i n f o r m a t i o n ,  | 2 S 2 £ j

A b r o a d ;  t h e  E u r o p e a n  U n i o n  D a t a  P r o t e c t i o n  W o r k i n g  P a r t y  f o u n d  i n  2 0 0 8  t h a t  I P  s i d d r s s s e s  s h o u l d  b e  p r o t e c t e d  a s  " p e r s o n a l  d a t a . ”  | 2 5 3 J b {  A s  t h e  W o r k i n g  P a r t y  

c o n c l u d e d ,

A n  i n d i v i d u a l ’s  s e a r c h  h i s t o r y  i s  p e r s o n a l . d a t a  i f  t h e . i n d i v i d u a l  t p  w h i c h  it r e l a t e s ,  I s  I d e n t i f i a b l e .  T h o u g h  I P  a d d r e s s e s  I n  m o s t  c a s e s  a r e  n o t  d i r e c t l y  I d e n t i f i a b l e  b y  s e a r c h  

e n g i n e s .  I d e n t i f i c a t i o n  c a n  b e  a c h i e v e d  b y  a  t h i r d  p a r t y .  I n t e r n e t  a c c e s s  p r o v i d e r s  h o l d  I P  a d d r e s s  [ 9 2 1 ]  d a t a .  L a w  e n f o r c e m e n t  a n d  n a t i o n a l  s e c u r i t y  a u t h o r i t i e s  c a n  

g a i n  a c c e s s  t o  t h e s e  d a t a  a n d  i n  s o m e - M e m b e r  S t a t e s  p r i v a t e  p a r t i e s  h a v e  g a i n e d  a c c e s s  a l s o  . t h r o u g h  c i v i l  l i t i g a t i o n .  T h u s ,  i n  m a s t  c a s e s  •  i n c l u d i n g  c a s e s  w i t h  d y n a m i c  I P  

a d d r e s s  a l l o c a t i o n  • • t h e  n e c e s s a r y  d a t a  w i l l  b e  a v a i l a b l e  t o  i d e n t i f y  t h e  u s e r ( s )  o f  t h e  I P  a d d r e s s .  ) 3 S 4 ± i

T h e  W o r k i n g ,  P a r t y  w e n t  b e y o n d  r e g u l a t i o n  o f l S P s ,  i m p o s i n g  l i m i t a t i o n s  o n  W e b  s i t e  o p e r a t o r s  w h o  u s e  a n d  m a i n t a i n  I P  a d d r e s s  i n f o r m a t i o n  w h e n e v e r  t h e  a d d r e s s e s  a r e  

c o r r e l a t e d  w i t h - o t h e r  p e r s o n a l  I n f o r m a t i o n .  | 2 S S ± 1

T h e  H i g h  C o u r t  o f  I r e l a n d  r e a c h e d  a n  o p i n i o n c o n s i s t e h t  w i t h  t h e  p o s i t i o n  p r o p o s e d  i n  t h i s  C o m m e n t  i n  i t s  2 0 1 0  d e c i s i o n ,  E M I  R e c o r d s  L i m i t e d  v .  g e r c o m  L i m i t e d .  1 2 5 5  £ M J  

a n d  o t h e r  c o p y r i g h t  o w n e r s  s u e d  E f r c o m ,  a n  I S P , ,  f o r  t h e  p e e r - t o - p e e r  f i l e  s h a r i n g  o f  c o p y r i g h t e d  m a t o r t a l  c o n d u c t e d  o n  E i r c o m ' s  n e t w o r k .  [ 2 5 7 ^ 1  T n e  p a r t i e s  s e t t l e d , ,  

d e v e l o p i n g  a  p r o t o c o l  b y  w h i c h  E M I  w o u l d  I n f o r m  S i r c o m  o f  t h e  I P  a d d r e s s e s  u s e d  t o . d o w n l o a d  I t s  c o p y r i g h t e d  m a t e r i a l ,  a n d  E l r c o m  w o u l d  w a r n ,  a n d  p o s s i b l y  d i s c o n n e c t  

s e r v i c e  t o ,  t h e  - a s s o c i a t e d . s u b s c r i b e r s .  | 2 5 8 * J  I n  e x a m i n i n g  t h e  l a w f u l n e s s  o f  t h e  s e t t l e m e n t  t e r m s ,  t h e  H i g h  . C o u r t  a s k e d  w h e t h e r  I P  a d d r e s s e s .  I n  t h e  h a n d s  o f  E M t  a n d  

i t s j g e n t s ,  c o n s t i t u t e d  ' p e r s o n a l  d a t a *  u n d e r  t h e  D a t a  P r o t e c t i o n  A c t .  [ 2 . 5 P ± ]  U n l i k e  t h e  l a w s  o f  t h e  u n i t e d  S t a t e s ;  t h e  A c t  p r o v i d e d  s i g n i f i c a n t  d i r e c t i o n  b y  d e f i n i n g  p e r s o n a l  

d a t a  a s  " d a t a  r e l a t i n g  t o  a  l i v i n g  i n d i v i d u a l  w h o  i s  o r  c a n  b e  i d e n t i f i e d  e i t h e r  f r o m  t h e  d a t a  o r  f r o m  t h e  d a t a  i n  c o n j u n c t i o n  w i t h  o t h e r  i n r o n n a t l o n  t h a t  i s  i n ,  o r  i s  l i k e l y  t o  

c o m e  I n t o ,  t h e  p o s s e s s i o n  o f  . t h e  d a t a - c o n t r o l l e r . ”  I - 2 6 Q  A j

E x a m i n i n g  t h e  s p e c i f i c  . o r  t h e  s e t t l e m e n t  p r o t o c o l ,  t h e  H j g n  C o u r t  c o n c l u d e d  t h a t  I P  a d d r e s s e s  i n  t h e  h a n d s  o f  E M I  o r  i t s  a g e n t s  c o u l d  n o t  q u a l i f y  a s  p e r s o n a l  d a t a .  

| 2 6 1 A | T h e  c o u r t  r e a s o n e d  t h a t .

n o n e  o f  t h e  p l a i n t i f f s  h a v e  a n y  i n t e r e s t  i n  p e r s o n a l l y  i d e n t i f y i n g  a n y  l i v i n g  p e r s o n  w h o  i s  i n f r i n g i n g  t i i a i r  c o p y r i g h t  b y  m e a n s  o f  t h e  s e t t l e m e n t  a n d  p r o t o c o l . . . . T h e r e  s e e m s  

n o  l e g a l  Bvenue o p e n  t o  t h e m  t o  g e t  t h a t  i n f o r m a t i o n  a p a r t  f r o m  a n  a p p l i c a t i o n  f o r  t h e  n a m e s  a n d  a d d r e s s e s  o f  t h e  c o p y r i g h t  t f t f e v e s  t o  ehe In te rn is t service provider. 

1 2 6 2 * 1

192XJ T h i s  c p n c l u s f c n  i s  c o n s i s t e n t , w i t h .  t h e  a b o v e  A r g u m e n t  t h a t , a n  IP address is personally i d e n n f t a b l e  o n l y  w h e n  c o r r e l a t e d  t o  o t h e r  p e r s o n a l  c a w , . s w c h . a s  w h e n  i n  . 

t h e  h a n d ' s  o f  a n  I S P .  D u r i n g  e x e c u t i o n  o f  t h e  s e t t l e m e n t  p r o t o c o l ,  E M I  w o u l d  k n o w  o n l y  t h e  I P  a d d r e s s  o f  a  u s e r  s u s p e c t e d  o f  c o p y r i g h t  I n f r i n g e m e n t  a n d  w o u l d  h a v e  n o  

m e a n s  b y  w h i c h  t o  l i n k  t h a t  i n f o r m a t i o n  t o  p a r t i c u l a r  p e r s o n s .  1 2 6 3 ^ 1  T h e  c o u r t  c o r r e n i y  c o n c l u d e d  t h a t  I P  a d d r e s s e s  s h o u l d  n o t  b e  p r o t e c t e d  a s  p e r s o n a l  d a t a  t n  s u c h  

c i r c u m s t a n c e s .  T h e  c o u r t  d i d  n o t ,  h o w e v e r ,  h a v e  o c c a s i o n  t o  q u e s t i o n  w h e t h e r  t h e  I P  a d d r e s s  i n f o r m a t i o n  s h o u l d  b e ' p r o t e c t e d  w h e n  In t h e  h a n d s  o f  E i / t c m  I t s e l f .

T h e  n e x t  P a r t  e x a m i n e s  t h e  p o s s i b l e  p r a c t i c a l  r e s u l t s  o f  t h i s  m o v e m e n t  t o  c l a s s i f y  I P a d d r e s s e s e s  P l l .  I t  e x a m i n e s . h o w  I P  a d d r e s s e s  c o u l d  b e  I n c o r p o r a t e d  I n t o  t h e

• f e d e r a l  s t a t u t o r y  f r a m e w o r k ,  \264± .\howdoing  s o m a y  aftcct t h e , c u r r e n t  s u b p o e n a  s t a n d a r d s  b y  w h i c h  a  p r i v a t e  l i t i g a n t  m a y  u n m a s k . a n  a n o n y m o u s  o n l i n e  s p e a k e r ,

1 2 6 5 ^ 1  a n d  h o w  o n l i n e  a c t o r s ’ e x p e c t a t i o n s  o f  p r i v a c y  I n  o n l i n e  c o m m u n i c a t i o n s  m a y  b e  a f f e c t e d .  [ Z f i G d ]

I V .  i m p a c t

B o t h  t h e  f e a s i b i l i t y  a n d  t h e  e f f e c t , o f  I n c o r p o r a t i n g  p r o t e c t i o n s . f o r  J P  a d d r e s s e s  i n t o  c u r r e n t  p r i v a c y  l a w  w o u l d  d e p e n d  u p o n  t h e  s t a t u t o r y  s c h e m e  a :  i s s u e .  [ 2 6 7 ' £ |  S o m e  

s t a t u t e s ,  p r o v i d e  a  c a t c h - a l l  c l a u s e  a l l o w i n g  c o u r t s  t o  a f f o r d  p r o t e c t i o n s  t o  u n s p e c i f i e d  -  b u t  n o n e t h e l e s s  p r t v a t e  *  i n f o r m a t i o n .  | 2 5 B A |  I f  a n  I P  a d d r e s s  / a l l s  w i t h i n  t h e s e  

c a t c h - a l l  c l a u s e s  b e c a u s e ' l t  c a n  I d e n t f f y  a  p a r t i c u l a r  p e r s o n ,  t h e n  t h e  r e l e a s e  o f  s u c h  a n  I P  a d d r e s s  a n d  t h e  a s s o c i a t e d  s u b s c r i b e r  i n f o r m a t i o n  h e l d  b y  a h  I S P  w o u l d  b e  

s u b j e c t  t o  t h e / p a r t i c u l a r  s t a t u t e ' s  s u b p o e n a  s t a n d a r d s . -

O t h e r  s t s t u c e s ,  h o w e v e r ,  l e a v e  n o  r o o m  f o r  n e w  t y p e s  o f  P I !  o r  d o  h o t  s e t  s p e c i f i c  s t a n d a r d s  b y  w h i c h ,  a  t f t i g a n t  c a n  s u b p o e n a  t h e  r e t e a s e  o f t h e  I n f o r m a t i o n  p r o t e c t e d .  . I n  

c a s e s  b r o u g h t  u n d e r  t h o s e  s t a t u t e s ,  c o u r t s  m u s t ,  b a l a n c e  t h e  l i t i g a n t s ' . c o m p e t i n g  i n t e r e s t s  i n  t h e  p r o d u c t i o n  o f t h e  i n f o r m a t i o n ,  w h e n  I P  a d d r e s s  i n f o r m a t i o n  i s  a t  i s s u e ,  

c o u r t s  w o u l d  b e  b e t t e r  a b l e  t o  b a l a n c e - t h e s e  i n t e r e s t s  i f  t h e y  e x p l i c i t l y  [ 9 2 3 ]  r e c o g n i z e d  t h e  p e r s o n a l  n a t u r e  o f  t h e  I P  a d d r e s s  a n d  i t s  a b i l i t y  t o  l i n k  a n  I n d i v i d u a l  t o  h i s  

o n l i n e  c o n d u c t

I n  a d d i t i o n ,  c l a s s i f y i n g  I P  a d d r e s s e s  a s  P Q .  w o u l d  s u p p o r t  r c e x i i m l n l n g  F o u r t h  A m e n d m e n t  l a w  a a a p p l l e d  t o  b a s i c  s u b s c r i b e r  I n f o r m a t i o n .  [ 2 6 . 9  A j  C u r r e n t  l a w  h o l d s  t h a t ,  

u n d e r  t h e  t h i r d  p a r t y  d e c l i n e ,  I n t e r n e t  s u b s c r i b e r s  d o  n o t  h a v e  a  r e a s o n a b l e  e x p e c t a t i o n  o f p r i v a c y  I n  t h i s  I n f o r m a  d o n .  b e c a u s e  t h e y  h a v e  v o l u n t a r i l y  e x p o s e d  i t  t o  t h e i r  

ISPs. 1 2 7 0 A |  P r o t e c t i n g  a n  I P  a d d r e s s  a s  p e r s o n a l  I n f o r m a t i o n ;  h o w e v e r ,  w o u l d  s u p p o r t  p r o v i d i n g  s t r o n g e r  p r o t e c t i o n s  t o  t h e  d a b .  l i n k i n g  o n l i n e  c o n t e n t  t o  p a r t i c u l a r  

- s u b s c r i b e r s ,  e s p e c i a l l y  w h e n  I n t e m e t  u s e r s  m u s t  r e l e a s e  t h i s . i n f o r m a t i o n  I n  o r d e r  t o  o b t a i n  i n t e r n e t  s e r v i c e .  1 2 7 1 ^ . 1

T h e  f o l l o w i n g  S e c t i o n s  b r i e f l y  e x a m i n e  t h e  m y r i a d ' o f  s u b p o e n a  s t a n d a r d s  a p p l i c a b l e  w h e n  u n m a s V i n g  o n l i n e  s p e a k e r s  - 2 7 2 A |  a n d  t h e  . c u r r e n t  F o u r t h  A m e n d m e n t  l a w  a s  

a p p l i e d  t o *  b a s i c  s u b s c r i b e r  i n f o r m a t i o n  b e f o r e  i m a g i n i n g  h o w  t h e s e  m a y  c h a n g e  w h e n  I P  a d d r e s s e s  a r e  c o n s i d e r e d  p e r s o n a l  i n f o r m a t i o n .

A .  S u b p o e n a  S t a n d a r d s  f o r U n m a s i d n g  O n l i n e  D e f e n d a n t s

T h e . t h i n  v e i l  o f  a n o n y m i t y  t h a t  t h e  I n t e r n e t  p r o v i d e s  o f t e n ,  r e q u i r e s  t h a t  a  l i t i g a n t  s e e k i n g  r e d r e s s  f r o m  a c t i o n s  c o n d u c t e d  o n l i n e ' i n i t i a l l y  f i l e  h i s  c o m p l a i n t  a g a i n s t  e n  

u n n a m e d  p a r t y , ,  t h e  O o e  ' d e f e n d a n t .  | 2 7 3 i . j  T h e  p l a i n t i f f  w i l l  t h e n  s e e k  0 s u b p o e n a  o r  c o u r t  o r d e r  r e q u i r i n g  t h e  a p p r o p r i a t e - t h i r d  p a r t y  t o  e x p o s e  t h e  D o e  d e f e n d a n t ' s ' t r u e  

I d e n t i t y .  [ 2 7 4 i . | T h e  s t a t u t e  p r o v i d i n g  p r o t e c t i o n  t o  t h e  p e r s o n a l  i n f o r m a t i o n  a t  i $ s u . e  m a y ' s d p u t a t e  t h e  a p p r o p r i a t e  s u b p o e n a  s t a n d a r d .  ; 2 7 5 ± i  I f  t h e  p l a i n t i f f  o b t a i n s  a  

s u b p o e n a  p u r s u a n t  t o  a  s t a t u t o r y  p r o v i s i o n ,  t h e  D o e  d e f e n d a n t m a y  n o t  h a v e  a  v i a b l e  m e t h o d  b y  w h i c h  t o  a v o i d  h i s  I d e n t i f i c a t i o n .  i Z 7 6 A {
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S o m e  s t a t u t o r y  s t a n d a r d s  s t r o n g l y  f a v o r  t h e  p l a i n b / F s i n t e r e s t  i n  i d e n t i f y i n g  a - d e f e n d a n t .  T h e  D i g i t a l  M U l e n n i u m C o p y r t g h t  A c t  ( D M C A ) ,  f o r  e x a m p l e ,  e x p r e s s / /  a l l o w s  

c o p y r i g h t  o w n e r s  t o  s u b p o e n a  1 9 2 4 ]  I S P s  f o r  t h e  I d e n t i f i c a t i o n  o f  a l l e g e d  i n f r i n g e r s ;  j 2 7 7 I f  t h e  p l a i n t i f f  s u b m i t s  a  s u b p o e n a  r e q u e s t  h a v i n g  t h e  r e q u i r e d  r o m i  a n d '  

c o n t e n t . t h e  d i s t r i c t  c o u r t  c l e r i c  i s  i n s t r u c t e d  t o  ' e x p e d i t i o u s l y  i s s u e "  t h e . s u b p o e n a .  j 2 7 B i |  T h e  J S P ,  u p o n  i t s  .r e c e i p t  o f  t r i e  s u b p o e n a ,  m u s t  " e x p e d i t i o u s l y  d i s c l o s e  t h e  

U i f o r m a t t o n  r e q u e s t e d . } 2 7 9 ^ 1  w h i l e  t h e  c i r c u m s t a n c e s  i n  w h i c h  t h e  D M C A  a u t h o r i s e s  t f b c t o i w r e  a r e  l i m i t e d ,  p a o ^  e x p o s i n g  a  D o e  d e f e n d a n t  c a n  b e  f a i r l y  a u t o m a t i c  a n d  

Q u i c k l y  a c c o m p l i s h e d  u n d e r  t h e  D M C A  s t a n d a r d .

O t h e r  s t a t u t e s  p r o v i d e  m o r e  p r o t e c t i o n  t o  t h e  d e f e n d a n t s  p e r s o n a l  i n f o r m a t i o n .  T h e  V i d e o  P r i v a c y  P r o t e c t i o n  A c t .  f o r  e x a m p l e ,  r e q u i r e s  t h a t  a  p a r t / s e e k i n g  a  c o u r t  o r d e r  t o  

e x p o s e  v i d e o  r e n t a l  r e c o r d s  m a k e  a  s h o w i n g  o f  ' c o m p e l l i n g  n e e d ”  a n d  p r o v i d e  t h e  consumes w i t h  r e a s o n a b l e  n o t i c e  a n d  a n  o p p o r t u n i t y  t o  c o n t e s t  t n e  d i s c l o s u r e .  ,‘2 8 1 ■£■

T h e  p l a i n t i f f ,  m a y  o b t a i n . a n  i n d i v i d u a l ' s  n a m e  a n d  a d d r e s s o n i y  i f  t h a t  p e r s o n  i s  g i v e n  a n  o p p o r t u n i t y  t o  p r e v e n t  t h e  d i s c l o s u r e .  ( 2 8 2  & |  U k e w i s e ,  t h e  C a b l e  C o m m u n i c a t i o n s  

P o l i c y  A a r e q u l r e s t h a t  a n  i n d i v i d u a l  b e  n o t i f i e d  o f  a  c o u r t  o r d e r  a u t h o r i z i n g  t h e  d i s c l o s u r e  o f  h i s  pn to a private entity. | 2 S 3 ± | l f  t h e  i n f o r m a t i o n  i s  t o  b e  d i s c l o s e d  t o  a  

g o v e r n m e n t  e n t i t y , - t h e r e  m u s t  b e  d e a r  a n d  c o n v i n c i n g  e v i d e n c e  t h a t  t h e  i r i d M d u a l t e  s u s p e c t e d  o f  a  C T i m e  M i l  t h a t  t h e  i n f o r m a t i o n  s o u g h t  w i l l .  b e  m a t e r i a l  t o  t h e  c a s t ;  t h e  

i n d i v i d u a l  m u s t  a l s o  b e  g i v e n  t h e  o p p o r t u n i t y  t o  a p p e a r  a r i d  c o n t e s t  t h e  c l a i m .  (-234±\

F i n a l l y ,  s o m e  s t a t u t e s  p r o v i d e  Strong p r o t e c t i o n s * ®  I n d i v i d u a l s  i n  o n l y  l i m i t e d  c i r c u m s t a n c e s .  T h e  S t o r e d  C o m m u n i c a t i o n s  A c t ,  f o r  e x a m p l e ,  r e q u i r e s  a  w a r r a n t  o r c o u r t  

o r d e r  b e f o r e  a  s t o r e d  e l e c t r o n i c  c o m m u n i c a t i o n  o r  P U  i s  r e l e a s e d  t o  ^ . g o v e r n m e n t  e n t i t y ;  j 2 8 S A )  A  c o u r t  o r d e r  is  o b t a i n a b l e  o n l y  u p o n  s p e c i f i c  a n d  a r t i c u l a b l e  f a c t s ’ 

s u p p o r t i n g  s . r e a s o n a b l e  b e l i e f  t h o t  t h e  i n f o r m a t t o n  l s  r e l e v a n t  a n d  m a t e r i a l  t o  a n  o n g o i n g  c r i m i n a l  I n v e s t i g a t i o n .  I Z S g  & )  B e c a u s e  t h e  A c t  i s  c o n c e r n e d  o n l y  w f c n  

a o v e m m e n t B l  l n v a s f o h s  o f  p r i v a c y ,  h o w e v e r ,  \ t  p r o v i d e s  n o  p r o t e c t i o n  w h e n ,  a ’ p r i v a t e  e n t i t y  s e e k s  t h e  r e l e a s e  o f  c u s t o m e r  r e c o r d s :  t n e  s t a t u t e  e x p l i c i t l y  a u t h o r i z e s  t h e  

r e l e a s e  o f  c u s t o m e r  r e c o r d s  o r  1 9 2 5 3  o t h e r  i n f o r m a t i o n  t o  ’ a n y  p e r s o n  o t h e r  t h a n  a  g o v e r n m e n t a l  e n t i t y . "  } 2 S 7 A |

A b s e n t  s t a t u t o r y  d i r e c t i o n ,  c o u r t s  m u s t  w e l g h  t h e  p a r t i e s 4  c o m p e t i n g  i n t e r e s t s :  t h e  p l a i n t i f f s  i n t e r e s t  i n  s e e k i n g  r e d r e s s  l O r  a l l e g e d  h a r m s  a n d  t h e  d e f e n d a n t ' s  I n t e r e s t  I n  

r e m a i n i n g ' a n o n y m o u s .  ) 2 B 3  S ]  Setting t h e  s u b p o e n a  s t a n d a r d  t o o  h i g h  m l g h t t e a - ^ e t n e  p i a i r t t K F  w i t h o u t  a n  o p p o r t u n i t y  t o - p r o c e e d  u p o n  e v e n  a  v a l i d  c l a i m ,  | 2 B 9 A { w h i l e  

s e t t i n g  t h e  s t a n d a r d  t o o  l o w  w i l l  f a i l  t o  p r o v i d e  d e f e n d a n t s - w i t h . a d e q u a t e  p r i v a c y  p r o t e c t i o n  a n d  m i g h t  a l l o w  t h e i r  i d e n t i t i e s  t o  b e  e x p o s e d  w i t h o u t  a d e q u a t e  n o t i c e  

N o / e  i m p o r t a n t l y ,  a  s t a n d a r d  s e t  l o o '  l o w ,  c o u l d  a l l o w  t h e  p l a i n t i f f  t o  u s e  t h e  l e g a l  p r o c e s s  t o  u n m a s k  a n  o n l i n e  a c t o r  m e r e l y  t o  l a t e r  s e e k  e x t r a - j u d i c i a l  r e t r i b u t i o n .

M a n y ,  c o u r t s  h a v e  r e c e n t l y  a d d r e s s e d  t h i s  b a l a n c i n g  a c t  i n  t h e  c o n t e x t  o f  d e f a m a t i o n  a c t i o n s ,  1 2 9 2 ^ 1 T h e  d e f a m a t i o n  c l a i m  l a  p a r t i c u l a r l y  I n t e r e s t i n g  b e c a u s e  I t  a l r e a d y  

r e q u i r e s - b a l a n c i n g  t h e  s p e a k e r ' s  r i g h t  I n  f r e e  s p e e c h  a g a i n s t  t h e  s u b j e c t ' s  i n t e r e s t  i n  r e d r e s s i n g  h a r m s  t o  h i s  i * e p u t a t i o n .  | 2 0 3 ~ a )  I n  t h e  o n l i n e  w o r l d ,  t h e  r e l e v a n t  f a c t o r s  

m a y  t i p  Iri t h e  p l a i n t i f f s  f a v o r :  t h e  I n t e r n e t  a l l o w s  s p e a k e r s  t o  r e a c h  m o r e  p e o p l e . a t  a  t a s t e r  r a t e ,  [ 2 9 4 i . |  p o t e n t i a l l y  m u l t i p l y i n g  t h e  e f f e c t s  o f  d e f a m a t o r y  s p e e c h ,  \2 9 5 ±  

a n d .  t h e  u n d e r l y i n g  t e c h n o l o g y  p r o v i d e s  a  m e t h o d  b y  w h i c h  T 9 2 6 ]  t h e  s p e a k e r  m a y  b e  e a s f f y  i d e n t i f i e d ,  f i s c a l  C o u r t s  h a v e ,  t h e r e f o r e ,  g r a p p l e d  w i t h  s e t t i n g  a  s t a n d a r d  

t h a t  a p p r o p r i a t e l y  p r o t e c t s  " o n l i n e  s p e a k e r s .

T h r e e  d i s t i n c t  s t a n d a r d s  h a v e  e m e r g e d  f r o m  t h e  c a s e  l a v / .  l 2 3 7 i - |  P r o v i d i n g  t h e  l e a s t  p r o t e c t i o n  t o  a  s p e a k e r ' s  a n o n y m i t y  I s  t h e  * g o o d  f a i t h ”  s t a n d a r d  a r t i c u l a t e d  b y  a  

V i r g i n i a  t r i a l  c o u r t  I n  . i n  r e  S u b p o e n a  D u c e s  T e c u m  t o . A m e r i c a  O n l i n e .  U 9 8 A [  I n  t h a t  c a s e ,  a n  a n o n y m o u s  p u b l i c l y  t r a d e d  c o m p a n y  s o u g h t  t o  e x p o s e  t h e  i d e n t i t i e s  o f  f i v e  

D o h n  D o e  d e f e n d a n t s  w h o  h a d . a l l e g e d l y  m a d e  d e f a m a t o r y  c o m m e n t s  I n  a n  Am erica O n l i n e ' c h a t r o o m .  j 2 P 9 A |  A l t h o u g h  r e c o g n i z i n g  t h e  D o e s '  r i g h t  t o  a n o n y m o u s '  f r e e  

s p e e c h  o n  t h e  i n t e r n e t ,  1 3 0 0  ± 1  t h e  c o u r t  f o u n d  i n  f a v o r  o f  t h e  c o m p e l l i n g  s t a t e  i n t e r e s t  i n  p r o t e c t i n g  c o m p a n i e s  f r o m  a c t i o n a b l e  c o m m u n i c a t i o n .  | 3 0 1  A |  T h e  c o u r t  h e l d  

t h a t  i t  m a y .  o r d e r  a n  I S P  t o  d l s c l o s b  t h e  I d e n t i t y  o f a  s u b s c r i b e r  w h e n  t h e  p l a i n t i f f s  p l e a d i n g s  or e v i d e n c e  s h o w  a  " l e g i t i m a t e ,  g o o d 1 f a i t h  b a s i s "  t o  c l a i m  t h a t  i t  w a s  t h e  v i c t i m  

o f  o c l i o n s b l e  c o n d u c t  a n d  t h e  i d e n t i t y  o f  t h e  s u b p o e n a e d  p a r t y  I s  " c e n t r a l l y  n e e d e d  t o  a d v a n c e  t h a t  c l a i m . 1* i 3 Q 2 i . |  T h i s  s t a n d a r d  i s  f a i r l y  d e f e r e n k l a l . t o  t h e  p l a i n t i f f ' s  I n t e r e s t  

i n  s e e k i n g  r e d r e s s  t o r  a l l e g e d  h a r m s .  [ 3 0 3 ^ 1

A t ' t h e  o t h e r  e n d  o f  t h e  s p e c t r u m  i s  t h e  ' ' s u m m a r y  j u d g m e n t *  s t a n d a r d  e s t a b l i s h e d  b y  t h e  Supreme C o u r t  o f  D e l a w a r e  in  D o e  v . . C a h i l l .  [ 3 Q A ± )  A  p u b l i c  o f f i c i a l  s o u g h t  t o  

e x p o s e  t h e  I d e n t i t y  o f  a n  o n l i n e  p o s t e r  w h o ’ a l l e g e d l y  m a d e  d e f a m a t o r y  r e m a r k s  o n  a  n e w s p a p e r  b l o g  l a m b a s t i n g  t h e  o f f i c i a l ' s  " f a i l e d  l e a d e r s h i p '  a n d  " c h a r a c t e r  f l a w s . "

[ 3 0 5  A f T h e  t r t a l  c o u r t  a d o p t e d  t h e .  " g o o d  f a i t h "  s t a n d a r d  a n d  h e l d  t h a t  t h e  o f f i c i a l  c o u l d  s u b p o e n a  t h e  s p e a k e r ' s  ) S P  f o r  h i s  i d e n t i f y i n g  I n f o r m a t i o n .  j 3 0 f i . i l  O n  D o e ' s  

I n t e r l o c u t o r y  a p p e a l ,  t h e ’ s t a t e *  s u p r e m e  c o u r t  e x p r e s s e d  c o n c e r n  t h a t  s e t t i n g  t h e  s u b p o e n a  s t a n d a r d  t o o  l o w  m a y  c a u s e  o n l i n e  a c t o r s  t o ' s e l f - c c n s o r  o u t  o f  f e a r  o f  f u t u r e  

l i a b i l i t y .  { 3 - 0 7 A j  A  " s u e  f i r s t ,  a s f c q u c s U o n s  l a t e r "  a p p r o a c h  a n d  a  m i n i m a l l y  p r o t e c t i v e  s u b p o e n a  s t a n d a r d  c o u l d  a c t  t o  " d i s c o u r a g e  d e b a t e  o n  i m p o r t a n t  i s s u e s  o f  F 9 2 7 ]

. D u b i i c . c o n c e m . "  j 3 0 8 i . l  F i n d i n g . t h e  g o o d  f a i t h  s t a n d a r d  t o o  e a s i l y  m e t ,  t h e  c o u r t  a d o p t e d  a  s t r i c t e r  ' s u m m a r y  j u d g m e n t "  s t a n d a r d .  | 3 0 9 J ; | U n d e r  t h i s  s t a n d a r d ,  a  p l a i n t i f f  

s e e k i n g  t o  e x p o s e  a n  a n o n y m o u s  d e f e n d a n t  m u s t  p r o v i d e  p r l m a  f a c i e  e v i d e n c e  o f  h i s  c l a i m  a n d  m a k e  r e a s o n a b l e  e f f o r t s  t o  n o t i f y  t h e  d e f e n d a n t  o f  a  s u b p o e n a  o r  a p p l i c a t i o n  

T o r c o u r t  o r d e r .  | 3 1 0 A l  B e c a u s e  t h e  . p t a l n t i f f  w o u l d  h a v e  e a s y  a c c e s s  t o  p r o o f  o f  m o s t  o f  t h e  e l e m e n t s  o f  t h e  c l a i m ,  t h e  c o u r t  s a i d ,  i t  w o u l d  n o t  b e  o v e r l y  b u r d e n s o m e  t o  

r e q u i r e  p n m a  f a c i e  p r o o f  b e f o r e  d i s c l o s i n g  t h e  d e f e n d a n t ' s  i d e n t i t y .  ( 3 1 1  i i )

T h e  U . S . C p u r t  o f  A p p e a l s  f o r  t h e  D i s t r i c t  o f  C o l u m b i a  C i r c u i t  r e c e n t l y  a d o p t e d  a  s t a n d a r d  v e r y  n e a r  t h e  C a h i l l  s u m m a r y  j u d g m e n t  s t a n d a r d .  | 3 t 2 ± {  I n  S o i e r s ,  i n c .  v ,  D o e ,  a  

V i r g i n i a  c o r p o r a t i o n  s u b p o e n a e d  a  t r a d e  a s s o c i a t i o n  f o r  t h e  i d e n t i f y i n g  i n f o r m a t i o n  o f  a  t i p s t e r  w h o  h a d  f a f s e f y  a l l e g e d  t h a t  t h e  c o r p o r a t i o n  v i o l a t e d  c o p y r i g h t  l a w  by using.' 

u n l i c e n s e d  s o f t w a r e .  1 3 X 3  £  [- U n l i k e  o t h e r  d e f a m a t i o n  c a s e s ,  t h e  D o e  d e f e n d a n t  h a d  n o t  p a s t e d  h i s  a c c u s a t i o n  o n  a n  I n t e r n e t  m e s s a g e  b o a r d  b u t  h a d  r a t h e r  s e n t  a  p e r s o n a l  

m e s s a g e  u s i n g  t h e  t r a d e  a s s o c i a t i o n ' s  w e b  s i t e .  ( 3 i 4 J t [  D e s p i t e  t h i s  f a c t u a l  d i f f e r e n c e ,  a n d  t h e  r e c o g n i t i o n  t h a t  a  t r i a l  c o u r t  m a y  n e e d  t o  m o d i f y  t h e  t e s t  ' d e p e n d i n g  on t h e  

t y p e  o f  i n j u r y  a l l e g e d , '  | 3 l S ± |  t h e  c o u r t  a d o p t e d  a  s u m m a r y  j u d g m e n t  s t a n d a r d .  ) 3 i 6 ± |  T h e  S o i e r s  t e s t  r e q u i r e d  t h a t  t n e  p l a i n t i f f  ( l )  a d e q u a t e l y  p l e a d  t h e  e l e m e n t s  o f  h i s  

c l a i m  a n d  o f f e r  e v i d e n c e  c r e a t i n g  a  g e n u i n e  I s s u e  o f  m a t e r i a l  f a c t  o n  e v e r y  e l e m e n t  w l t f u n  h i s  c o n t r o l :  ( 2 )  u s e  r e a s o n a b l e  e f f o r t s  t o  n o t i f y  t h e  d e f e n d a n t  o f  t h e  s u b p o e n a ;

( 3 )  s h o w  t h a t ’ t h e  i n f o r m a t i o n  s o u g h t  w o u l d  e n a b l e  t h e  p l a i n t i f f  t o  p r o c e e d  w i t h  h i s  l a w s u i t ;  1 3 1 7  2 ;  [- a n d  ( 4 )  d e l a y  f a r t h e r  a c t i o n  t o  a l l o w  t h e  d e f e n d a n t  a  r e a s o n a b l e  t i m e  t o  

m o v e  t o  q u a s h  t h e  s u b p o e n a .  ( 3 1 6

( 9 2 8 ]  B e t w e e n  t h e  s t r i n g e n t  " s u m m a r y - j u d g m e n t "  . s t a n d a r d  a n d  t h e  d e f e r e n t i a l  " g o o d  f a i t h "  s t a n d a r d  l i e s  t h e  s t a n d a r d  e s t a b l i s h e d  b y  t h e  U . S .  D i s t r i c t  C o u r t  f o r  t h e  

N o r t h e r n  D l s t r i c t o f  C a l i f o r n i a  i n  C o l u m b i a  I n s u r a n c e  C o .  v .  S c e s c a n B y . c o m .  j 3 i S : j  j A  t r a d e m a r k  o w n e r  s o u g h t  t o  i d e n t i f y  t h e  p a r t y  w h o  s t a r t e d  a  W e b  s i c e  u s i n g  t h e  

o w n e r ' s  r e g i s t e r e d  t r a d e m a r k .  [ 3 2 Q i j T h e  c o u r t  h e l d  t h a t  a  ' m o t i o n  t o  d i s m i s s "  s t a n d a r d  s u f f i c i e n t l y  b a l a n c e d t h e  p a r t i e s '  c o m p e t i n g  i n t e r e s t s .  [ 3 2 1  A j  B y  r e q u i r i n g  t h e  

p l a i n t i f f  t o  p l e a d  a n . a c t i o n a b l e . c l a i m  a n d  o  l i k e l i h o o d  t h a t  t h e  d i s c o v e r y  w o u l d  r e v e a l  t h e  i d e n t i t y  o f t h e  D o e  d e f e n d a n t ,  t h e  s t a n d a r d  w o u l d  h e l p  " t o  p r e v e n t  a b u s e  o f  t h i s  

e x t r a o r d i n a r y  a p p l i c a t i o n  o f  t h e  d i s c o v e r y  p r o c e s s . "  | 3 2 2 A j

W h i l e  t h e s e  s u b p o e n a  s t a n d a r d s  a r e  q u i t e  v a r i e d ,  t h e r e  a r e  c e r t a i n  e l e m e n t s  c o n s i s t e n t  w i t h i n  e a c h .  | 3 2 3 ± j  B e f o r e  u n m a s k i n g  a ,  D o e  d e f e n d a n t ,  m o s t  c o u r t s  r e q u i r e  a  

p l a i n t i f f  t o  p r o v i d e  a d e q u a t e  n o l i c e  t o  t h e  d e f e n d a n t ,  t o  m a t e - s o m e  e v i d e n t i a r y  s h o w i n g  o f  t h e . m e r f t s  o f tils  c f a i n ,  a n d  to e x p l a i n  w h y  t h e  n e e d  t o  e x p o s e  t h e  o n l i n e  . a c t o r ' s  

i d e n t i t y  o u t w e i g h s  t h a t  p e r s o n ' s  F i r s t  A m e n d m e n t  r i g h t  t o ’ a n o n y m o u s  s p a - c h .  j 3 2 4 £ [

B .  T h e  F o u r t h  A m e n d m e n t  P r o v l d i e s  N o  P r o t e c t i o n  t o  T r a n s a c t i o n a l  I n f o r m a t i o n

A l t h o u g h , a n  I n - d e p t h  d i s c u s s i o n  o f  F o u r t h  A m e n d m e n t  j u r i s p r u d e n c e  a s  a p p l i e d  t o  t h e  I n t e r n e t  is o u t s i d e  t h e  S c o p e  o f  t h i s  C o m m e n t ,  } 3 2 5 - & } o n e  c r i t i c a l  c o n c e r n  m u s t  h e  

m e n t i o n e d  I n  l i g h t  o f  t h e  m a n y  c r l m i n a i ' a s s e s  d i s c u s s e d  a b o v e ;  A  c r i m i n a l  d e f e n d a n t  m a y b e  t e m p t e d . t o  a r g u e  t h a t  h e  h a s  a n  o b j e c t i v e l y  r e a s o n a b l e  e x p e c t a t i o n  c r ' o n v a c y  

i n  t h e  s u b s c r i b e r  i n f o r m a t i o n  o n  f i E *  w i t h  f i t s  I S P . . { 3 2 6 X f  T h e  d t f e n d a n c  m a y  r e a s o n  t h a t  h e  d i s c l o s e d  his name, address, broivsing history, and o t h e r  p e r s o n a l  I n f o r m a t i o n  

t o  h i s  t S P  o n l y  f o r , t h e  l i m i t e d ,  p u r p o s e  o f  1 9 2 9 ]  o b t a i n i n g  i n t a m e t  s e r v i c e s  a n d  d i d  n o t  c o n s e n t  t o  t h e  r e l e a s e  o f  t h a t  W o r m a t i o n  t o  t h i r d  p a r t i e s .  { 3 2 7

' T h i s  a r g u m e n t ,  h o w e v e r ,  w o u l d  p r o b a b l y  b e  u n a v a i l i n g .  ’' E v e r y  f e d e r a l  c o u r t  t o  a d d r e s s  t h i s  i s s u e  h a s  h e l d  t h a t  s u b s c r i b e r  I n f o r m a t i o n  p r o v i d e d  t o  a n . I n t e r n e t  p r o v i d e r  i s  

n o t  p r o t e c t e d  . b y  t h e  f o u r t h  A m e n d m e n t ' s  p r i v a c y  e x p e c t a t i o n . "  [ 3 2 8 i . |  U n d e r  t h e  t h i r d  p a r t y  d o c t r i n e ,  a l l  o b j e c t i v e l y  r e a s o n a b l e  e x p e c t a t i o n s  o f  p r i v a c y  a r e  e x t i n g u i s h e d  

w h e n  u s e r s  v o l u n t a r i l y  e x p o s e  d a t a  t o  t h i r d  p a r t i e s . ] 3 2 9 a 1  B e c a u s e  I n t e r n e t  u s e r s  " v o l u n t a r i l y  c o n v e y f }  a l l  t h i s  I n f o r m a t i o n  t o  [ t h e i r ]  I n t e r n e t  a n d  p h o n e  c o m p a n i e s  ^  

[ t h e y ]  a s s u m e [ ]  t h e  r i s k  t h a t  c h o s e  c o m p a n i e s  ( w i l t )  r e v e a l  t h e  i n f o r m a t i o n ' t o  t h e  p o l i c e . "  [ 3 3 0 a |

R.A./69



T h i s  r e s u l t  i s  g e n e r a l l y  i n  a c c o r d a n c c  with sim ilar case t o w  governing t h e  d i s c l o s u r e  o f  i n f o r m a t i o n  v o l u n t a r i l y  e x p o s e d  t o  t e l e p h o n e - o p e r a t o r s  a n d  s i m i l a r  e n t i t i e s .  j 3 3 i i .  

T T i e a p p e r e n t  u n w i l l i n g n e s s  t o  d i s t i n g u i s h  b e t w e e n  o l d e r  t e c h n o l o g y  a n d  t h e  I n t e r n e t  i s  u n d e r s t a n d a b l e .  l 3 3 2 i . j  a s  t h e  S u p r e m e  C o u r t  r e c e n t l y  n o t e d  I n  a  c a s e  e x a m i n i n g  

w h e t h e r  a  g o v e r n m e n t  e m p l o y e e  f j a t f  a  r e a s o n a b l e  e x p e c t a t / o n  c t  p r i v a c y  i n  t h e  t e x t  m e s s a g e s  sent from  h i s  e m p l o y e r - i s s u e d ,  p a g f r o  T h e  j u d i c i a r y  r i s k s  e r r o r  h y  

e l a b o r a t i n g  t o o  f u l l y  o h  t h e  F o u r t h  A m e n d m e n t  I m p l i c a t i o n s  o f  e m e r g i n g  t e c h n o l o g y  b e f o r e  I t s  r o l e  i n  s o c i e t y  h a s  b e c o m e  d e a r . "  1 3 3 3

N e v e r t h e l e s s ,  I t  . m a y  b e ' t i m e ' t o  r a e o m i n e  F o u r t h  A m e n d m e n t  l a w ,  p a r t i c u l a r l y  t h e  t h i r d  p a r t y  d o c t r i n e ,  a s  a p p l f e d  t o  t h e  I n t e r n e t .  [ 3 3 4 . i . |  I n  h i s  f a m o u s d l s s e n t  t o  t h e  

2 9 2 5 ' t t / i r e - z a p p i h g  c a s e  O l m s t e a d V .  U n i f e d  S t a t e s ,  l 3 3 S i j  J u s t i c e  l o n t e  9 r a n ' r i £ i s - » - e x p r e s s e d  c a o c e m  t h a t  " w a y s  m a y  s o m e  d t r y  b e  d e v e l o p e d . b y  w h i c h  t h e  G o v e r n m e n t ,  

w i t h o u t  r e m o v i n g  £ 9 3 0 ]  p a p e r s  f r o m  s e c r e t  d r a w e r s ,  o n  r e p r o d u c e  t h e m  i n  c o u r t ,  a n d  b y  w h i c h  Q  w i l l  b e  e n a b l e d  t o  e x p o s e  t o  a  j u r y  t h e m o s t  I n t i m a t e  o c c u r r e n c e s  o f  

t h e  h o m e . "  f 3 3 6 A j T o d a y ,  w i t h  c u e  help of I S P s ,  t h e  government h a s  e a s y  a c c e s s  t o - r b e s e ‘ p a p e r s ; -  I P  a d d r e s a e s  a l l o w  t h e ' g o v e r n m e n t  [ t o ]  l e a r n  t h e  n a m e s  d f  s t o r e s  a t  

w h i c h  a  p e r s o n  s h o p s ,  t h e  p o l i t i o l , o r g a n i z a t i o n s  a  p e r s o n  f i n d s . i n t e r e s t i n g ,  a  p e r s o n ' s  s e x u a l  F e t i s h e s  a n d  f a n t a s i e s ,  h e r  h e a l t h  c o n c e r n s ,  a n d  s o  o n , "  { 3 3 7  £ ]  b u t  I n t e r n e t  

u s e r s  c u r r e n t l y  h a v e  n o  r e a s o n a b l e  e x p e c t a t i o n  o f  p r i v a c y  Ui c h e  s u b s c r i b e r  d a t a  Jinking, t h i s  I n f o r m a t i o n  b a c k  t o  t h e m  a s  i n d i v i d u a l s .  T o  s a y  t h a t  I n t e r n e t  s u b s c r i b e r s  

v o l u n t a r i l y  e x p o s e d  t h i s  i n f o r m a t i o n  t o  I S P s  I s  s i m p l i s t i c  a n d  m i s l e a d i n g .  A f t e r  a l l ,  t h e  o n l y  w a y  e o  a v o i d  r e l e a s i n g  t h i s  I n f o r m a t i o n  t o  a n  I S P  I s  t o  n o t  u s e  . t h e  I n t e r n e t  a t  

a l l  ] 3 3 8 ± |

I n t e r e s t i n g l y ,  N e w  Jersey c o n s t i t u t i o n a l  l a w m a y  p r o v i d e  a  m o d e l  f o r  u p d a t i n g  t h e l h i r d  p a r t y  d o c t r i n e .  I n  t h e  2 Q 0 8  c a s e  S t a t e  v .  R e i d ,  1 3 3 9  i . 1  t h e  S u p r e m e  C o u r t  o f  N e w  

J e r s e y  h e l d  . t h a t  t h e - ' s t a t e ' s  c o n s t i t u t i o n  a f f o r d s  I t s  c i t i z e n s  a  r e a s o n a b l e  e x p e c t a t i o n  o f  p r i v a c y .  I n  t f t e s u b s c r i b e r  i n f o r m a t i o n - p r o v i d e d  t o  I S P s .  l 3 4 0 i . |  T h e . d e f e n f l a n t  S h i r l e y  

R e f e f  w a s  i n d i c t e d  f o r  s e c o n d - d e g r e e  c o m p u t e r  t h e r t a f t e r  she a J J e g e d l y  l o g p e r t  o n t o  a  W e b  s i t e - b e l o n g i n g  t o  o n e  o f  h e r  e m p l q y e r ' s '  s u p p l i e r s ,  c h a n g e d  h e r  e m p l o y e r ' s ’ 

p a s s w o r d  t o  t h e  s i c e ,  a n d  a l t e r e d  t h e .  e m p l o y e r ' A  s h i p p i n g  a d d r e s s .  [ 3 4 1 - *  | T h e  s u p p H f e r  s u b s e q u e n t l y  i n f o r m e d  R e i d ' s  e m p l o y e r  o f  t h e  c h a n g e s  a n d  p r o v i d e d  I t  w i t h  t h e  I P  

a d d r e s s  W t a t . ' t h e  p e r p e t r a t o r  h a d  u s e d  to. log onto t h e  W e b  . s t r e .  1 3 4 2 2 . 1  T h e  e m p l o y e r  i s s u e d  a  m u n i c i p a l  s u b p o e n a  t o  t h e  a s s o c i a t e d  i S P  a n d  r e c e i v e d  R e i d ' s  n a m e ,  h o m e  

a d d r e s s ,  t e l e p h o n e  n u m b e r ,  a c c o u n t  n u m b e r ,  e - m a i l  a d d r e s s ,  a n d  m e t h o d  o f  p a y m e n t  in ' r e t u r n .  1 3 4 3 . i |

T h e  t r i a l  c o u r t  g r a n t e d  R e i d ' s  m o t i o n  t o  s u p p r e s s  t h e  s u b p o e n a  e v i d e n c e  a n d  t h e  a p p e l l a t e  c o u r t  a f f i r m e d ,  f i n d i n g  v a r i o u s  p r o c e d u r a l  f l a w s  I n  t h e  s u b p o e n a  a n d  c o n c l u d i n g  

t h a t  H e l d  h a d  a  p r o t e c t e d  p r i v a c y  i n t e r e s t  I n  h e r  s u b s c r i b e r  i n f o r m a t i o n .  { 3 4 4 A |  O n  a p p e a l ,  t h e  s t a t e  s u p r e m e  c o u r t  b e g a n  b y  r e c o g n t t i n g  t h a t  t h e  N e w  J e r s e y  c o n s t i t u t i o n  

a f f o r d s  g r e a t e r p r o t ’e e t i o r i  a g a i n s t  u n r e a s o n a b l e  s e a r c h e s  a n d  s e i z u r e s  [ 9 3 1 ]  t h a n  t h a t  p r o v i d e d  b y  t h e  F o u r t h  A m e n d m e n t .  { 3 4 5 & | T h e  c o u r t  r e v i e w e d  S l a k e  v . H u n t ,  

| 3 4 S A j a  1982 c a s e  in  which  t h e  court h a d  e x t e n d e d  p r i v a c y  p r o t e c t i o n  t o  t e l e p h o n e  r e c o r d s  b y  r e a s o n i n g  t h a t  s u c h  I n f o r m a t i o n  w a s  r e l e a s e d  o n l y  a s  a  n e c e s s i t y  f o r  

o b t a i n i n g  p h o n e  s e r v i c e .  | 3 4 7 i . j  A n a l o g i z i n g  I S P  r e c o r d s  t o  t h o s e  m a i n t a i n e d  b y  p h o n e  c o m p a n i e s  a n d  b a n k s ,  t h e  R e i d  c o u r t  r e a s o n e d  t h a t  i n t e r n e t  u s e r s  s h o u l d  n o t  l o s e  

t h e i r  p r i v a c y  I n t e r e s t  I n  i n f o r m a t i o n  t h a t  ( h e y  m u s t  r e l e a s e  i n  o r d e r  t o  o b t a i n  I n t e r n e t  s e r v i c e .  | 3 4 6 ± )

i n  t h e  w o r l d  o f  t h e  I n t e r n e t ,  t h e  n a t u r e  o f  t h e  t e c h n o l o g y  r e q u i r e s  i n d i v i d u a l s  t o  o b t a i n  a n  I P  a d d r e s s  t o  a c c e s s  t h e  W e b .  u s e r s  m a k e  d i s c l o s u r e s  t o  I S P s  f o r  t h e  l i m i t e d  

g o a l  o f  u s i n g  t h a t  t e d i n o l o g y  a n d  n o t  t o  p r o m o t e  t h e  r e l e a s e  o f  p e r s o n a l  I n f o r m a t i o n  t o  o t h e r s .  U n d e r  o u r  p r e c e d e n t s ,  u s e r s  a r e  e n t i t l e d  t o  e x p e c t  c o n f i d e n t i a l i t y  u n d e r  

t h e s e  c i r c u m s t a n c e s .  | 3 4 9 A }

W h i l e , a d o p t i n g  a  V i e w p o i n t  c l o s e r  t o  t h a t  e x p r e s s e d  i n  R e i d  w o u l d  r e q u i r e  s i g n i f i c a n t  r e t o o l i n g  o f  F o u r t h  A m e n d m e n t  J u r i s p r u d e n c e ,  s u c h  c h a n g e s  m a y  b e  n e c e s s a r y ,  A s  

O r i n  K e r r ,  p r o f e s s o r  a t  G e o r g e  W a s h i n g t o n  U n i v e r s i t y  L a w  S c h o o l ,  r e c e n t l y  c o n c l u d e d ,  T h e  a p p l i c a t i o n  o f  t h e  F o u r t h  A m e n d m e n t  t o  c o m p u t e r  n e t w o r k s  w l t f  r e q u i r e  

c o n s i d e r a b l e  r e t h i n k i n g  o r  p r e e x i s t i n g  l a w  ... | 3 5 0 ± |

C .  R e c o g n i z i n g '  I P  A d d r e s s e s  a s  P l l  Win H e l p  P r o t e c t  O n l i n e  I d e n t i t y

U n s u r p r i s i n g l y ,  t h e  b u r d e n  o f  i n c o r p o r a t i n g  I P  a d d r e s s e s  I n t o  t h e  w i d e  a n d  v a r i e d  f r a m e w o r k  o f  p r i v a c y  t a w  w o u l d  i t s e l f  b e  w i d e l y  d i f f e r e n t  d e p e n d i n g  u p o n  t h e  c o n t e x t .  

S o m e  s t a t u t e s  a n t i c i p a t e  t h e  a d d i t i o n  ^ c a t e g o r i e s  of. d a t a  t o  t h e  i t s :  o f Pll. C O P P A ,  f o r  e x a m p l e ,  l i s t s  u n d e r  i t s  d e f i n i t i o n  Df p e r s o n a l  i n f o r m a t i o n ' " a n y  o t h e r  I d e n a f l e r  t h a t  

t h e  C o m m i s s i o n  d e t e r m i n e s  p e r m i t s ' t h e  p h y s i c a l  o r  o n l i n e  c o n t a c t i n g  o f  a  s p e c i f i c  I n d i v i d u a l . "  ( 3 5 1 * 3 T h e  F a l s e  i d e n t i f i c a t i o n  C r i m e  C o n t r o l  A c t  i n c l u d e s  a  " u n i q u e  e l e c t r o n i c  

I d e n t i f i c a t i o n  n o m b e r ,  a d d r e s s )  o r  r o u t i n g  c o d c ”  a s  a  m e a n s  o f  I d e n t i f i c a t i o n .  | 3 S 2 ± [ F o r  t h e r e  a n d  similar s t a t u t e s ,  no c h a n g e  n e e d  b e  m a d e  o t h e r  t h a n  a n  e x p l i c i t ,  

r e c o g n i t i o n  t h a t  a n  I P  a d d r e s s  m a y  b e  p e r s o n a l l y  I d e n t i f i a b l e  a n d  o t h e r w i s e  m e e t s  t h e  c r i t e r i a  o f  d a t a  w o r t h  p r o t e c t i n g .

1 9 3 3 ]  - O t h e r ,  s t a t u t e s  w o u l d  r e q u i r e  s u b s t a n t i a l  a m e n d m e n t .  T h e  S t o r e d  C o m m u n i c a t i o n s  A c t ,  f o r  e x a m p l e ,  a l l o w s  " b a s i c  s u b s c r i b e r  i n f o r m a t i o n . *  | 3 5 3  ± j  i n c l u d i n g  " a n y  

t e m p o r a r i l y  a s s i g n e d  n e t w o r k  a d d r e s s , "  t o  b e  o b t a i n e d  w i t h  a  mere s u b p o e n a .  j 3 5 ~ 4 A ]  T o  p r o t e c t  t h e  u s e r ' s  o n l i n e  I d e n t i t y  a s  e x p o s e d  b y  a n  I P  a d d r e s s ,  t h i s  c a t e g o r y  o f  

e a s i l y  a c c e s s i b l e  i n f o r m a t i o n  c o u l d  b e  r e m o v e d .  S u c h  a n  a m e n d m e n t  c o u l d  b e  i n  a c c o r d a n c e  w i t h  t h e  A c t ' s  p u r p o s e :  t o  p r o t e c t  t h e  c o n t e n t  o f  s t o r e d  e - m a i l .  { 3 5 S  i.  

l i m i t i n g  a c c e s s  t o  a  u s e r ' s  I P  a d d r e s s  w o u l d  l i k e w i s e  p r e v e n t  t h e  e a s y  c o r r e l a t i o n  of a n  i n d i v i d u a l  t o  t h e  c o n t e n t  o f  h i s  o n l i n e  a r t i v t t y .  | 3 5 6 « f c j

O n c e  p r o t e c t e d  b y  s t a t u t e ,  t n e  I P  a d d r e s s  w o u l d  b e  s u b j c c t  t o  t h e  a p p l i c a b l e  s u b p o e n a  s t a n d a r d s .  A s  d i s c u s s e d  a b o v e ,  t h e s e  s t a n d a r d s  w o u l d  p r o v i d e  v a r y i n g  d e g r e e s  o f  

p r o t e c t i o n  t o  t h e  o n l i n e  ! s p 6 3 k e r * s  i d e n t i t y .  | 3 5 7 A j T h l s  m a y  b e  a  d e s i r a b l e  r e s u l t .  T h e  s t a t u t e s  w e # e  e n a c t e d  f o r  p a r t i c u l a r  p u r p o s e s  { 3 5 o Z j  a n d  a l r e a d y  s t r i k e  a  b a l a n c e  

b e t w e e n  t h e  p f a i n o f f s  and defendants Interests. T h e  D M C A ,  f o r  e x a m p l e ,  a l l o w s  s u b p o e n a s  t o  ‘ e x p e d i t i o u s l y  I s s u e '  i n  o r d e r  t o  p r o t e c t  t h e  r i g h t s  o f  c o p y r i g h t  o w n e r s .  

| 3 5 5 ± { T h e  s t a n d a r d  w e i g h s  I n  f a v o r  o f  t h e  p l a i n t i f f  c o p y r i g h t  o w n e r  w h o  d e s i r e s  t o  q u i c k l y  S l o p  t h e  d i s t r i b u t i o n  o f  h i s  i n t e l l e c t u a l  p r o p e r t y .  T h e  V i d e o  P r i v a c y  P r o t e c t i o n  

A r t .  o r v t h e  o t h e r  h a n d ,  r e q u i r e s . a  h i g h e r  s h o w i n g  c f  c o m p e l l i n g  n e e d  a n d  a m p l e ' n o t i f i c a t i o n  t o  t h e  s u b j e c t  1 3 6 0 ± )  T h i s  b a l a n c e  s u g g e s t s  t h a t  t h e  r e l e a s e  o f  v i d e o  r e n t a r  

r e c o r d s - . i s  l e s s  i m p o r t a n t  t o  t h e  p l a i n t i f f ,  l e s s  t i m e - s e n s i t i v e ,  a n d .  m a r e  p r i v a t e ' .

S p e c i f i c a l l y  r e c o g n i z i n g  T P  a d d r e s s e s  a s ’ P I I  s h o u l d  n o t  a l t e r  t h e s e  b a l a n c e s *  P r o v i d i n g  d u e  r e s p e c t  f o r  t h e  p o w e r  o f  o n  I P  a d d r e s s  t o  I d e n t i f y  a n  i n d i v i d u a l  w o u r d ,  h o w e v e r ,  

p r o v i d e  a  b e t t e r  g u i d e  h r  c o u r t s '  a n a l y s e s  a n d  c o u l d  a l t e r  t h e ' o u t c o m e  o f  d o s e  c a s e s .  T h e  2 0 0 8  c a s e  V i a c o m  v .  Y o u T u b e  [ 3 G 1  * ! )  p r e s e n t s  a  p e r t i n e n t  e x a m p l e .  V i a c o m  a n d  

o t h e r  c o p y r i g h t  o w n e r s  s u e d  Y o u T u b e ,  o n  d i r e c t ,  v i c a r i o u s ,  a n d ; c o n t r l b u t o r y , I n f r i n g e m e n t  t h e o r i e s  f o r  a l l o w i n g  u s e r s  U r  u p l o a d  a n d  [ 9 3 3 ]  v i e w  t h e i r  c o p y r i g h t e d  v i d e o s  o n  

t h e 1. Y o u T u b e  W e b  s i t e .  | 3 S 2 ± j  During d i s c o v e r y ,  W a c o m  s o u g h t  Y o u T u b e ' s  l o g g i n g  d a t a b a s e ,  w h i c h  l i n k e d  U s e r  I D s  a n d  T P  a d d r e s s e s  t o  t h e  v i d e o s  t h a t  e a c h  u s e r  h a d  

v i e w e d  o r  u p l o a d e d .  | 3 6 3 A |  Y o u T u b e  s o u g h t  t h e  p r o t e c t i o n  o f  t h e  V i d e o  P r i v a c y  P r o t e c t i o n  A c t ,  a r g u i n g  t h a t  r e l e a s i n g  t h e  d a t a  w o u l d  a l l o w  V T a c o m  t o  d e t e r m i n e  t h e  v i e w i n g  

a n d  u p l o a d i n g  h a b i t s  o f  i n d i v i d u a l  u s e r s .  | 3 S 4 A ) T h e  d i s t r i c t  c o u r t  r e f u s e d  t o  a p p l y ,  t h e  A c t ,  r e a s o n i n g  . t h a t  Y o u T u b e ' s  p r i v a c y  c o n c e r n s  w e r e  s p e c u l a t i v e  b e c a u s e  t h e  I D s .  a n d  

I P  a d d r e s s e s  c o u l d  n o l i  t n ’ t h e m s e l v e s  i d e n t i f y .  I n d i v i d u a l s .  | 3 6 5 i . | T h e  c o u r t  s u b s e q u e n t l y  g r a n t e d  p r o d u c t i o n  o f  t h e  d a t a b a s e .  [ 3 6 6  i . |

G i v e n  t h e  a b i l i t y  o f  I P  a d d r e s s e s  t o ' i d e n t l f y  u s e r s ,  Y o u T u b e ' s  a r g u m e n t  s h o u l d  h a v e  b e e n  g i v e n  g r e a t e r  w e i g h t .  A r m e d  w i t h  Y o u T u b e ' s  d a t a b a s e .  V i a c o m  c o u l d ,  f o r  

e x a m p l e , . c h e e s e  t h e  t o p  o n e  h u n d r e d . I P  a d d r e s s e s  u s e d  t o  u p l o a d  I t s  c o p y r i g h t e d  m a t e r i a l .  V i a c o m  c o u l d  o b t a i n  t h e  n a m e s ,  a d d r c s s o s ,  a n d  o t h e r  p e r s o n a l  i n f o r m a t i o n  o f  

t h e  . u s e r s  t i e d  t o  t h o s e  I P  a d d r e s s e s  b y  I s s u i n g  s u b p o e n a s  t o  t h e  a p p r o p r i a t e  I S P s .  T h e  c o m p a n y  c o u l d ,  t h e n  s u e  t h o s e  u s e r s  d i r e c t l y  f o r  c o p y r i g h t  i n f r i n g e m e n t  i n  t h e  s a m e  

w a y  t i r a t . t h e  R 1 A A  h a s .  s u e d  individual f i l e - s h a r e r s .  }357 i . {  W h i l e  Y o u T u b e  a c t i v i t y  s h o u l d  p r o b a b l y  n o t  b e  h i d d e n  b e h i n d  t h e  V i d e o  P r i v a c y  P r o t e c t i o n  A c t ,  w h i c h  e x i s t s  t o  

p r o t e c t  t h e  r e c o r d s  o f  l e g i t i m a t e  v i d e o  r e n t a l s ,  t h e  c o u r t ' s  a n a l y s i s  w o u l d  h a v e  b e e n  b e t t e r  s e r v e d  b y  r e c o g n i z i n g  t h a t  t h e  l o g g i n g  . d a t a b a s e  w o u l d  a l l o w  V i a c o m  t o  I d e n t i f y  

p a r t i c u l a r  Y o u T u b e  u s e r s  a n d  t h e i r  v i e w i n g  n o b i t s .  G i v i n g  V i a c o m  a c c e s s  c o  s u c h  a  d a t a b a s e  I s  n o t  a  t r i v i a l  m a t t e r ,  a n d  I t  d e s e r v e d  t h e  c o u r t ' s  c o n s i d e r e d  e n a l y s i t  o f  

w h e t h e r  V i a c o m ' s  i n t e r e s t  i n  C r a c k i n g  d o w n  c o p y r i g h t  I n f r l n g e r s o u t v / e i g h e d  t h e  p r i v a c y  i n t e r e s t s  o f  p o t e n t i a l l y  m i l l i o n s  o f  u s e r s  w h o  w o u l d  b e  l i n k e d  t o  t h e  c o n t e n t  t h e y  h a d  

v i e w e d  o n  t h e  W e b  s f t e . f 3 6 S A j

R e c o g n i z i n g  t h e  a b i l i t y  o f  a n  i p  a d d r e s s  t o  I d e n t i f y  a n  i n d i v i d u a l  w i l l  a J s o . i e  i m p o r t a n t  f o r  a  c o u r t ' s  a n a l y s i s  w h e n  it m u s t  b a l a n c e  t h e  p a r t i e s '  c o m p e t i n g  i n t e r e s t s  a b s e n t  a  

s t a t u t o r y  s u b p o e n a  s t a n d a r d .  I n  s o m e  c i r c u m s t a n c e s ,  m o r e  m a y  b e  a t  s l a k e  t h a n  m e r e l y  i d e n t i f y i n g  t h e  d e f e n d a n t :  w h e n e v e r  a  p l a i n t i f f  c o m p e l s  t h e  p r o d u c t i o n  o f  l o g s  t h a t  

[ 9 3 4 ]  I d e n t i f y  . I P  t r a f f i c ,  u s e r s  m a y  b e  a s s o c i a t e d  w i t h  t h e . c o t i t e n c o f  t h e i r  , o n l i n e  a c t i v i t y ,  j s s o i i )

A d e q u a t e l y  p r o t e c t i n g  t h e  o n l i n e  a c t o r ' s  I n t e r e s t  r e q u i r e s  t h a t  o n e  o f  t h e  m o r e  s t r i n g e n t  s u b p o e n s s t a n d a n J s  b e  a p p l i e d  j 3 7 0 ^ 1  T h e  S o i e r s  t e s t ,  w h i c h  r e q u i r e s  t h e  p i a t n t l f T

R.A./70



t o  m e e t  t h e  s u m m a r y  j u d g m e n t  s t a n d a r d  a n d  u s e  r e a s o n a b l e  e f f o r t s  t o  p r o v i d e  n o t i c e  t o  t h e  d e f e n d a n t ,  | 3 7 - l A j  w o u l d  e n s u r e . t h a t  t h e  p l a i n t i f f s  I n t e r e s t  i n  e x p o s i n g  t h e  

d e f e n d a n t  o u t w e i g h s  t h e  d e f e n d a n t ' s  i n t e r e s t  I n  r e m a i n i n g  a n o n y m o u s .  S y  requiring a  p l a i n t i f f  t o  m a t e  a  s i g n i f i c a n t  s h o w i n g  o f  h i s  - c a s e ,  a  c o u r t  w o u l d  d e t e r  t h e  m i s u s e  o f

• t h e  d i s c o v e r y  p r o c e s s 1 t o  e x p o s e  o n l i n e  a c t o r s  m e r e l y  f o r  e x t r a j u d i c i a l  r e t r i b u t i o n  o r  s p e e c h  s u p p r e s s i o n .  j 3 7 2 - . f. |  P r o v i d i n g  t h e  d e f e n d a n t  n o t i c e  o f  t h e  s u b p o e n a ,  a n d  

s u f f i c i e n t  t i m e  t o  s u b m i t . 8  m o t i o n  t o  q u a s h  w o u M  e n s u r e  t h a t - a  d e f e n d a n t  \ u l t h  i m p o r t a n t  p r i v a c y  c o n c e r n s  i s  a f f o r d e d  a n  . o p p o r t u n i t y  t o  p r o t e c t  h i s  i n t e r e s t s .  \T33±.[

F i n a l l y ,  r e c o g n i z i n g  t h e  r e a f l t y o f w h a t  a n  J P a d d r a s s  c a n  d o  w o u l d  s u p p o r t  r e e a a m i n i n g  t h e  a p p l i c a t i o n  o f  F o u r t h  A m e n d m e n t  l a w  t o  t h e s e  s i t u a t i o n s .  C a s e s  t h a t  h o i s  

u s e r s  h a v e  n o  F o u r t h  A m e n d m e n t  I n t e r e s t  i n  t h e  i n f o r m a t i o n ,  v o l u n t a r i l y  e x p o s e d  t o  I S P s  h a v e  v i e w e d  1 ?  a d d r e s s e s  a s  t r a n s a c t i o n a l  d a t a . . s i m i l a r  t o  a .  l i s t i n g  o f  t h e  

t e l e p h o n e  n u m b e r s  a . p a r t i c u l a r  u s e r  d i a l e d !  | 3 7 4 A |  A s  t h i s  C o m m e n t  . h a s  d i s c u s s e d , ' h o w e v g f ,  I P  a d d r e s s e s  a r e  m o r e  l i k e l y  t o  d i s c l o s e  t h e  c o n t e n t  o f  a  u s e r ' s  o n l i n e  

a c t i v i t y .  A l t h o u g h  r e d i a l i n g  a  p h o n e ' n u m b e r  m a y  n o t  r e v e a l ' t h e  c o n t e n t  o f  t h e  . u s e r ' s  p r e v i o u s  c o n v e r s a t i o n .  ? 3 7 S i . l  b r o w s i n g  f o r  t h e  p a r t i c u l a r  I P  a d d r e s s  m a y  r e v e a l  r h a t  

t h e  u s e r  v i s i t e d  a  s o c i a l l y  u n p o p u l a r  W e b  s i t e  o r  e v e n  o n e  t h a t  c o n t a i n e d  c r i m i n a l i z e d  m a t e r i a l .  T h i s  p o s s i b i l i t y  m e a n s  t h a t ,  i n  s e m e  c i r c u m s t a n c e s ,  J P  a d d r e s s e s  o r e  m o r e  

a k i h ; t o  t h e  c o n t e n t  o f  c o m m u n i c a t i o n s  t h a n  t h e y  a r e  t r a n s a c t f o n a t . d a t a  a n d  s h o u l d  i r e  p r o t e c t e d  a p p r o p r i a t e l y .

W h a t e v e r  t h e  c o n t e x t ,  c o u r t s  s h o u l d  r e c o g n i z e  t h e  v a l u e  a n d  I m p o r t a n c e  o f  I P  a d d r e s s e s  t o  o n l i n e  c o n d u c t  a n d  t h e  l i t i g a t i o n  t h a t  a r i s e s  [9 3 5 ]  out o f  t h a t  a c t i v i t y .  A n  I p  

■ a d d r e s s  m a y  b e . n o  m o r & t h a n  a  n u m b e r ,  b u t  i t  m a y  b e  a s s o c i a t e d  w i t h  a  p a r t i c u l a r  i n d j v i d u a f l n  t h e  i s a m e  m a n n e r  a s - a  h o m e  a d d r e s s  o r  t e l e p h o n e  n u m b e r ,  p i e c e s  o r  d a t a  

t h a t  a r e  c o n s i s t e n t l y  p r o t e c t e d  a s  p e r s o n a l .  I n '  f a d : ,  I P  a d d r e s s e s  g o  f u n n e r  b y  l i n k i n g  u s e r s  t o  t h e i r  o n l i n e  a c t i v i t i e s ,  a s  t h e  t e c h n o l o g y  p r o g r e s s e s ,  t h e  n w e l i h a o d  o f  

I d e n t i f y i n g  a  u s e r  w i n  i n c r e a s e :  w i t h  t h e  n e w  I P v f i  p r o t o c o l ,  m o s t  d e v i c e s  c o n n e c t e d  t o  t h e  i n t e r n e t  w i l l  h a v e  a  u n i q u e ,  s t a t i c  a d d r e s s  t h a t  c a n  d i s t i n g u i s h  t h a t  d e v i c e  

a n y w h e r e  i n  t h e  w o r l d .  ( 3 7 6 4 1  T h e  t e c h n i c a l  h u r d l e s  w i l l  b e  r e m o v e d ,  a n d  a l l  o n l i n e  a c t i v i t y  w i l l  b e  l i n k e d  t o  p a r t i c u l a r  l a p t o p s ,  c o m p u t e r s ,  c e l l  p h o n e s ,  P D A s ,  a n d  t h e i r  

u s e r s .  | 3 7 7 d ]

R e c o g n i s i n g  a n  I P  a d d r e s s  a s  p e r s o n a l  d a t a  s h o u l d  j i a t  c r e a t e  e  b l a n k e t  o f  a n o n y m i t y  o n l i n e .  C r i m e s  a n d  c i v i l  w r o n g s  a r e  c o m m i t t e d  o n l i n e  e v e r y  d a y ,  a n d  t h o s e  h a r m e d  

b y  t h e s e . a c t i d n s  d i s s e r v e  t h e  a p p r o p r i a t e  r e m e d i e s .  N e v e r t h e l e s s ,  c o u r t s  n e e d  t o  b e  a b l e  t o  f a c t o r  o n l i n e  p r i v a c y  concerns Into t h e i r  b a l a n c i n g  o f  l i t i g a n t s :  i n t e r e s t s . . T h e  l l r s t  

s t e p  I n  . I m p r o v i n g  t h a t  b a l a n c i n g  a n a l y s i s  i s  r e c o g n i z i n g  t h a t  I P  a d d r e s s e s  c a n  o f t e n  b e  t r a e e d  b a c k  t o  o n l i n e  a c t o r s  a n d  s h o u l d ,  t h e r e f o r e ,  b e  c o n s i d e r e d  p e r s o n a l l y  

i d e n t i f i a b l e  l o f o r m a b o n .

V .  C o n d u s l o n

I n  m l d - 2 0 0 3 ;  t h e  R 1 A A  o b t a i n e d  s e v e n t y - f i v e  s u b o o e i i a s  e v e r y  d a y ; ,  e a c h  u s i n g  a n  t P .  a d d r e s s  t o  u n m a s f c  t h e  i d e n t i t y  o f  a n  a l l e g e d '  d o w n l o a d e r  o f Illegal m usk files. f 3 7 B i .  

M a n y  s u c h . s u b p o e n a s  a r e  i s s u e d  a s  a m a t t e r  o f  c o u r s e ,  [ 3 7 9 ■ & [  ' a n d  w h i t e  s o m e  c o u r t s  h a v e  e x p r e s s e d - c o n c e r n  f o r  t h e  a n o n y m o u s  o n l i n e  s p e a k e r ,  o t h e r s  h a v e  u n i r o r m i y  

g r a n t e d  s u b p o e n a s  w l l l i o u t  J u d l d a J  o v e r s i g h t .  l 3 S 0 . i l O f t e n ,  t h e  s p e a k e r ' s  p r i v a c y  c o n c e r n s  a r e  n e v e r  a d d r e s s e d .  1 3 8 1  & !

W h e n  c o u r t s  d o e O T » m ) n e  p r i v a c y  i n t e r e s t s ,  h o w e v e r ,  t h e y  o f t e n  s t r u g g l e  t o  f i n d  t h e  proper b a l a n c e  b e t w e e n  a  d e f e n d a n t ’s  r i g h t  t o  r e m a i n  a n o n y m o u s  a n d  a  p l a i n t i f f s  r i g h t  

t o  d u e  p r o c e s s  of l a w .  f j a i ^ l T h f c  s t r u g g l e  d e m o n s t r a t e s  t h e  I m p o r t a n c e  o f  T P  a d d r e s s e s :  a r m e d  w i t h  a n  I P  a d d r e s s ,  a  c o o p e r a t i n g  1 5 P ,  a n d  a n  I P  a d d r e s s  l o g ,  a n y  

l l t i g a n t c a n - . d e t e r m l n e  t h e  I d e n t i t y  o f  a n , o n l i n e  s p e a k e r .  U k e  a  S o c i a i  S e c u r l t y .  n u m b e r ,  h o m e  a d d r e s s ,  o r  t e l e p h o n e  n u m b e r ,  a n  I P  a d d r e s s  i s  o f t e n  [ 9 3 6 ]  c o r r e l a t e d  t o  

t h e  i d e n t i f y i n g  i n f o r m a t i o n  o f  a  p a r t i c u l a r  I n d i v i d u a l .  A l t h o u g h  t h e  p e r s o n a l  I n f o r m a t i o n  o n  n i e  w i t h  a n  I S P  m a y  n o t  a l w a y s  b e  t n e  a c t u a l  s p e a k e r ' s  n a m e ,  i d e n t i f y i n g  t h e  

I n t e r n e t  s u b s c r i b e r  w i l l  u s u a l l y  b e  e n o u g h  t o  n a r r o w  t h e  s e a r c h  t o  a - s m a l l  n u m b e r . o f  i n d i v i d u a l s ,  s u c h  a s  m e m b e r s  o f  a  p a r t i c u l a r  h o u s e h o l d .  ) 3 3 3 A |

D e s p i t e  s o m e  t e c h n i c a l  s h o r t c o m i n g s ,  t h e  I P  a d d r e s s , i s  m o r e  o f t e n  t h a n . n o t  a b l e  t o  e x p o s e  t h e  p e r s o n  b e h i n d  t h e  c o m p u t e r .  A s  t h e  t e c h n o l o g y  p r o g r e s s e s ,  I P  a d d r e s s e s  

w i l l  b e  e v e n  m o r e ' c o n s i s t e n t l y  t i e d  t o  i n d i v i d u a l  d e v i c e s  a n d  t h e i r  u s e r s .  I f  c o u r t s  a r c  w i l l i n g  t o  p e r m i t  t h i s  c o r r e l a t i o n  t o  p r o v i d e  p r o b a b l e  c a u s e  t o  s u s p e c t  a n  I n d i v i d u a l  o f  

o n l i n e  a c t i v i t y ,  o r  t o  s e r v e  a s  c i r c u m s t a n t i a l  e v i d e n c e  t e n d i n g  t o  p r o v e  a  d e f e n d a n t ’s  l i a b i l i t y -  f o r  o n l i n e  c o n d u c t ,  t h e y  s h o u l d  a l s o  b e  w i l l i n g  t o  c o n s i d e r  t h e  p r i v a c y  I n t e r e s t s  

I n v o l v e d .  P r o t e c t i n g  IP a d d r e s s e s  ss personally I d e n t i f i a b l e  i n f o r m a t i o n -  w i l l  a s s i s t  c o u r t s  i n  p r o p e r l y  c o n s i d e r i n g  t h e s e  I n t e r e s t s  a n d  i n  b a l a n c i n g  t h e  l i t i g a n t s '  e x p e c t a t i o n s  

o f  o n l i n e  p r i v a c y .
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[ B T i i n d e e d ' ,  ' t h e  a d v e n t  o f  t h e  c o m p u t e r  m e a n s  ... w e  h a v e  t h e  a b i l i t y  t o  b e  m o r e  i n t r u s i v e  t h a n  e v e r  b e f o r e . ’  5 .  R e p .  N o .  1 0 0 - 5 9 9 .  a t  6  ( 1 9 3 8 ) ,  S e e  a l s o  I n f r a  n o t e s -  

3 2 5 - 5 0  a n d  a c c o m p a n y i n g  t e x t .

R.A./71
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n e t w o r k  f u n c t i o n a l i t y ) .

I l 3. » f u m t w i ' ^ t f l r p < v .  S te k » e r _ 3J f t  F .3d i f l 39̂ 1<W3 M ' i t h  P r . 30n 3V

S w i w .

| - t 3 T | . 5 e e  S t a t e s ! .  R e t d .  1 9 4  A .  2d  2 6 .  3 3  f > l . i _ 2 0 0 3 n " W i m  a  C o m p l e t e  f i s t i n g  o f  t P  a d d r e s s e s , . o n e  c a n  t r a d e  a  p e r s o n ' s  I n t e r n e t  u s a g e . * ) ;  B e r m a n  B >  M u l l i g a n ,  

s u p r a  n o t e  1 0 ,  a t  5 5 8 ;  S o l o v e ,  S u p r a  n o t e  9 ,  a t  l  L 4 S .

t l 4 7 l S e e  O s c a r  H .  G a n d y ,  3 r . ,  E x p l o r i n g  I d e n t i t y  a n d  I d e n t i f i c a t i o n  I n  C y b e r s p a c e ,  1 4  N o t r e  D ' a m e J . L .  E t h i c s  &  P u t ) .  P o r y  1 0 8 5 ,  1 0 9 3  ( 2 0 0 0 ) .

l l 5 7 i s h o r t  f o r  w e b l o g ,  o  b l o g  I s  a  W e b  s i t e  t o  w h i c h  u s e r s  p o s t  c o m m e n t s ,  h y p e r l i n k s ,  a n d  o t h e r  g e n e r a l  d i s c u s s i o n .  B l o g ,  M e r r i a m  W e b s t e r  O n l i n e ,  

h t t p r / / w w w . m e n 1 a m - * e h * t e r . e o r T i / r t i c t ' l n n a r v / B l n n  f l a s t  v i s i t e d  I a n .  n ,  2 0 1 1 ) .  B l o g s . h a v e  b e e n  a t  t h e  f o r e f r o n t  o f  t h e  W e b  2.0  m o v e m e n t  i n  w h i c h  o n l i n e  u s e r s  

b e c o m e  a c t i v e  p a r t i c i p a n t s  r a t h e r  t h a n  p a s s i v e  c o n s u m e r s  o f  o n l i n e  m a t e r i a l .  S e e  g e n e r a l l y  T i m  O ' R e i l l y ,  W h a t  t s  W e b  2 . 0 :  D e s i g n  P a t t e r n s a n d  B u s i n e s s  M o d e l s  f o r  

t h e  N f f l r t  G e n e r a t i o n .of S o f t w a r e ,  O ' R e i l l y . c o m  ( S e p t .  3 0 ,  2 0 0 5 ) ,  h n n : / 7 o r g i i l V - c o m / n i i o / a 7 w e h 2 / a f r h i v g / w h a r - l < : - v ' f e & - ? Q . M r n P p a o < > o 3 . B l o g s  a n  r e v e a l  a  w e a l t h  o f  

p r i v a t e  I n f o r m a t i o n  a n d  a r e ,  t h e r e f o r e ,  a  t r e m e n d o u s  p r i v a c y  c o n c e r n .

| l 6 ? | S e e .  e . g . ,  D p *  v. C a h i H .  88 a  A . 2 tt * 5 1 .  - I S * *  J O h S V n n v o l v l n o  a  b l o g  o p e r a t o r y t f i o  m a i n t a i n e d  a  l o g  o f  c o m m e n t a t o r s '  I P  a d d r e s s e s ) .

| l 7 ? l s e e ,  e . g . ,  G n n g a l e s  v .  G n o m e .  I n c . .  3 3 4  F . f t . D .  6 7 4 .  f i f t 7  f N . D :  C a l .  2 0 0 f i ^  ( e x p r e s s i n g  c o n c e r n  f o r  t h e  p r i v a c y  o f s e a r c h e s  f o r  s e x u a l l y  e x p l i c i t  m a t e r i a l ) .

| l 8 T | S e e  I d .  ( n o t i n g  t h a t  t h e  g o v e r n m e n t  m a y *  b e  f o r c e d  t o  I n v e s t i g a t e  s u c h  a  q u e r y ) ;  s e e  a l s o  O m e r  T e n e ,  W h a t  G o o g l e  K n o w s : -  P r i v a c y  a n d  i n t e r n e t  S e a r c h  

E r m i n e s ,  2 0 Q f l  u f a h  L .  n * v .  1 < 1 3 3 .  U 4 ?  r G o o o l e  r e c o r d s  a i l  s e a r c h  q u e r i e s  l i n k e d  t o  a  s p e c i f i c  I n t e r n e t  P r o t o c o l  ( i p y a d d r e s s . " ) .

| l 9 T | . S e a  G a n d y ,  s u p r a  n o t e  1 4 ,  a t  1 0 9 3 ;  H e l m s ,  s u p r a  n o t e  9 , ‘a t  2 9 6 .

faovlS e e  P a u l  O h m r  T h e  R i s e  a n d  F a l l  o f  i n v a s i v e  I S P  S u r v e i l l a n c e ,  2 0 D Q  U-. Ill, l .  R e v .  i n i 7 .  U 2 0 .

[ 2 i . 7 i u n l t e i 1  S t a t e n  v .  S t e i n s . 3 1 R  F . 3 r 1  1 0 3 9 .  1 0 4 2  f i l t h  H r .  2 0 0 3 V .  s e e  a l s o  I n  r e  C h a r t e r  C o m m C m .  I n c . .  3 9 3  F . 3 r t  7 7 1 .  7 7 4  f i f t h  C i r .  2 0 0 5 1  ( n o t i n g  t h a t  o n l y  a n  

I S P  c a p  l i n k  a n  I P  t o  a n  I n d i v i d u a l ) .

l 2 2 T | S f c e  S o l o v e ,  s u p r a  n o t e  9 ,  a t  1 1 4 3  ( s t a t i n g  t h a t  t h e  I S P  " h o l d s  t h e  k e y "  t o  u s e r a n o n y m i t y ) ;  s e e  a i s o - C T i h i i i  v .  O n e .  979  a . ? < i  g . n .  O S S  r o < " i .  S u p e r ,  r r .  7 0 n s ^  

( " T h e  I S P  c a n  r e a d i l y  p r o v i d e  t h e  I d e n t i t y  o f  i t s  s u b s c r l b e r ( s ) .  B u t  t h i s  d o e s  n o t  m e a n  i n  a l l  I n s t a n c e s  t h a t  i t  s h o u l d  b e  c o m p e l l e d  t o  d o  s o . ’ ) ,  r e v ' d ,  f l n ^ A . 2 a  4 5 1  

f O - l .  2 0 0 5 1 .

12 3 ? ]  B e c a u s e .  I S P s  a l s o  h a v e  t h e  a b i l i t y  t o  r e c o r d  w h a t  W e b  s i t e s  t h e i r  s u b s c r i b e r s . v i s i t ,  s u c h  c o m p a r i s o n  m a y  n o t  b e  n e c e s s a r y  I n  a n  c i r c u m s t a n c e s .  J e r r y  K a n g ,  

I n f o r m a t i o n  P r i v a c y  i n  Cyberspace T r a n s a c t i o n s ,  S O . S t a n .  l .  R e v .  n 9 3 .  : i 2 3 3  M 9 9 a v .  i f  t h e  I S P  c h o o s e s  t o  m a i n t a i n  l P  a d d r e a s  l o g s j  i t  c a n  l i n k ,  a  u s e r  t o  h i s  t r a f f i c  

w i t h o u t  t h e  a i d - o f  t h e  W e b  s i t e  o p e r a t o r s  o r  o t h e r  d a t a  a g g r e g a t o r s .  S e e ,  e . g ‘., l A i m a s  v . . r n m < - a * r  C a p i e  C o m m o n s ,  I n c .  455  3 71 . 2 7 3  f 6 > n  C i r .  2 0 h f i 1

( I n v o l v i n g  a n  I S P  t h a t  t e m p o r a r i l y  s t o r e d  d a t a  l i s t i n g  i t s  s u b s c r i b e r s '  W e b  s i t e  v i s i t s ) .

I f  m u l t i p l e  u s e r s  a c c e s s  t h e  I n t e r n e t  v i a  t h e  s a m e  s u b s c r i b e r  a c c o u n t ,  t h e  I P a d d r e s s  t o l l !  l i k e l y  i d e n t i f y  a l l  o f ' t h e i r  i n t e r n e t  t r a f f i c  a n d  w i l l  n o t ,  t h e r e f o r e ,  b e  

p e r f e c t l y  f i n k e d - t o  a n y  I n d i v i d u a l  u s e r /  F r e d e r i c k  L a h , A r e ' l P  A d d r e s s e s  " P e r s o n a f l y  r d e n U A a b l e  I n f o r m a t i o n - ? ,  4  i/S  j .  I .  &  P o r y  f o r  t h e  Info. S c c Y ' 6 8 1 ,  7 0 0 - 0 1  

( 2 0 0 8 ) .  T h e r e  m a y  b e  e n o u g h  o f  a  l i n k ,  h o w e v e r ,  t o  p r o v i d e  p r o b a b l e  c a u s e  f o r  a  c r i m i n a l  i n v e s t i g a t i o n  o f  t h e  a c c o u n t  o w n e r .  S e e  i n f r a  - n o t e s  2 0 5 - 2 4  a n d  
a c c o m p a n y i n g  t e x t .

| 2 S ? t S e e  H e i m s ,  s u p r a  n o t e  9 ,  a t ' 2 9 6 .

l 2 6 7 i o h m .  s u p r a  n o t e  2 0 ,  a t  2 4 2 0 .

S Z z J S e e  T e n e ,  s u p r a  n o t e  I B ,  a t  1 4 5 0  ( “ S e a r c h - q u e r y  l o g s  _ .  b e c o m e ' p r i v a c y  t h r e a t e n i n g  if t h e y  c a n  b e  t r a c e d . b a c k  t o  a  s p e c i f i c  u s e r . ' ) .

I 2 8 7 ! S e e  P a i g e  N o r l a n ,  T h e  S t r u g g l e  t o  k e e p  P e r s o n a l  D a t a  P e r s o n a l :  A t t e m p t s  t o  R e f o r m  O r p i n e  P r i v a c y  a n d  H o w  C o n g r e s s  S h o u l d  R e s p o n d ,  s ?  r a t h  n .  1 a * v  

S < U . - g i ! _ f 2 0 Q 3 >  ( n o t i n g  t h a t  C h e  ’ p a t c h - . v o r k "  n a t u r e  o f  f e d e r a l  p r i v a c y  f a w  f a f t  ' s / g n t f i n n c  g a p s  i n  o n l i n e  p r i v a c y " ) .

f 2 9 7 |  S h a u n  a .  S f e e n c e r .  C y b e / S U P P  S u i t s  a n d  J o h n  D o e  S u b p o e n a s :  3a!anting Anonymity a n d  Accountability in C y b e r s p a c e ,  1 9  3 .  M a r s h a l l  J .  C o m p u t e r  a  t n f o .  1. 

4 5 3 ,  493  ( 2 0 0 0 ) ;  s e e ,  e . o . . 5 t a t p  v .  B e t a .  A . ? r i  2 R .  r w . v  ? n o m

| 3 0 T l S e e  J a m e s  . X . . D e m p s e y , '  D i g i t a l  S e a r c h  & S e i z u r e :  S t a n d a r d s  f o r  G o v e r n m e n t  A c c e s s  t o . C o m m u n i c a t i o n s  a n d  A s s o c i a t e d  D a t a ,  i n  2  T e n t h  A n n u a l  I n s t i t u t e  o n  

P r i v a c y  D a t a  S e c u r i t y  L  6 8 7 ,  7 0 3  ( 2 0 0 9 ) .

i _ 3 i  » j s e e  S p e n c e r ,  s u p r a  n o t e - 3 9 >  a t - 4 9 3 ;  s e e . a l s o  O e m p s e y ,  s u p r a  n o t e  3 0 ,  a t  7 1 8  ( * I f  t h e  g o v e r n m e n t  o b t a i n s  f r o m  t h e  s e a r c h  e n g i n e  t h e  I P  a d d r e s s e s  

a s s o c i a t e d  w i t h  p a r t i c u l a r  q u e r i e s ,  i c  c a n  c o m p e l  I S P s  t 6  I d e n t i f y  t h o s e  i n d i v i d u a l s . ’ ) .

R.A./72



( 3 2 : 7 } S e e  M a t t h e w  M a z z o t t a ,  N o t e ,  B a l a n d n g A c t :  F i n d i n g  C o n s e n s u s  o n  S t a n d a r d s ; f o r  U n m a s k i n g  A n o n y m o u s  I n t e r n e t  S p e a k e r s ,  . 5 . 1 . P . C . ,  C .  8 1 ^ 5 ?

r x n m  ( e x a m i n i n g  t h e  e m e r g i n g  d i s c o v e r y  s t a n d a r d s  f o r  u n m a s k i n g  o n l i n e  s p e a k e r s . a n d  n o t i n g  t h a t ’ o n f y o r i e  s t a n d a r d  I n  t h e  s u r v e y . r e r q u l r e s  a  c o u r t '  t o  c o n s i d e r  

t h e  a n o n y m o u s  s p e a k e r ' s  e x p e c t a t i o n  q 7  p r i v a c y ' ) .

(3 3 7 ] S e e  M c t n t v f g - v  r i h i n  P p c i i o r e  r ^ r n m ‘ ff. S W  t J . S .  r a i  { T h e  right co,remain a n o n y m o u s  m a y  b e  a b u s e d  w h e n  I t  s h i e l d s  f r a u d u l e n t  c o n d u c t - ' ) ;

U d s f c y ,  s u p r a  n o t e  5 ,  a t  S S 4  ( n o t i n g  t h a t  a n  a n o n y m o u s  o n J l n e  s p e a k e r  e o u ' I c T ' I f l f l l c t  s e r i o u s  h a r m  o n  [ a ]  c o r p o r a t i o n "  b y  ' p o l l u t i n g  t h e  I n f o r m a t i o n  s t r e a m  w i t h  

d ^ f a r r r a t o i v  f e J s e h o c d s ,  w W d )  n w y .  i n  t u r n  i n f l u e n c e  o t h e r  I n v e s t o r s  t o  q u e s t i o n  t h e . c o r p o r a U o n * *  c r e d i b i l i t y  . o r  f i n a n c i a l  h e a l t h * ) .

j i ^ y j s ' e e . K a n g ,  supra n o t e  2 3 ,  a t  H 9 3 . ( T h e  p o t e n t i a l  f o r  w i d e - r a n g i n g  s u r v e i l l a n c e  o f  a l l  o u r  c y b e r - a c t i v i t i e s  p r e s e n t s  a  s e r i o u s  t h r e a t  t o  i n f o r m a t i o n  p r i v a c y . 1’ ); : c f .  

f | r T n h ^ r e .  n . s .  a r m  f s t a t m c  t h a t . t h e  ' i d e n U f l c a i l o n  o f t h e  a u t h o r  [ o f . a  p o l i t i c a l  h a n d b i l l ]  a g a i n s t  h e r  w i l l  i s  p a r t i c u l a r l y  I n t r u s i v e ... [ b e c a u s e ]  i t  r e v e a l s  

u n m i s t a k a b l y  ( h e  c o n t e n t  o (  h e r  t h o u g h t s . a n  a  c o n t r o v e r s i a l  i s s u e " ) .

1 3 S - t | N i c h o l a s  C a r r ,  T h e  G r e a t  P r i v a c y  D e b a t e :  T r a c k i n g  I s  a n  A s s a u l t ' o n  L i b e r t y .  w i t h  R e a l  D a n g e r s ,  W a l l  S t .  J . t A u g .  7-B, 2 0 3 0 ,  a t  V V 3 .

( 5 6 7 | s c c  C a h f f l  v .  O n e .  37<? A .?d » i 3 .  95?. f O e l .  Stimtr. Ct. ions') { “ If-aubpaenas c a n  b e  o b t a i n e d  m e r e l y  b y  f i f i n g  s u i t ,  p e o p l e  w i l l  b e  r e l u c t a n t  t o  s p e a k  t h e i r  m i n d  

k n o w i n g  t h a t  t h e i r  a n o n y m i t y  I s t e n u o u s  a n d  t h a t  r e t r i b u t i o n  f o r  w h a t e v e r  t h e y  m t g t i t -  s a y  a l l  t h e  m o r e  l i k e l y . " ) ,  r e v ' d ,  B 3 4 _  A J > < t  ( D e l ,  7 0 0 5 1 :  U d s K v .  s u p r a

n o t e  5 ;  a t  8 6 1  ( “ I n t e r n e t  d e f a m a t i o n  a c t i o n s  t h r e a t e n  n o c  o n l y  t o  d e t e r  t h e  i n d i v i d u a l  w h o  i s  s u e d  f r o m  s p e a k i n g  o u t ,  b u t  a l s o  t o  e n c o u r a g e ' u n d u e  s e l f - c e n s o r s h i p  

a m o n g  t h e  o t h e r  J o h n  D o e s  w h o  f r e q u e n t  i n t e r n e t  d i s c u s s i o n  f o r a . ' ) .

[ 3 7 y l T h i s  l a . n o t  a  n o v e l  c o n c e p t ,  a s  s o m e  c o m m e n t a t o r s  h a v e  e x p r e s s e d  s u p p o r t . f o r  r e c o g n i z i n g  a n  J P  a d d r e s s  as P U .  S e e ,  e . g . ,  Tene, s u p r a n o c e  1 0 , - a t  1 4 4 6  

{ ' E v e n  a  d y n a m i c  a d d r e s s  I s  p e r s o n a l t y  . I d e n c t / i s b k  I n  c y & e n p a e e ,  f l t r t n  t h e  a b i l i t y  o f  a  u s e r ’s  I S P  t o  l i n k  s u c h  a n  a d d r e s s  t o  i h e l n d l v i d u a l  ( o r  c o m p a n y )  c h a t  u s e d  

f t . " ) ;  s e e  a lio  H e l m s ,  s u p r a  n o t e  9 ,  a t  2 9 6  ( ’ O n e  O n l y  n e e d s  t h e  T C P / I P  a d d r e s s  a n d  a  c o o p e r a t i v e  I S P  t o  P n k  o n l i n e  a c t i v i t y  t o  a  u s e r ' s  b i o l o g i c a l  i d e n t i t y . " ) .

l 3 8 T ! s e e  i n f r a  n o t e s  4 9 - 7 5  a n t i  a c c o m p a n y i n g  t e x t .

| 3 9 T { S e q  I n f r a  n o t e s  7 6 - 2 1 4  a n d  a c c o m p a n y i n g  t e x t .

| S e e  I n f r a  n o t e s  1 1 8 - 3 0  a n d  a c c o m p a n y i n g  t e x t .

f o r T ]  S e e  I n f r a ,  n o t e s  1 3 i : 2 3 0  a n d  a c c o m p a n y i n g  t e x t . -

| 4 2 7 | S e c  i n f r a  n o t e s  2 3 1 - 6 3  a n d  a c c o m p a n y i n g  t e x t .

j 4 3 7 | See Infra notes 273 -324  and accom panying 'text.

( 4 4 T j S e e  i n f r a  n o t e s  3 2 5 - 5 0  a n d  a c c o m p a n y i n g  t e x t .

| s e e  I n f r a  n o t e s  3 S 1 - 7 7  and a c c o m p a n y i n g  t e x t .

l 4 6 7 ) . 5 c c  I n f r a  n o t e s  4 9 - 7 5  a n d  a c c o m p a n y i n g  t e x t .

{ 4 7 ? ! S e e  i n f r a  n o t e s  7 6 * 1 1 4  a n d  a c c o m p a n y i n g  t e x t .

1 4 8 ^ 1  S e e  I n f r a  n o t e s  8 2 - 9 7  a n d  a c c o m p a n y i n g  t e x t .

I

f 4 9 ? 1  United S t a t n s  v .  H ockgnkam n. 4 f i ~ 3  r . 3 d  i k ; . H 4 4  n . l  f < > r h  C ir. 3 0 0 7 V  A n  exam ple would b e  7 4 . 1 2 S . 9 r . 9 9 ,  w hich  is the  f P  a dd re ss -a ss ign e d  to  o ne  o fth e  

servers hostlno  h ftp :/i-.w /w .c r)nn lF ..ro rn  a5.o f th is  w rit in g .

fs O Y j K iim ’as v . C o m rn ^C a M w  r im im r 'n ^ .  t r r .  -465 F.3f( 771 . 771 /6 th  Cir, 2 00 6): iJn .W t Sta te *  v. S tt> ta g r. 31S f .3 r i 1030, jQ .t?  f i l t h  O r .  2 i in iV

f s i T j  C o l u m b i a  P i c t u r e s  I n d u s .  v .  S u n n e f l .  N o .  C V  06-1053 m O C X .  2 0 0 7  W i .  2 0 8 W 1 9 ,  a t  3  n . l O  ( C . D .  C a l .  M a y  2 9 , 2 0 0 7 ) :  s e e  a l s o  H e l m s ,  s u p r a  n o t e  9, a t  2 9 6  

n . 4 4 .

i l 5 2 7 } ' S e e  A l m a  W h i t t e n ] ,  A r e  I P  A d d r e s s e s  P e r s o n a l ? ,  G o o g l e  P u b ;  P o r y  B l o g  C ? e b .  2 2 .  2 0 0 8 , 1 2 : 3 1  P M ) ,  h t t 3 : / / f l O P n l * n o f t n c a o n < ^ h > o r i < D < i t . C d m A a 0 0 8 / P 2 / a r e - i D »  

a d d r e s C T s - p e n t o n a l . h t m l  ( “ I f  y o u  s h a r e  y o u r  c o m p u t e r  o r  e v e n  J u s t  y o u r  c o n n e c t i o n  t o  y o u r  I S P  w i t h  y o u r  f a m i l y ,  t h e n  m u l t i p l e  p e o p f e  a r e  s h a r f n g  O n e  IP 
a d d r e s s . " ) .

• ( s a V jSee 5 ra t» v .  Reirt. o-aS A.7d 7f>08^.-

i s v r i i d .

( 5 5 7 j S e g  S a n d y ,  s u p r a  n o t e  1 4 ,  o r  1 0 9 3 .

I s f i T l  K e v i n  w / e r b a e h ,  T h e  C e n t r i p e r a l  N e t w o r k :  H o w  t h e  I n t e r n e t  H o l d s  I t s e l f  T p g e t h e r ,  a n d  t h e  F o r c e s  T e a r i n g  I t  A p a r t ,  - I ?  U . C .  D n v > g  I .  P e w  3 f 3 . _ 3 g l f 2 Q D 8 V

1 5 7 7 )  D u e  t o  t h e  s t r u c t u r e  o f  I P  a d d r e s s i n g ,  c e r t a i n  a d d r e s s e s  c a n n o t  b e  u s a d  o n  t h e  I n t e r n e t .  T h i s  r e d u c e s ' t h e  a s s i g n a b l e  a d d r e s s  s p a c e  f r o m  t h e  . t h e o r e t i c a l  

m a x i m u m  o f  m o r e  . t h a n  f o u r  b i l l i o n .  S e e  i d .

| S 8 T ) S e e  I d , ;  S e e  a l s o  L a h , . s u p r a  n o t e  2 4 r a t  6 9 0 .
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[ s s y j w e r b a c h .  s u p r a  n c t e  5 6 ,  a t  3 6 1 .  

j g O ^ l S e c  L a h ,  s u p r a  n o t e  2 4 ,  a t  6 9 0 .

] 5 I  T | I f l. a t  6 9 0 - 9 1 ;  T e n e >  s u p r a  n o t e  I B ,  a t  1 4 4 6 .  T h e  p r o t o c o l  t h a t  e n a b l e s  d y n a m i c  a d d r e s s i n g  i s  k n o w n  a s  D H C P ,  w h i c h  s t a n d s  f o r  O y n a m i c  H o s e  C o n f i g u r a t i o n  

P r o t o c o l .  L a h ,  s u p r a  n o t e  1*, a t  6 0 S .

( 6 2 t )  S t a t e  * _  R g i t j .  9 4 S  A . ? d ? 6 .  2 8 . f N J . ' . ? . < y W : -  C a h l l l v .  D c i p . 8 7 9  A . J r i  9 4 3 ^ _ 9 4 f l  f P e L S u s g r .  C l  2 0 Q g L  r e v ' d ,  B f l 4  A . ^ l  * 5 1  ' D e l  2 M S L

| 6 3 r ? l S e e  W h i t t e n ,  s u p r a  n o t e  3 2 .

| 6 4 T |  H e l m s ,  s u p r a  n o t e  9 , . a t  3 1 8 ,  F o r  t h e  t e c h n i c a l  p r o p o s a l ,  s e e  K j e l d  0 o r c K  E g e v a n g  &  P a u l  F r a n c i s ,  T h e ' I F  N e t w o r k  A d d r e s s  T r a n s l a t o r  ( N A T )  ( N e t w o r k  W o r t t n g  

G r o u p / R e q i i e s t  f o r  C o m m e n t s  N o .  1 6 3 1 )  ( M a y .  1 9 9 4 ) ,  a v a i l a b l e  a t  h l t p : / y * w w . i e t f . o r n M c / r f e t 6 3 l . t « t .

( f i S v } H e l m s ,  s u p r a  n o t e  9 ,  a t  3 1 8 .

] s e e  J o n a t h a n  W e i n b t r o ,  H a r d w a r e - B a s e d  lo .  R i g h t s . M a n a g e m e n t ,  a n d  T r u s t e d  S y s t e m s ,  5? S r » n .  L rp v .

1 6 7 ? j B e c a u s e  t h t  l i n k  t s  m a d e  w i t h  r e f e r e n c e  t o  a  M e d i a  A c c e s s  C o n t r o l  ( M A C )  a d d r e s s  - a  p h y s i c a l  a d d r e s s  t h a t  o n n o t  n o r m a l l y  b e  a l t e r e d  -  t h e  n e t w o r k  

a d m i n l s t r a t o r m a y  t r a c k  f l o w n  a n  i n t e r n a l  c o m p u t e r ,  e v . e n ' i f  t h e  i n t e r n a l  a d d r e s s  c h a n g e s .  S e e ,  e . g . ,  i m i t e r t  v .  H r » e > f i p n > r a m o .  a (\7 F . 3 r i  1 1 ' 4 7 .  \  1 4 4  f q t h  o r .  

2 0 0 7 1  ( u n i v e r s i t y ' s  n e t ^ v o r k  i n v e s t i g a t o r  t r a c c d  a n  I n t e r n a l  I P  a d d r e s s  t o  a  s p e c i f i c  d o r m  r o o m  a n d  t h e n  t o - a -  s p e c i f i c  u s e r  e v e n ,  a f t e r  t h e  u s e r  h a d ' a l t e r e d  h i s  

I n t e r n a l  a d d r e s s } .

1 6 3 - 7 ? S e e  Paul H a m ,  Warrantless Scsrch ont) Seizure o f  E - M a l J  a n d  M e t h o d s  o f  P s n o p t i c a l  P r o p h y l a x i s ,  B . C .  L .  I n t e l ! .  P r o p .  &  T e c h .  P .  S  3 . ,  S e p t  2 0 0 8 ,  a t  1 ,  1 4 .  

j g S T l S e e  I d . ; H e l m s ,  s u p r a  n o t e  9 .  a t  3 1 8 .  

j T o y f l v a r b a c h ,  s u p r a  n o t e  5 6 ,  a t  3 6 1 .  

j 7 l 7 l l d .  a t  3 6 1 - 6 2 .

1 7 2 ? | W e i n b e r g ,  s u p r a  n o t e  6 6 ,  a t  1 2 6 0 - 6 1 ;  s e e  a l s o  H e l m s , . s u p r a  n o t e  9 ,  a t  2 9 9  ( i n d i c a t i n g  t h a t  t h e  u n i q u e n e s s  o f  I P v 6  a d d r e s s e s . w l l l  ' m a k e  i t  n e a r l y  I m p o s s i b l e '  

f o r  p e o p l e  t o  r e m a i n  a n o n y m o u s  o n  t h e  I n t e r n e t " ) .

| 7 3 7 |  H o w  t o  S a y  t h e  I P v 6  N u m b e r ,  e U m b  S e c u r i t y  B l o g  ( D e c .  1 2 .  2 0 0 6 ) ,  t > t t P : / / g l a m b , r i r n i , h o w e o - g a v > H t R - i o v 6 - f n i r h l > B r . 

| 7 4 T l S e e  s u p r a  n o t e s  4 9 - 5 5  a n d  a c c o m p a n y i n g  t e x t .

| ? S 7 | . U n i f r c t f  S f f l t e s  V) S h f i a e r .  . t i8 F .3 r t  i03«>. 1 0 4 ?  / n t h  C i r ,  ZQCKV S t a t e  v ^ R e l r l .  9 4 5  A - 2 c L 2 5 .  2 9 . f t L l  2 0 0 W .  

f 7 6 ? l L a t > ,  s u p r a  n o t e . 2 4 ,  a t  6 8 4 ,

[ T d . ;  G e r m a n  &  M u l l i g a n ,  s u p r a  n o t e  1 0 ,  a t  5 6 7 ;  M o r l a n ,  s u p r a  n o t e  2 8 ,  a t  8 X 1 .

. 6 5 0 2  ( 2 0 0 6 ) .

i £ Q 2 ( a K i ) :  C o r e y  A .  C l o c c h e t t i ,  E - C o m m e r c e  a n d  I n f o r m a t i o n a l  p r i v a c y * .  P r t v a c y  P o l i c i e s  a s  P e r s o n a l  i n f o r m a t i o n  P r o t e c t o r s ,  J 4  A i n .  R u s l . L . T .  5 5 .  

7 S  ' f 2 0 0 7 V  M o r t a n .  s u p r a  n o t e  2 8 .  . a t  8 1 6 - 1 7 .

. ( 2 0 0 6 ) .

| 8 X ? | m  2 0 C 8 ,  t h e  S o u t h e r n  D i s t r i c t - o f  N e w  Y o r k  r e f u s e d  t o  a p p l y  t h e  A c t - w h e n  I t  c o m p e l l e d  t h e  p r o d u c t i o n  o f  t o g s  l i n k i n g  Y o u T u b e  v f s f t o r s  t o  t h e i r  v i e w r n g  r e c o r d s .  

V r a c f l m  T n t ' l  f n c .  v, Y o t i T u b e - T n c . .  ? 5 3  F . f i . p .  2 5 ^  2 6 3  f t  n . 5  f S . D . N . Y . '  2 0 0 8 1 :  s e e  a l s o  I n f r a  n o t e s  3 6 1 - 6 8  a n d  a c c o m p a n y i n g  t e x t .

ja2 T | s « ? e  S .  R e p .  N o .  107-240, a t  2-3 (2002) ( T a k e n  t o g e t h e r ,  t h e s e  fe'.'re a p p e a r  d e s i g n e d  t o  e n s u r e  t h a t  c e r t a i n  t y p e s  o f  i n f o r m a t i o n  c o l l e c t i o n  a r e  f a i r ,  

t r a n s p a r e n t ,  a n d  s u b j e c t  t o  l a w . " ) *

j s j - y ]  C h i l d r e n ' s  O n l i n e  P r i v a c y  P r o t e c t i o n  A c t  o f  1 9 S 3 .  I S  l ) . S : C .  6  S S O L f S l f A V .  F a l s e  I d e n t i f i c a t i o n  C r i m e  C o n t r o l  A c t  o f  1 9 8 2 ,  I B  U . S . C . ,  S  l O ! > S f d K 7 M A \ ;  D r i v e r ' s  
P r i v a c y  P r o t e c t i o n .  A c t  o f  1 9 9 4 .  t o  u . s . r .  6  ? 7 ? s f 3 ) .



( p r o t e c t i n g  a s . p e r s o n a l  i n f o r m a t i o n  " a n y  o t h e r  i d e n t i f i e r  t h a t  t h e  C o m m i s s t e n : d e t e r m i n e s  p e r m i t s  t h *  p h y s i c a l  o r  o n U h e  c o n t a c t i n g  o f  a  

s p e d f c ' i ' n d i v i d u n r ) .  " O n l i n e  c o n t a c t  i n f o r m a t i o n *  i s  f u r t h e r  d e f i n e d  a s  “ a n  e m a H  a d d r e s s  o r  a n o t h e r  s u b s t a n t i a l l y  s U n l l a r  i d e n t i f i e r  t h a t  p e r m i t s  d i r e c t  c n n t e c c w t t h  

a  p e r s o n  o n l i n e , *  $  6 S 0 l ( l 2 ) .

? 2 7 |  v i d e o  P r i v a c y  P r o t e c t i o n  A c t  o f 1 9 B 8 , 1 9  u . . S . ' C  $  2 7 l 0 f a i ( 3 i .

[9 4 7 |S  1 0 :8 (d )(7 )(B ). 

l9 S ? l§ 102BW )(7)(A).

| 9 S ~ r \ C a b l e  C o m m u n i c a t i o n  P b l i c y  A c t  ? f  1 9 B 4 ,  4 7  u . S . C .  $  ^ M f a ^ t t A l  ( 2 0 0 6 ) .

[ 9 7  » l S e e ,  e . i j . .  I d . ;  s e e  a l s o  4 5  e . P . f t .  S  f ? 0 0 9 1  ( “ H e a l t h  I n f o r m a t i o n  c h a t  d o e s  n o t  i d e n t i f y  a n  I n d i v i d u a l  a n d  w i t h  r e s p e c t  t o  w h i c h  t h e r e  i s  n o  r e a s o n a b l e

b a s i s  t o  b e l i e v e  c h a t  t h e  i n f o r m a t i o n  c a n  t i e  u s e d  t o  i d e n t i f y  s n  i n d i v i d u a l  I s n o l  i n d i v i d u a l l y  i d e n t i f i a b l e  h e a l t h ’ I n f o r m a t i o n . ’ ) .

1 - 9 8 7 1 S e e  R o b e r t  S p r a g u e  &  C a r e y  C i o c c h e r t l ,  P r e s e r v i n g  I d e n t i t i e s :  P r o t e c t i n g  P e r s o n a l  I d e n t i f y i n g  I n f o r m a t i o n  T h r o u g h  E n h a n c e d  P r i v a c y  P o l l d e s  a n d  L a w s .  1 $ A D > ;  

i_.t. s a .  f t  T p c n  g y .  118  r ? n r m  ( n o t i n g  t h a i t  t h e  l a w s  " m i s s  a  v a s t  a m o u n t  o f  d a t a  s t o r e d  b y  m e r c h a n t s  a n d  v a r i o u s  b u s i n e s s e s ” ) . ' O t h e r s - h a v e  l a b e l e d  t h e  m a s s  o f  

s t a t u t e s  a  " c a b w c b  f u l l  of h o l e s , "  T e n e ,  s u p r a  n o t e  1 6 ,  a t  1 4 7 6 . ,  o r  a  " p a t c h w o r k *  w i t h  ' s i g n i f i c a n t  g a p s , "  N o r i a n , - s u p r a  n o t e  2 ' B ,  a t  8 1 1 .

f997 lsee 18 u.s:c. s 371«8»3h *2 iiA £ A 5 S i(a )(2 H A ).

T l n » , S . C S f tW H8); lau .f t .C .  S 2725m .

(d)(7).

f l 0 2 7 | T h u s .  m a n y  s c h o l a r s  h a v e  u s e d  t h e  s t a t u t e s  t o  c r a f t  t h e i r  o w n  d e f i n i t i o n s .  S e e ,  e . g . ,  T e n e ,  s u p r a  n o t e  I S ,  a t  1 4 4 5  ( d e f i n i n g  P I I  a s  “ i n f o r m a t i o n  w h i c h  c a n  b e  

u s e d  t o  u n i q u e l y  i d e n Q f y ,  c o n t a c t ,  o r  l o c a t e  a  s p e c i f i c  i n d i v i d u a l  p e r s o n " ) .

U 0 3 T | a S  I h f i . C .  S  6 5 0 1 W V  

f l 0 4 7 h f l  H . S . C .  S  2 7 3 S H I .

| l 0 5 7 l S e e  O n l i n e  P e r s o n a l  P r i v a c y  A c t ,  S .  2 2 0 1 ,  1 0 7 t h  C o n g .  §  4 Q l  ( 2 0 0 2 ) ;  C o n s u m e r  P r i v a c y  P r o t e c t i o n  A c t  o f  2 0 0 5 ,  H . R . - 4 6 7 8 ,  1 0 7 m  C o n g .  §  4 0 1  ( 2 0 0 2 ) . .  

( l D 6 7 j c i o c c h e t t l .  s u p r a  n o t e  7 9 ,  a t . 9 8 - 9 9 .  F o r  a  c o m p a r i s o n  o f  t h e  t w o  b i l l s ,  s e e  N o r i a n ,  s u p r a  n o t e  2 B ,  a t  3 2 2 * 2 7 ,  B 3 1 - 3 S .

| i a 7 7 | C o m p a r e  O n H n e  P e r s o n a l  P r i v a c y  A c t ,  S . ’ Z ' 2 0 l  §  - 4 0 1  ( " T h e  t e r m  ' p e r s o n a l t y  I d e n t i f i a b l e  I n f o r m a t i o n '  m e a n s  I n d i v i d u a l l y  I d e n t i f i a b l e  i n f o r m a t i o n  a b o u t  a n  

I n d i v i d u a l  c o l l e c t e d  o n l i n e  . * ) .  w i t h  i S ' t i . f i . c .  s  6 5 0 H 3 1  C T h e  t e r m  ' p e r s o n a l  I n f o r m a t i o n ’1 , m e a n s  I n d i v i d u a l l y  i d e n t i f i a b l e  I n f o r m a t i o n  a b o u t  a n  i n d i v i d u a l  c o l l o c t e d  

o n l i n e . . . . ’ ).

1 1 0 S 7 1 S .  - 3 3 0 1 5  4 0 1 .

j l O S T j S .  R e p .  N O .  1 0 7 - 2 4 0 ,  a t 4 0  ( 2 0 0 2 ) .

| X 1 0 7 | H . R .  4 6 7 8  §  4 0 1 ( - i A ) .

I l l l T h d,

| 1 1 2 7 j l r i  r e  T h e  T J X  C o s . ,  M o .  0 7 ?  3 0 5 5 .  a t  2  ( F . T . C  M a r .  2 7 ,  2 0 0 8 ) .  I n  t h a t  c a s e ,  a n  I n t r u d e r  b r e a c h e d  T J X ' s  I n s u f f i c i e n t  e l e c t r o n i c  s e c u r i t y  m e a s u r e s  a n d  s t o l e  a n  

e s t i m a t e d ’ n i n e t y - f o u r  m i l l i o n  c u s t o m e r  r e w r i t e ,  w h i c h  c o n t a i n e d  c r e d i t  c a r t  n u m b e r s ,  S o c l a f S e c u r i t y  n u m b e r s ,  a n d  d r i v e r ' s  l i c e n s e  n u m b e r s .  5 p r 2 $ u e  &  C r o c c h e e t l ,  

s u p r a  n o r e  ? B ,  a t  9 7 * 1 0 0 .  S e e  a l s o  M a r t i n  B .  R o b i n s ,  I n t e l l e c t u a l  P r o p e r t y  a n d  i n f o r m a t i o n  T e c h n o l o g y  D u e  D i l i g e n c e  i n  M e r g e r s  a n d  A c q u i s i t i o n s : ' A  M e r e  

S u b s t a n t i v e  A p p r o a c h - N c e d e d ,  7 0 0 8  u .  i l i. > . l . T ^ r h .  P f i l V  3 7 1 .  n . l & l  ( i n d i c a t i n g  t h a t t t i e  F T C s  d e f i n i t i o n  I s ; ” o f t e n  u s e d  i n t e r c h a n g e a b l y *  w i t h  s t a t u t o r y  

d e f i n i t i o n s  o f  P l l ) .

f i w l l n  r e  T h e  m  C o s . ,  N o .  0 7 2 '  3 0 5 5 ,  a t  2  ( f . T . C .  M a r .  2 7 , 2 0 0 8 ) .

[ l l 4 . 7 | l d .  A  " c o o k i e "  i s  a  f i l e  s t o r e d  o n  t h e  u s e r ' s  h a r d  d r i v e  t h a t  c o n t a i n s  a  u n i q u e  i d e n t i f y i n g  n u m b e r  a n d  o t h e r  i n f o r m a t i o n ,  s u c h ' a s  t h e  . u s e r ' s  p r e f e r r e d  s e t t i n g s  

a n d  t h e  p r e v i o u s  W e b  s i t e s  h e  v i s i t e d .  M i c h e l l e  Z .  H a l l ,  I n t e r n e t ' P r l v a c y  o r  I n f o r m a t i o n  P i r a c y ;  S p i n n i n g  L i e s  o n  t h e  W o r l d  W i d e  W e b r  i r  n .v . i . s e n ,  t . H u m .  a » .  

g Q 9 .  C o o k i e s  a r e  a  p r i v a c y  c o n c e r n  b e c a u s e  t h e y  c a n  c o m m u n i c a t e  a  w e a l t h  o f  i n f o r m a t i o n  t o  W e b  s i t e s  a n d  r r i a j r  d o  s o  w i t h o u t  t h e  u s e r ' s  c o n s e n t ,

• i d .

I l l S T j s e e  i n f r a  n o t e s  1 6 7 - 2 3 Q  a r i d  a c c o m p a n y i n g  t e x t .

[ l l S T j S e e  i n f r a  n o t e s  1 3 1 - 6 6  a n d  a c c o m p a n y i n g  t e x t .

R.A./75



| A l ? ' ? | S e e  i n f r a  bates U 6 - 3 0  a m i  a c c o m p a n y i n g  t e x t .

[ i i a T j s e e  s u p r a  n o t e s  7 6 - i i A  a n d  a c c o m p a n y i n g ’ t e x t .

l a i S T j S e i s  A r t i c l e  1 9  D a t a  p r o t t c U c n ' W o r t c i n a  P a r t y ,  O p i n i o n  4 / 2 0 0 7  o n  t h e  C o n c e p t  o f  P e r s o n a l - D a r a ,  D 1 2 4 6 / Q 7 / 6 N / W P 1 3 6 ,  a t  1 3 - 1 5  ( J u n e  2 0 . 2 0 0 7 )  T h e r e i n a f t e r  

W P 1 3 6 J .  ( d i s c u s s i n g  H o w  C h e - a b f f i t y  o f  p a r t i c u l a r  t y p e s  o f  d a t a  t o  i d e n t l f y a p e r s o n d e p e n d s  u p o n  t h e  c i r c u m s t a n c e s ) .

| x a O ? l B r j e f  f o r  E l e c t r o n i c  f r o n t i e r  f o u n d a t i o n  a s  A m i c u s  C u r i a e - S u p p o r t i n g  D e f e n d a n t ,  K l l r o a s  v .  C o m a r t  C a b l e  C o m t n c ' r t s ,  i n c .  ( N o .  0 2 - C v - 3 2 0 S 4 - O T ) , ; a t  3 - * ,  

a v f t i l a b i e z t  h t t p : / / w 2 . e f f . o r g / P r i v B C y / 2 0 0 4 0 4 0 8  K l i m a s  v  C o m c a s t  A m l a i s  B r i e f . p d f  { h e r e i n a f t e r  E f P  A m i c u s  S r f e f ] .

| l 3 3 . V j E - m a i l  a d d r e s s e s  m a y  b e  s h a r e d ,  f o r  e x a m p l e ,  b y  m u l t i p l e  p e o p l e i n  o n e - h o u s e h o l d  f f a m i ) v n > m i » f i 5 s g r v l r e n r f l v f t W . e o m l  o r  b y  m u l t i p l e  e m p l o y e e s  w h o  s i g n  

I n  t a  a  g e n e r i c  c o m p a n y *  a c c o u n t  O n f o © c o m p a n y . c o m > .

( 2 0 0 6 ) .

l a . 2 3  7 | S p r a o u e  f c - C i a c c h e t t i , ,  s u p r a  n o t e  9 8 ,  a t  9 3 .  A  S o d a J  S e c u r i t y  n u m b e r  is', o f  c o u r s e ,  n o t  I n t r i n s i c a l l y  p e r s o n a l l y  I d e n t i R a o t e  b u t  I s  r a t h e r  m a d e  s o b y . a c c u r a t e l y  

a n d  c o n s i s t e n t l y  r e c o r d i n g  t h e  l i n k '  b a t w e e n  t h e  n u m b e r  a n d  a n  i n d i v i d u a l .  S e e  K a n g ,  s u p r a  n o t e  2 3 ,  a t  1 2 0 8 .  T h u s ,  e v e n  t h i s  f o r m  o f  P H  i s  n o t  p e r s o n a l l y  

i d e n t i f i a b l e  t r y  i t s e l f .

[ 1 . 2 5  7 ) C o m p a r e  I S  u . S . C .  a  7 7 ? S f 3 1  { d e f i n i n g  p e r s o n a )  i n f o r m a t i o n  a s  ' I n f o r m a t i o n  t h a t  I d e n t i f i e s  a n  i n d i v i d u a l ’  ( e m p h a s i s  a d d e d ) ) ,  w i t h  H . f i .  4 6 7 8  §  4 0 1 / 1 0 7 t h  

C o n s .  ( 2 0 0 2 )  ( d e f i n i n g  P C  a s  " I n f o r m a t i o n  r e l a t l n g t o  a  l i v i n g  I n d i v i d u a l ,  w h o  c f i n  b e  i d e n t i f i e d  f r o m  t h a t  I n f o r m a t i o n '  ( e m p h a s i s  a d d e d ) ) .  S e e  a l s o - 4 5  C . F . R .  S  

i 6 » . S i 4 r ? o  f j j f l c r e v ( e x c l u d i n g  f r o m  t h e  d e f i n i t i o n  o f  i n d f v l c u a l l y  i d e n t i f i a b l e ,  h e a l t h  i n f o r m a t i o n  a n y  d a t a  t o  w h i c h  t h e r e  i s  * n o  r e a s o n a b l e  b a s i s  t o  b e l i e v e  e f i a t  t h e ,  

i n f o r m a t i o n  c a r t  b e  u s e d  t o .  i d e n t i f y  a n  i n d i v i d u a l "  ( e m p h a s i s  a d d e d ) ) .

I l 3 6  T j S e ’e  1 - 2 A  C o m p u t e r  L a w  §  2 A . 0 2 ,  e t  1 6  ( 2 0 0 9 V  ( " A  p e r s o n  c a n  b e  i d e n t i f i e d ... b y  a  c o m b i n a t i o n ' o f  s i g n i f i c a n t  c r i t e r i a  t h a t  p o r m J t s  h a r r o w i n g  d o w n  t h e - g r o u p  

t o  w h i c h  I n i  o r  s h e  b e l o n g s  j „  . . W h e t h e r  a n  i n d i v i d u a l  i s  i d e n t i f i e d  d e p e n d s  o n  t h e  c i r c u m s t a n c e s . " ) ;  E F P  A m i c u s  B r i e f .  s u p r a , n o t e  i 2 ' Q ,  a t  5 - 6  ( d i s t i n g u i s h i n g  

■ p e r s o n a l l y -  I d e n t i f i a b l e '  f r o m  " p e r s o n a l l y  i d e n t i f y i n g , '  t h e  F o r m e r  b e i n g  c a p a b l e  o f  i d e n t i f y i n g  a  p e r s o n  a n d  t h e  l a t e r  a c t u a l l y - I d e n t i f y i n g  3 p e r s o n ) .

| l 2 7 T ) w h a t  s e e m s  n c n s e n s i t j v e  i n  i s o l a t i o n  b e c o m e s  s e n s i t i v e  i n  a g g r e g a t i o n . '  K a n g ,  s i i p r a  n o t e  2 3 ,  a t  1 2 8 9  a . 3 7 0 .  T h e  d a n g e r  a g g r e g a t e d  d a t a '  p o s e s  t o .  i n d i v i d u a l  

p r i v a c y  f c  d e m o n s t r a t e d  b y  a  s c a n d a l  i n v o l v i n g  t h e  o n l i n e  v i d e o  r e n t a l  s e r v i c e ,  N e t n i x .  I n  2 0 0 6 ,  a s  p a r t  o f  a  c o n t ’e s t . t o  i m p r o v e  I t s  r r i o v i e ’r e c o m m e n d a t i o n  s e r v i c e ,  

N e t f l l i  r e l e a s e d '  1 0 0  m i l l i o n  r e c o r d s  r e v e a l i n g  t h e  v i e w i n g  a n d  r a t i n g  h a b i t s  o f - S O d . O O O  o f . i t s  u s e r s .  A r v i n d  N a r a y a n B n  f c ' J t t B l y . S h r n a t i k o v . ' f t o b u s t  D e ^ A n o n y m f t a t i o n  

o f  L a r g e  S p a r s e  O a t a s e t s ,  2 0 0 8  i H E  S y m p .  o n  S e c u r i t y  &  P r i v a c y  1 1 1 ,  a v a i l a b l e  a t  t a » : / / w w » < . f s . n t e y a j . e d u / : s h m a t f c b r r t B t  o e l c O e n e t f l b c . p d f .  T h e  c o m p a n y  h a d  

i n t e n d e d  t o  r e m o v e  a l l  I d e n t i f y i n g  i n f o r m a t i o n  l i n k i n g  t h e  h a b i t s  t o  s p e c i f i c  u s e r s ,  b u t  a  s u b s e q u e n t  s t u d y .  s h o w e d  t h a t  5 M % ’ o f  t h e  u s e r s  c o u l d  b e  r e - l d e n t t f l e d  w i t h  

t h e  r e l e a s e d  d a t a .  I d .  ( c o n c l u d i n g  t h a t ,  e v e n  if u s e r s  a r e  n o t  o v e r l y  c o n c e r n e d  a b o u t  t h e  r e l e a s e  o f  t h e i r  m o v i e  r a t i n g s ,  t h e  d i s c l o s u r e  p r e s e n t e d  p r i v a c y  c o n c e r n s  

! b e c a u s e  * l r  i s  p o s s i b l e  t o  t e a m  s e n s i t i v e  n o n - p u b l i c  i n f o r m a t i o n  a b o u t  a  p e r s o n  f r o m  t i t s  o r  t i e r  m o v i e  v i e w i n g  h i s t o r y " ) ,  

i _ _ _ _ _

( l i f i  ? ) s e e  W P 1 3 6 ,  s u p r a ,  n o t e  1 1 9 ,  a t  1 5  ( ' I f ... [ t h e ]  p o s s i b i l i t y  [ t o  j i n g l e  o u t  a n  i n d i v i d u a l ]  d o e s  n o t  e x i s t  o r  i s - n e g U g l W e ,  t h e  p e r s o n  s h o u l d  . n o t  d e  c o n s i d e r e d  a s  

• I d e n t i f i a b l e , '  a n d  t h e  I n f o r m a t i o n  w o u l d  n o t  b e  c o n s i d e r e d  a s  ‘p e ^ o n a l  d a t a . 1" ) ;  s e e  a l s o  4 5 r . F . f t . 6  > 6 4 . 5 1 4  { h e a l t h  p r i v a c y  r u l e  a l l o w i n g  r e l e a s e  o f  m e d l c a J  

I n f o r m a t i o n  o n l y  a f t e r  It i s  s c r u b b e d  o f  I d e n t i f y i n g  d a t a ) ;  H . R ,  5 7 7 7 , 111 t h  C o n g .  §  5 0 1 ( a ) ( 2 )  ( 2 0 1 0 )  ( o n l i n e  p r i v a c y  b i l l  e x c l u d i n g  f r o m  p r o t e c t i o n  a n y  I n f o r m a t i o n  

t h a t  h a s  b e e n  o b s c u r e d  s o  a s  n o t  t o  i d e n t i f y  p a r t i c u l a r  i n d i v i d u a l s ) ,

l z 2 9 7 | S e e  W P 1 3 6 ,  s u p r a  n o t e  1 1 9 ,  a t  1 7  ( r e a s o n i n g  c h a t  a n  J S P  s h o u l d  p r o t e c t  I P  a d d r e s s e s  a s  p e r s o n a l  d a t a  u n l e s s  i t  k n o w s  “ w i t h  a b s o l u t e  c e r t a i n l y "  t h a t  a  

p a r t i c u l a r  u s e r  c a n n o t b e  I d e n t i f i e d ) .

1 1 3 0  r j S e e  s u p r a  n o t e s '  8 2 - 9 7  a n d  a c c o m p a n y i n g  t e x t .

j t S i  y j S e e  s u p r a  n o t e s  4 9 - 5 5  a n d  a c c o m p a n y i n g  t e x t .

f l i l T j S e e  K l i m a s  v .  C o m c a s t  C a f l l e  C o m m o n s ,  t n c ^  4 6 5  F . 3 d  2 7 1 .  2 7 6  < i 2  f G t h  O r .  2 0 0 6 1  

f l 3 3 T h r i .  a t  ? . 7 l .

373 .

[ l 3 S T l l d .  a t  3 7 4 .

K l i m a s  v . ~ C o m c a s t C a W e C o m m c ' n s ,  I n c . .  N o .  0 2 - r v - > i n y 4 . n r .  ; o o ^ i  n  «r . r > k f - i e x r s > 7 7 6 . ^ .  a r a  f g . D .  M i c h .  J v i i y  i .  2 0 0 3 ) .

( i 3 7 ? | ] d .  a t  1 0 .

U 3 S V | l d .  a t  1 0 * 1 1 .

4 6 5  r . 3 d  ^  m

U 4 3 . 7 I .

f l g a v j t r i .  i t t  j a n . f o u o t i n o  £ L 1 L S J L 1 ^ 5 1 ( » ) ( 2 ) ( A )  ( 2 0 0 6 ) ) .

R . A . / 7 6
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f l 4 4 7 ] s e c  > 2 A  C o m p u t e r  L a w  5  2 A . 0 2  n . 4 ( * A h  I P  a d d r e s s  s t a n d i n g  a l o n e  w o u l d  m e r i t  o n l y  t h e  l o w e s t  d e g r e e  o f ' s e c u r i t y , " ) ;  s e e  a l s o  W h i t t e n ,  s u p r a ,  n o t e  5 2  

( T h e  T P  a d d r e s s e s  r e c o r d e d  b y  e v e r y  W e b  s i t e  o n  t n e  p l a n e t  w i t h o u t  a d d i t i o n a l  i n f o r m a t i o n  s h o u l d  n o t  b e  c o n s i d e r e d  p e r s o n a l  d a t a ;  b e c a u s e  t h e s e  W a b  s i t e s  

u s u a l l y  c a n n o t  I d e n t i f y  t h e  h u m a n  b e i n g s  b e h i n d  t h e s e  n u m b e r  s t r i n g s / ) -

| 1 4 5 ? l S e e  s u g r a i  n o t e s  6 1 - 6 3  a n d ’ a c c o m p a n y i n g  t e x t .

f l 4 6 7 ) 5 e c l a h ,  s u p r a  n o t e ' 2 4 ,  a t  6 3 9 ;  W e i n b e r g ,  s u p r a  n o t e  6< j , , ( i t  1 2 6 0  &  n . 2 4 ;  s e e  a l s o  U n i t e d  S t a t e r .  v .  V o * ; H u m l L _ 6 Q ?  F . 3 r t  5 1 2 .  S?1 f i d  C i r .  2 0 l f > \  ( " C o m c a s t ' s  

... ' l e a s e  p e r i o d '  f o r  e a c h  I P  a d d r e s s  i s  a p p r o x i m a t e l y  6 * 3  d a y s .  A t  t h e  e x p i r a t i o n  of t h a t  l e a s e  p e r i o d ,  t h e  a s s i Q n m e n t  o f  o n  a d d r e s s  ; o  a  p a r t i c u l a r  c o m p u t e r  m a y  

o r  m a y  n o t  b e  r e n e w e d . * } .

j a 4 8 7 | S e e T e n e .  s u p r a  n o t e  . 1 8 ,  a t  1 4 4 6  ( c o m p a r i n g  T P  a d d r e s s e s  t o  m a i l i n g  a d d r e s s e s  a n d  t e l e p h o n e  n u m b e r s ,  w h i c h  a r e  P I I  o n l y  w h e n . t h e y  " m i g h t  b e  l i n k e d  t o  

a  s p e c i f i c  I n d i v i d u a l  t h r o u g h  r e a s o n a b l e  m e a n s " ) . -

[ l 4 9 ? j s e e  E F F  A m i c u s  B r i e f ,  s u p r a  n o t e  1 2 0 ,  a t  3  ( " W i t h o u t  t h e  e q u i v a l e n t  o r a  r e v e r s e  t e l e p h o n e  d i r e c t o r y ,  a  p e r s o n ' s  t e l e p h o n e  n u m b e r  i s  j u s t  a  t e l e p h o n e -  

n u m b e r . " ) .

l S l T  S f e e  i d .

| l 5 2 ? | C o U i m b i a  P i c t u r e s  I n d u s ,  v .  B u n n e l l ,  f i t i .  C V  0 6 - 1 Q 9 3  F M C J C X ,  2 0 0 7  W L  2 0 3 0 4 1 9 ,  a t  3  n . 1 0  ( C . D .  C a i .  M a y  2 9 ,  2 0 0 7 ) .  T h e  c o u r t  e x a m i n e d  t h e  o u e s t i o n  u n d e r  

t h e  d e f e n d a n t ' s  p r i v a c y  p o l i c y  r a t h e r  t h a n  a  f e d e r a l  s t a t u t e .  I d .  P r o b l e m a t i c a l l y ,  t h e  d e f e n d a n t  d i d  n o t  p r o v i d e  t h e  c o u r t  w i t h  a  d e f i n i t i o n  o r  t h e  t e r m  " p e r s o n a l  

I n f o r m a t i o n *  a s  u s e d  i n  | c s  p o l i c y ,  i d .

I I5 3 7 ! lohnson v. Mirrnwfr Com . r»o. COo-OQnnaAl. ?0nq Hi!?. P u t .  IEXI5 *>8:74. a t  13 (W.Q. Wash. June 23, 2009). 

f lS A -r i ld . a t  12-13-

1 1 5 5 T { S e e  s u p r a  n o t e s  6 2 - 9 7  a n d  a c c o m p a n y i n g  t e x t .

[ l S S T l S e g  B u n n e l l  7 0 H 7  W L  2 0 B 0 4 1 9 .  a t  3  n . i Q :  H e i m s ,  s u p r a  n o t e  9 ,  a t  2 ’9 6  n , 4 6 .

f l S 7 ? j T h e r e / o r e ,  s n  a d d r e s s  m a y  n o t  b e  p e r s o n a l l y  i d e n t i f i a b l e  I n  s o m e . c i r c u m s t a n c e s ,  s u c h  a s  w h e n  I t  i d e n t i f i e s  a n  a p a r t m e n t  b u i l d i n g  b u t  n o t  t h e  p a r t i c u l a r  

a p a r t m e n t .  S e e  T e n e ,  s u p r a  n o t e  I S ,  a t  1 4 4 6 .

{ l S 8 T [ w h e n  a  t e l e p h o n e  i s a v a i t a b t e  f o r  u s e  B y  m o r e  t h a n  o n e  p e r s o n ,  t h e  c a l l s  m a d e  f r o m  t h e  t e l e p h o n e  a r e  l e s s  l i k e l y t o  b e  f a i r l y  a t t r i b u t a b l e  t o  a n  i n d i v i d u a l .  S e e  

N a n c y  J .  K i n g , .  W h e n  M o b i l e  P h o n e s  A r e  R F I Q  •  E q u i p p e d :  F i n d i n g  S . U . - U . 5 .  S o l u t i o n s  t o  P r o t e c t  C o n s u m e r  P r i v a c y  a n d  F a c i l i t a t e  M o b i l e  C o m m e r c e ,  1 5  M i c h ,  

T U P r o m m .  f t T g r t i .  L .  B o v .  t 0 7 .  i a . 1  n . 2 8 7  n o r r R V

| l 5 9 7 | S e e .  W P 1 3 6 .  s u p r a  n o t e  1 1 9 ,  a t  1 3  ( ' T h e  q u e s t i o n  o f  w h e t h e r  t h e  i n d i v i d u a l  t o  w h o m  t h e  I n f o r m a t i o n  r e l a t e s  I s  I d e n t i f i e d  o r  n o t  d e p e n d s  o n  t h e  c i r c u m s t a n c e s  

o f  t h e  c a s e ; " ) .

| l S O T j s e e  K i n g ,  s u p r a  n o t e  1 5 8 ,  a t  1 8 1  n . 2 8 7 .  

{ l f i l ? | s e e  S p r a g u e  &  C i o c c h e t t i ,  s u p r a  n o t e  9 8 ,  a t  9 3 .

| l 6 2 7 | L e t a n y a  S w e e n e y , .  C o m p u t a t i o n a l  D i s c l o s u r e  C o n t r o l :  A  P r i m e r  o n  D a t a  P r i v a c y  P r o t e c t i o n  2 0  ( ) a n .  8 , 2 0 0 1 ) ,  a v a i l a b l e  a t

h t r p : / / n i T ' » i n s . f s n J . m l f . e r l t i / m a r / ,f M g < g s / ,6 . g O . ? < ‘a r t i ,r l p 5 (,n r l v a r v / « w f f W T e v - ^ h t » « t w » d r a f t - . p d ^  s e e a / s o  S e t h  S c h o e n ,  W h a t  I n f o r m a t t o n  3 s  '‘Personally Identifiab le"?. 
E l e c t r o n i c  F r o n t i e r  F o u n d a t i o n - ( S e p t .  1 1 ,  2 0 0 9 ) .  h t t n - . / / w w w  .•’ f f ,n y n / r t p e n l 1 n 5 t ^ / 2 Q 0 g / 0 9 / w h a r - l n f n r m a H o n - n < » r ; n n a 1 i v - l d n n N f i w b t g :  K a n g ,  s u p r a  n o t e  2 3 ,  a t  1 2 8 9  

n . 3 7 0  ( “ T h e  t r u e  p r i v a c y  t h r e a t  a r i s e s  f r o m  t h e ' s y s t e m a t i c ,  d e t a i l e d  a g g r e g a t i o n  o f  o t h e r w i s e  t r i v i a l  d a t a  t h a t  a l l o w s  t h e  c o n s t r u c t i o n  o f  a  t e l l i n g  p e r s o n a l  p r o f i l e " ) .

| l 5 3 7 [ S e e .  C i o c c h s t t l .  s u p r a  n o t e  7 9 ,  a t  5 6 .

j l 6 < T j C o m p a r e  G a n d y , - s u p r a  n o t e  1 4 ,  a t  1 0 9 3  ( " I t  i s  I n  t h e  n a t u r e  o f  t h e  I n t e r n e t  P r o t o c o l  ( I P )  t h a t  p e r s o n a l l y  I d e n t i f i a b l e  I n f o r m a t i o n  i s  m a d e  a v a i l a b l e  f o r  

c a p t u r e  i n  e v e r y  I n t e r a c t i o n  b e t w e e n  c o m p u t e r s . ’ ) ,  w i t h  K i n g ,  s u p r a  n o t e  158 , a t  1 8 1  ( ’ C e r t a i n  t y p e s  o f  IP a d d r e s s e s  t h a t  d o  n o t  a l l o w  I d e n t i f i c a t i o n  o f  t h e  u s e r  

m a y  n o t  b e  p e r s o n a l  d a t a . ' ) .

| l B 5 T | 5 e e  E F F  A m i c u s  B r i e f ,  s u p r a  n o t e  1 2 0 ,  a t  9 .

[ t H e r j s e e  B e r m a n  &  M u l l i g a n ,  s u p r a  n o t e  I Q ,  a t  £ 5 4  ( n o t i n g  o n l i n e  t r a n s a c t i o n a l  d a t a - ,  s u c h  a s  I P  a d d r e s s  a n d  w e b . s i c e  h i s t o r y ,  c a n  " r e v e a l  t h e  b l u e p r i n t  o f  a n  

I n d i v i d u a l ' s  l i f e " ) .

f l 6 7 7 [ 5 e g  s u p r a  n o t e s  6 0 - 6 3  a n d  a c c o m p a n y i n g  t e x t .

i l 6 8 T j s c c ,  e . g . ,  K l i m a s  v .  C o m c a s t  C a b l e  C o m m c ' n s ,  I n c . ,  N o .  0 2 -  c v - 7 - 2 0 * 4 . c v r :  ^ f l f l l  u . g .  i f k i s  3 7 7 f t « ; .  a t  t o  ( E . O .  M i c h .  3 u i y  1 ,  2 0 0 3 ) .

( i 6 9 7 l 5 e e  s u p r a  n o t e s  6 4 - 6 S  a n d  a c c o m p a n y i n g  t e x t . R . A . / I I



1 1 7 0  7 | A n  I P  a d d r e s s  is. t i e d  t o  a  s p e c i f i c  c o m p u t e r  w h e n  t h e  c o m p u t e r  u s e s  a  s r e t i c ,  public IP address. l a l l ,  . s u p r a  n o t e  2 4 ; .  a t  6 9 0 .

l i 7 i T i S t t  I n f r a  n o t e s  2 G 5 - 2 < *  a n d  a c c o m p a n y i n g  t e x t .

I l 7 2 ? h j n l t e d  S > a t e s _ y .  S t e i n e r .  3 l S F J d  l W 9 .  1 0 4 3  r m f t . q r _ 2 Q Q 3 l

( l 7 3 7 | S e e  K r i m a s  v  C o m c a s t ' C a h t e  r o m m r ' n s .  f n c . - .  * 6 5  F.3 r t  2 7 ? .  ? 7 3 ' / 6 ? ' h  O r .  3 0 0 6 V  U n i t e d  S r a t e s  v .  K e n n e d y .  8 1  F. S u d d .  ? d U 0 3 .  1 ' I Q B  (0 .  K a n ,  Z O O O - V

i ' l 7 4 7 [ s e a ,  e . g . ,  i - i n i f g d  S r a f t » ^ v .  v a ’s b m n h .  6 0 3  F id  S t?. fud n r .  3 m m  { r i b l & u )  r h a t  t h e  d e f e n d a n t ' s  I S P  m a i n t a i n e d  I P a s s l g r i m e m  l o g s  f o r  I S O  d a i y s ) .  N o t e ,  

h o w e v e r ,  t h a t  t h e  F f l ' r  i s  c u r r e n c y  p r e s s u r i n g  I S P ?  t o  r e t a i n . a s s i g n m e n t  l o g s  f o r  a s  l o n g  a s  t w o  y e a r s ,  D e c l a n  M c C u i l a g h ,  F B I  W a n t s  R e c e r d s K e p t  o f  W e b  S i t e s  

V i s t a * .  C W E T  N e w s ' ( F e b .  S ,  2 0 1 0 ,  9 : 1 6  A M ) ,  h t l o ' / / n e v r t . c n M . c n m / f l ? O l - I 3 5 V B  3 - 1 0 4 4 B 0 6 0 - 3 8 . h t m l .

i l 7 S 7 i w e J r i b e r g .  s u p r a  n o t e  6 6 .  a t  1 2 6 0  r u 2 4 .

| l ? 7 T j T g n e ,  s u p r a  n o t e ' 1 8 , . a t  1 4 4 6 .

j 1 7 8  ? !  United S ta te s  v. Voshurnh. 6Q2 P .3d SI 2 . £21  tSA Cir, 20101.

[ i r & 7 ) Tr1. ah Si 7.

1 1 8 0 7 |  I d .  

l l S l 7 h r t . J t S 2 3 .

l i s a T k d .

| l S 3 7 l U a j t & t L S a t e s _ v ^ t e j g . < r . 3 1 S  P . 3 d _ l 0 3 f l .  1 0 4 ^  r r n h _ C i r ^ 0 0 1 l  

| l 8 4 T | l d .

I l ls  T) Id,

j i a r r S s e t l n  r e  C h a r t e r  C n m m c ' n s .  T n e .  3 9 3  F . 3 d  7 7 1  f f l t h  O r .  2 0 0 5 V  

a t  7 7 4 .

j l B 9 ? l ld .

{ l Q 0 7 j l d .

j l 9 i  7 { i d .  T h e  o p i n i o n  d o e s  n o t  e x p l a i n  t h e  d i s c r e p a n c y  b e t w e e n  t h e . n u m b e r  o f  s u b s c r i b e r s  o r i g i n a l l y  i d e n t i f i e d  b y  C h a r t e r  a n d  ( t i c  n u m b e r  s u b p o e n a e d .  S e e  I d .  

| l 5 2 7 | t r t .  a t  7 7 7 ,

) l 9 a 7 | } r i .  a t  7 7 8 .

j l 9 4 7 ] S e e  W e i n b e r g ,  s u p r a  n o t e  6 6 ,  a t  1 2 6 0 '  p . 2 2  ( " T h e  e x t e n t  t o  w h i c h ... t r a f f i c  c a n  R e  t r a c e d  t o  [ a  u s e r  b e h i n d  « A T J  d e p e n d s  o n  t h e  t o f o r r t t a a o n  r e t a i n e d  b y  

t h a t  s e r v e O -

! j l 9 5  7 t s e e  E g e v o n g  &  F r a n c i s . ,  s u p r a  n o t e  6 4 ,  a t  1 .

j f H O J s e e  U n i t e d  S t a t e s  v .  H e j A e n b a r n o .  *67  F . 3 t l  1 1 0 .  l ' l ' . i B  f « * t h  C i r .  2 r t 0 7 l .

I
•j U 9 7 7 | S e e  W e i n b e r g ,  s u p r a  n o t e  6 6 ,  a t  1 2 6 0  f i . 2 2 .
i

U s a r t s e e  g e n e r a l l y  H e c f e g n k a m p .  4 3 ?  E . 3 d  a f i n ? .

| i a S T t i r i . w t n ^ 3 .
I

f2QO?Ild.

[ 2 Q l ? l T d ' .  n f  T,W4:

i

i Haslw- R . A . / 7 8



l2037?M. b u m s .

| 2 Q A ? l i d .

[ Z O S T f S e e  V / P 1 3 6 ,  s u p r a  n o t e  1 1 ' 9 ,  a t  . 1 7  ( p r e s e n t i n g  t h e  s c e n a r i o  o f  a n  a n o n y m o u s  u s e r  o f  a  c o m p u t e r  I n  a n  I n t e r n e t  c a f e ) .

| 2 0 f i  ? ) S e e  K i n g ,  s u p r a  n o t e  1 5 3 ,  a t  181; see also W P 1 3 S ,  s u p r a ' n o t e  1 2 9 ;  a t  17.

| 2 0 7 7 | T h l s  s c e n a r i o  w o u l d  b e  I d e n t i c a l  t o  C h a t  o f  t n e  o f f i c e  t e l e p h o n e  t o  w h i c h  m u l t i p l e  p e o p l e  h a v e  e a s y  a c c e s s .  S e e  k i n g ,  s u p r a  n o t e  1 5 S ,  a l - l B l  n . 2 8 7 .  

l ^ o a y j x a n g ,  s u p r a  n o t e  2 3 ,  ot  1 2 2 6 ;  s e e  a l s o  C h r i s t o p h e r  K u n e r ,  E u r o p e a n  D a t a  P r i v a c y  L a w  8 k  O n l i n e  B u s i n e s s  S O  ( 2 0 0 3 ) .  

f e o a v l K u r r e r ,  s u p r a -  n o t e  2 0 8 : .  a t  S O .

[2 1 0 7 |ld.

j a i l V l S e e  u n i t e d  S t a t e *  v .  K e n n e d y .  S i  F  S u n n ,  Tii 1 1 0 3 .  v r f ) 7 .  1 l i d  t D ,  K a n .  3 f t 0 0 1  ( f i n d i n g  t h e  d e f e n d a n t ' s  a d m i s s i o n  t h a t  h e  w a s  t h e  p r i m a r y  u s e r  o f  a n  

i n t e r n e t  a c c o u n t  p r o v i d e d  p r o b a b l e  c a u s e . f o r . a  s e a r c h  o f  h i s  c o m p u t e r ) .

f 2 1 2 7 | l i n ? r e r t  S t o r e s  v. 'Jastwmh. 602 F . 3 d  5 / 7  S 7 S  n a  D r.  7 0  ; m  (noting that ‘ several C o u r t s  o f  . A p p e a l s  h a v e  h e l d  t h a t  e v i d e n c e  t h a t  t h e  u s e r  o f  a  C o m p u t e r  

e m p l o y i n g  a  p a r t i c u l a r  I P a d d r e s s  p o s s e s s e d  o r  t r a n s m i t t e d  c h i l d  p o r n o g r a p h y  c a n  s u p p o r t  a  s e a r c h - w a r r a n t  f o r  t h e  p h y s i c a l  p r e m i s e s  l i n k e d  t o . t h a t  I P  ^ t W r a s s K ) ;  

U n i t e d  S t a t e s  v .  S h i f t s .  S 7 5 F J M  8 3 a .  M 4 - f 8 t H  O r .  7009V. U f i t e t l  S t a t w s  v .  P g r r i n t ! .  5 1 8  F . 3 r i  1 9 9 - l M O .  1 2 0 6  M O t h t f r .  g Q O t i i  U n i t e d  S t a t e  v . - P e r n .  4 8 4

F . - M  7 3 5 .  7 « Q _ f S t n  C i r .  2 0 0 7 M  U n i t e d  S t a t e s * .  W r m e r s - .  < 1 5 2  F . M  S H .  S 3 9  f f i t h  H r .  3 0 0 6 V  S t a t e s  v .  H a v .  2 3 1  F . 1 r i ‘ 6 3 0 - 6 3 5 ^ 3 6  f Q t h  C i r  2 B Q P V

f l l 3 7 |p e r e ? .  «Bd F .ld  » r7 3 3 .

i 2 1 6 7 h d .  a t  741 

j a i 7 ? k r t .  at-744.

f a i 8 7 i t r t .  a t  7 4 p  ( e m p h a s i s  a d d e d ) .

[ a i 9 7 l i i n i t e < L 5 t a t e r .  v .  K e n n e d y . ' m . F . _ S i i p p , ' ? d  1 1 0 1  (0. K a n .  2 n o 6 > ,

[ 5 2 l 7 | l d .

t T | T h e  F B I  a l s o  d e t e r m i n e d  t h a t  t t i e  d e f e n d a n t  l i k e d  t o  d o w n l o a d  p i c t u r e s  f r o m  t h e  i n t e r n e t  a n d  w a s  s u s p i c i o u s  t h a t  o R i e r s  w e r e  r e a d i n g  h i s  c o m p u t e r  f i l e s ,  i d .  

a r  1 1 0 7 .  T h i s  I n f o r m a t i o n  w a i s '  o b t a i n e d  I n  a  p r e t e x t u a l  p h o n e  c a l l  i n  w h i b i  t h e  F B I  a g e n t  p r e t e n d e d  t o  b e  a  r e p r e s e n t a t i v e  o f  t h e  d e f e n d e n t ' s . I S P .  fri. a r  n u .

{ 2 3 5 ? l F o r  a '  u s e f u l  v i s u a l  r e p r e s e n t a t i o n  o f  t h e  t e c h n i c a l  p r o c c s s  u s e d  t o  t r a c e  I P  a d d r e s s  a s s i g n m e n t s ,  s e e  H e l f n s ,  s u p r a  n o t e  9 ,  a t  2 9 6 .

[ 2 2 s  r | S e e  A o l f e  W h i t e ,  I P  A d d r e s s e s  A r e  P e r s o n a l  D a t a ,  6 . U .  R e g u l a t o r  S a y s ,  W a s h .  P o s t ,  J a n .  22, :2 0 0 8 ,  a t  D i  ( p a r a p h r a s i n g  G e r m a n y ’s  d a t a - p r o t e c t l o n  

c o m m i s s i o n e r  a s  s a y i n g  " w h e n  s o m e o n e  i s  I d e n t J f l e d i b y  a n  I P  ... a d d r e s s ,  ’t h e n  I t  h a s  t o  b e  r e g a r d e d  a s  p e r s o n a l  d a t a * " ) .

p 2 7 7 ; 5 c e  .’ n  r e  C h a r t e r  C o m m e - n s .  in t . .  3 3 3  F . 7 r f  7 7 ? .  774 / flth  Of. 200$).

[ 2 2 a 7 | s e e  s u p r a  n o t e s  1 4 0 - 5 0  a n d  a c c o m p a n y i n g  t e x t

l 2 2 g 7 | s e e  K n m a s ;v :  C o m c a s t  C a b l e  C o m m c ' n s ,  I n c ,  N o .  0 2 -  C V - 7 2 0 5 4 - D T .  . m u . 1 % ,  f i i s t .  i . p x r s  7 7 7 6 5 .  n t  10 ( E . D .  M i c h .  J u l y  1 , 2 0 0 3 )  ( " U n l e s s ' a n  i p  a d d r e s s  i s  

c o r r e l a t e d  t o  s o m e  o t h e r  I n f o r m a t i o n  ... i t  d o e s  n o t  I d e n t i f y  a n y  s i n g l e  s u b s c r i b e r  b y  i t s e l f / ) .

\ 2 3 Q T | S e e  s u p r a  n o t e s  7 7 - 8 1  a n d  a c c o m p a n y i n g  t e x t  ( d i s c u s s i n g  t h e  l i m i t e d  s c o p e  o f  f e d e r a l  p r i v a c y  l a w ) ,

( a s i T t S e e C o r i n .  G e n .  S r a t ^ a _ _ S d - ? M h  < 2 0 0 9 1 :  I n t l .  C n r t r  S  3 5 - 7 7 - 6 - 2 . 5  f l 9 9 S 1 :  M i n n .  S t a t  S  3 2 S M . Q 1 - W  nOQAY. W a n t .  P n d f  A n n .  S  3 - 1 7 - S S l  r 2 0 W V  w f e  S t e l  
g  1 9 . 6 8  ( 2 0 0 3 ) .

i 2 3 2 7 | l n d . _ C e i t o  6  3 S - 3 7 - 6 - 2 J .

[2337jTnd. Cade 6 35-37-6-2.5/aV R.A./79



123471 rv>/vi. On. Star. 6-M-260b (2009).

* { H U j N t n n .  S c a t .  §  3 2 5 N . 0 2 - 0 4 ;  s e e  also J o r d a n  M .  B J a n k e ,  M i n n e s o t a  P a s s e s  t h e  N a t i o n ’s  R r s t  I n t e r n e t  P r i v a c y  t . a w r g g - . R u t a c r s  C o m o u t B r  S T g e h .  I  J - 4 0 , 5 .  4 S 5 ,  

I 4.1 % r a a n 3 V - T h e  s t a t u t e  a l s o  p r o t e c t s  ' c l i c k s t r e a m  d a a , "  d a t a  t h a t  i n d i c a t e  w h e r e  a  u s e r  h a s  b e e n  a n d  h o w  h e  f o u n d  t h e  c u r r e n t  W e b  s i t e .  B l a n k e ,  s u p r a ,  a t  4 0 8 -

1  0 9  &  n . 1 6 ;

; a d d e d ) .

| « y j | s « e  M i n n .  S c a t .  6  3 2 5 M . 0 2 .

i 2 3 S T t M f n n . - S t a t . S 3 2 5 t t . 0 3 f 6 ? .  (7). 

| 2 3 9 t )a S C.F-ft.'S  1 6 4 :S 1 4 fb V 2 im f0 V f3 Q 0 9 V  

f e ^ O T ^ S  r.F lR . 5 164.«>14fM.

1 2 4 1  V l h L

t 2 4 2 T l i d .  i  i 5 4 . 5 i 4 ( b ) ( J ) ( i ) ( 0 ) .

f 2 4 3 T { H . R .  5 7 7 7 / l i i t h  C o f l f f .  ( 2 0 1 0 ) .  B e h a v i o r a l  a d v e r t l s J n o ,  a l s o - k n o w n  a s  b e h a v i o r a l  t a r g e t i n g ,  ' i s  d  m e t h o d  o f  t r a c k i n g  t h e  o n l i n e  b e h a v i o r  o f  i n t e r n e t  u s e r s  I n  

o r d e r  t o  s e r v e  t h o s e  c o n s u m e r s  w i t h ' a d v e r t i s i n g  t a r g e t e d  t o  t h e  s p e c i f i c  i n t e r e s t s  ' e x p r e s s e d * . t h r o u g h  W e b - b r o w s i n g  a c t i v i t y . "  A n d r e w  H o t a l i n g ,  P r o t e c t i n g  

P e r s o n a l l y  I d e n t i f i a b l e  I n f o r m a t i o n  o n - t h e . I n t e r n e t :  N o t i c e  a n d  C o n s e n t  i n  t h e  A g e  o f  B e h a v f o r a l  T a r g e t i n g ,  1 6  C o m r n L m v  C c n s o e c t u s  S 2 9 ^ 5 3 Q . / 2 n Q & l ;  B e h a v i o r a l  

a d v e r t i s i n g  i s  a  c o n t r o v e r s i a l  p r a c t i c e  b e c a u s e  o f  t n e  c n a l i e n g e  t o  e x p e c t a t i o n s  o f  p r i v a c y  o n l i n e .  I d .

1 2 4 4 7 | h . R .  5 7 7 7  §  2 ( 4 ) ( v l l > .

t 2 4 5 ? | u s  L a w m a k e r s  P u b l i s h  I n t e r n e t  P r i v a c y  B i l l ,  T h e . R e g i s t e r  ( M a y o ,  2 0 1 0 ,  3 : 1 3  A M I .  h K o : W w m v . t h g r * M i s t e r . c f t J / K i r 2 D l Q ' Q 5 , ' 0 6 / j n t e r r > e t  p r i v a c y  b i l l / .

{ s ^ s T J C o v e r e d  e n t i t y "  i s  d e f i n e d  a s " a  p e r s o n  e n g a g e d  i n -  i n t e r s t a t e  c o m m e r c e  . t h a t  c o l l e c t s  o r  s t o r e s  d a t a  c o n t a i n i n g  c o v e r e d  i n f o r m a t i o n  o r  s e n s i t i v e  i n f o r m a t i o n , "  

e x c c p t  f o r  g o v e r n m e n t  e n t i t i e s  a n d  a n y  p e r s o n  w h o  ( I )  s t o r e s  I n f o r m a t i o n  f r o m  f e w e r  t h a n  1 5 , 0 0 0  i n d i v i d u a l s ,  ( i i )  c o l l e c t s  i n f o r m a t i o n  f r o m  ( e w e r  t h a n  1 0 , 0 0 0  - 

p e r s o n s  I n  a  t w e l v e - m o n t h  p e r i o d ,  ( i l l )  d o e s  n o t  c o l l e c t  s e n x l t l v e ' l n f o r m a t l o n ,  a n d  ( I v )  d o e s  n o t  u s e .  t f t e  i n f o r m a t i o n  t o  s t u d y  i n d i v i d u a l s  a s  I t s  p r i m a r y  b u s i n e s s .  H . R .  

' 5 7 7 7  § 2 ( 3 ) .

l 2 d 7 7 h d . 5 S l 0 1 . - 1 0 3 .

|24g T |ld . § 104(a)(1).

j a 4 9 y | ' I d .  §  1 0 6 .

{ z S o T j i d .  §  1 0 3 ( e ) .

| 2 5 i ' v t s e e  i d .  §  2 ( 5 ) ( A )  ( d e f i n i n g  'dpera llona l purpose' In p a r t  a s  " a  p u r p o s e  r e a s o n a b l y  n e c e s s a r y  t o  f a c i l i t a t e ... t h e  l o g i s t i c a l  o r  t e c h n i c a l  a b i l i t y  o f  a  c o v e r e d  

e n t i t y  t o  p r o v i d e  o o o d s  o r  s e r v i c e s * ) .

| 2 5 2 7 j 5 e e  i d .  § " 2 ( 5 ) ( B )  ( d e f i n i n g  ' o p e r a t i o n a l  p u r p o s e '  t o  e x c l u d e  i n f o r m a t i o n  u s e d  f o r  a  m a r k e t i n g  o r  a d v e r t i s i n g  p u r p o s e  b r  a n y  purpose t h a t " w o u l d  l i k e l y  a f f e c t  

t h e  i n d i v i d u a l ' s  c o n d u c t  or  d e c i s i o n s  w i t h  r e s p e c t  t o  t b t *  c o v e r e d  e n t i t y ' s  p r o d u c t s  o r  s e r v i c e s ' ) .

| 2 5 3 T ) ' A r t i c l e  2 9  D a t a  P r o t e c t i o n  W o r k i n g  P a r t y ,  O p i n i o n  1 / 2 0 0 8  o n  D a t a  P r o t e c t i o n  i s s u e s  R e l a t e d ,  t p  S e a r c h  E n g i n e s ,  0 0 7 3 7 / E N / \ V P i ‘* 8 .  a t  3 ,  &  ( A p r .  4 ,  2 0 0 8 )  
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Text
1 1 2 2 7 ]

I .  I N T R O D U C T I O N

W i r e l e s s  f i d e l i t y  ( " W i - F T )  t e c h n o l o g y  b r i n g s  t h e  I n t e r n e t  a n y w h e r e  t h a t  a  r a d i o  s i g n a l  c a n  r e a c h ,  } l ± |  T r a n s m i t t i n g  r a d i o  s i g n a l s  b e y o n d  t h e  c o n f i n e s  o f  w a l l s ,  f e n c e s ,  a n d  

p r o p e r t y  l i n e s ,  W i - F i  t e c h n o l o g y  d e l i v e r s  n e w f o u n d  c o n v e n i e n c e  t o  a  p e r s o n  w h o  o p e r a t e s  a  w i r e l e s s  c o m p u t e r  n e t w o r k  ( ‘ W I - F I  o p e r a t o r ” ) .  | 2 £ | T h i s  c o n v e n i e n c e ,  h o w e v e r ,  

h a s  g i v e n  r i s e  t o  a n  u n i n t e n d e d  e x t e r n a l i t y .  P e r s o n s  w h o m  t h e  W i - R  o p e r a t o r  n e v e r  I n t e n d e d  t o  r e c e i v e  t h e  t r a n s m i s s i o n  m a y  r e a l i z e  f u l l  I n t e r n e t  a c c e s s  a t  t h e  o p e r a t o r ' s  

e x p e n s e ,  | 3 A |  A  W l - R  o p e r a t o r  p a y s  $  2 9 . 9 5  e a c h  m o n t h  f o r  I n t e r n e t  s e r v i c e ;  ) 4 & |  t h e  o p e r a t o r ' s  n e x t - d o o r  n e i g h b o r  r e a p s  t h a t  s a m e  s e r v i c e  f o r  f r e e .  | 5 A |  I n  t h e  l e x i c o n  o f  

c y b e r  s p e e c h ,  t h i s  p h e n o m e n o n  i s  a p p r o p r i a t e l y  r e f e r r e d  t o  a s  " j o y r i d i n g , "  [ 6 ± . |  J o y r i d i n g  c a n  c a u s e  s u b s t a n t i a l  d e l a y s  m  d a t a  t r a n s m i s s i o n ,  | 7 A |  a n d  I t  c a n  F a c i l i t a t e  t h e  

d i f f u s i o n  o f  h a r m f u l  v i r u s e s  t o  a l l  c o m p u t e r s  w i t h i n  t h e  w i r e l e s s  n e t w o r k ,  [ 8 & 1  Y e t  d e s p i t e  t h e s e  p o s s i b l e  h a r m s ,  W l - R  o p e r a t o r s  o f t e n  d o  [ 1 2 2 8 ]  n o t  p a s s w o r d  p r o t e c t  

t h e i r  n e t w o r k s .  | 9 ± j  J o y r i d i n g  h a s  t h u s  b e c o m e  c o m m o n  p r a c t i c e .  | l 0  A j T h e  l a w  s h o u l d  i n t e r v e n e ,  f 1 1  A |

T h e  q u e s t i o n  o f  w h e t h e r  t h e  c o m m o n  l a w  p e r m i t s  a  n e i g h b o r  t o  j o y r i d e  o n  a  w i r e l e s s  n e t w o r k  p r e s e n t s  n o v e l  a n d  c o m p l e x  i s s u e s  o f  t o r t  a n d  p r o p e r t y  l a w ,  [ 1 2 ± |  A t  f i r s t  

g l a n c e ,  It s e e m s  t h a t  t h e  j o y r i d i n g  n e i g h b o r  d o e s  n o t  i n v a d e  a n y  l e g a l l y  p r o t e c t e d  I n t e r e s t  o f  t h e  W i - R  o p e r a t o r ,  e v e n  t h o u g h  t h e  W I - F I  o p e r a t o r  m a y  s u f f e r  n e g a t i v e  

e x t e r n a l i t i e s .  | l 3 ± |  T o r t  l a w  d o e s  n o t  a p p e a r  t o  p r o t e c t  a  W i - R  o p e r a t o r ’s  i n t e r e s t  i n  t h e  w i r e l e s s  n e t w o r k  b e c a u s e  a  w i r e l e s s  n e t w o r k  c o m p r i s e s  r a d i o  s i g n a l s .  | i 4 & |  R a d i o  

s i g n a l s  a r e  u n c o n t r o l l a b l e  b y  n a t u r e ,  a n d  t h e r e b y  c a n n o t  b e  p r o p e r t y .  [ I S A }  A b s e n t  p r o p e r t y ,  t r e s p a s s  c a n n o t  l i e .  | 1 6 a |

[ 1 2 2 9 ]  E v e n  i f  w i r e l e s s  n e t w o r k s  w e r e  r e c o g n i z e d  a s  p r o p e r t y ,  t h e  n e i g h b o r ’s  c o n d u c t  I s  a r g u a b l y  p e r m i s s i b l e .  W h e r e  t h e  W i - R  o p e r a t o r  h a s  f o i l e d  t o  s e t  u p  a  p a s s w o r d ,  

t h e  o p e r a t o r  s e e m s  t o  i m p l i c i t l y  c o n s e n t  t o  s h a r i n g  I n t e r n e t  a c c e s s ,  j 1 7  A  j T h e  W l - R  o p e r a t o r  s e e m s  t o  c o n s e n t  t o  j o y r i d i n g .  j l 8 ± |  F u r t h e r m o r e ,  t h e  c o m m o n  l a w  p e r m i t s  a  

n e i g h b o r  t o  u s e  p r o p e r t y  t h a t  c r o s s e s  o n t o  a n d  I n t e r f e r e s  w i t h  t h e  n e i g h b o r ' s  a i r s p a c e .  | l 9 i i l T h e  W i - R  r a d i o  s i g n a l s  c r o s s  o v e r  t o  t h e  n e i g h b o r ' s  l a n d ,  p o t e n t i a l l y  I n t e r f e r i n g  

w i t h  t h e  n e i g h b o r ' s  a i r s p a c e ,  s o  t h e  c o m m o n  l a w  m a y  p r o t e c t  t h e  n e i g h b o r ' s  c o n d u c t  | 2 0 ± [  F i n a l l y ,  s o c i a l  p o l i c y  s e e m s  t o  s u p p o r t  t h e  p o s i t i o n  o f  t h e  J o y r i d i n g  n e i g h b o r .  

T h e  I n t e r n e t  i s  a  p u b l i c  g o o d ,  a n d  t h e  l a w  s h o u l d  s u p p o r t  a n y  m e a n s  o f  a l l o w i n g  a s  m a n y  p e r s o n s  t o  a c c e s s  l t . ( 2 1 A { T o  t h a t  e n d ,  i t  i s  a r g u a b l e  t h a t  W i - R  r a d i o  s i g n a l s ,  

w h i c h  t r a v e l  o v e r  g o v e r n m e n t - r e g u l a t e d  f r e q u e n c i e s ,  | 2 2 A (  s h o u l d  n o t  b e  s u b j e c t  t o  p r i v a t e  o w n e r s h i p .  W l - R  s i g n a l s  s h o u l d  a r g u a b l y  b e  t r e a t e d  a s  p a r t  o f  a  p u b l i c  ' 

c o m m o n s  a v a i l a b l e  f o r  a n y o n e ' s  u s e .  [ 2 3  ±1

D e s p i t e  t h e s e  a r g u m e n t s  a g a i n s t  f i n d i n g  a  t r e s p a s s ,  r e c e n t  c a s e l a w  d e a l i n g  w i t h  t h e  I n t e r n e t  s u g g e s t s  o t h e r w i s e .  C o u r t s  a r e  q u i c k l y  r e m o l d i n g  t h e  a g e - o l d  t r e s p a s s - t o -  

c h a t t e l  d o c t r i n e  s o  t h a t  i t  f i t s  t h e  n e w  m e d i u m  o f  c y b e r s p a c e .  | 2 4 A j  A l b e i t  r s i a r i u a i u ,  y o u n g ,  I n t e r n e t  j u r i s p r u d e n c e  [ 1 2 3 0 ]  h a s  e s p o u s e d  t h e  v i e w  t h a t  e l e c t r o n i c  s i g n a l s  

s e n t  t h r o u g h  c y b e r s p a c e  t o  a  p h y s i c a l  o b j e c t  m a y  g i v e  r i s e  t o  c o n t a c t  t h a t  i s  

j o y r i d i n g  n e i g h b o r  l i k e l y  t r e s p a s s e s  w h e n  t h e  n e i g h b o r  s e n d s  e l e c t r o n i c  s i g n

s o r y  i n  n a t u r e .  | 2 5 q  A p p l y i n g  t h i s  n e w  d o c t r i n e  t o  t h e  W I - F I  c o n t e x t  r e v e a l s  t h a t  a

  _ e  W i - F i  o p e r a t o r ' s  d e v i c e  t h a t  t r a n s m i t s  d a t a  t h r o u g h  t h e  I n t e r n e t  -  a  W i - F I  r o u t e r .

) 2 6 A [  w h e r e a s  W i - F i  r a d i o  s i g n a l s  a r e  n o t  p r o p e r t y ,  t h e  W i - R  r o u t e r  i n d i s p u t a b l y  i s .  I t  i s  a  p h y s i c a l  o b j e c t  t h a t  r e m a i n s  I n  t h e  p o s s e s s i o n  a n d  c o n t r o l  o f  t h e  W i - R  o p e r a t o r .
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\2 7 ± \  U n d e r  t h e  r e a s o n i n g  o f  I n t e r n e t  c a s e l a w ,  t h e  J o y r i d i n g  n e i g h b o r  a p p e a r s  t o  " I n t e r m e d d l e "  w i t h  t h s  r a u t s r  w h e n  t h e  n e i g h b o r  f e n d s  e l e c t r o n i c  s i g n a l s  t h r o u g h  I t .  ) 2 8 £  

B e c a u s e  t h e  r o u t a r  I s  t h e  p r o p e r t y  u n d e r  c o n s i d e r a t i o n  •  r a t h e r  t h a n  W i - F I  r a d i o  s i g n a l s  ■  t h e  f a c t  t h a t  a  j o y r i d i n g  n e i g h b o r  u s e s  W i - R  r a d i o  s i g n a l s  w h i c h  c r o s s  o v e r  t o  t h e  

n e i g h b o r ' S ' l a n d  i s  o f  n o  c o n s e q u e n c e .  f 2 9 £ r j  T r e s p a s s o r y  c o n t a c t  a p p e a r s  t o  o c c u r  a t  t h e  r o u t e r .

P o l i c y  a l s o  I m p l i e s  a  t r e s p a s s .  T h e  t r a n s a c t i o n  c o s t s  o f  j o y r i d i n g  -  t h e  p o s s i b i l i t y  o f  c o m p u t e r  v i r u s e s  a n d  t r a n s m i s s i o n  d e l a y s  -  o u t w e i g h  t h e  b e n e f i t  o f  p e r m i t t i n g  joy rid ing  

n e i g h b o r s  f r e e  a c c e s s  t o  t h e  I n t e r n e t .  { 3 0 & |  i n  s h o r t ,  J o y r i d i n g  c a n  I m p o s e  c o s t l y  c o n s e q u e n c e s  o n  t h e  u n s u s p e c t i n g  W l - R  o p e r a t o r .  | 3 V & |  M o r e o v e r ,  e v e n  i f  t h e s e  

t r a n s a c t i o n  c o s t s  d i d  n o t  e x i s t ,  t h e  j o y r i d i n g  n e i g h b o r  s t r i p s  I n t e r n e t  s e r v i c e  p r o v i d e r s  ( ' I S P s ' )  o f  e c o n o m i c  r e t u r n s ,  ( 3 2 A l  I t  I s  l i k e l y  t h a t  s o m e  J o y r i d i n g  n e i g h b o r s  v a l u e  

I n t e r n e t  a c c e s s  a t  a  l e v e l  s u f f i c i e n t l y  h i g h  s u c h  t h a t  t h e y  w o u l d  s u b s c r i b e  t o  ISP services w e r e  j o y r i d i n g  u n a v a i l a b l e .  j 3 3 A j  T o  r e a l i z e  a  f u l l  r e t u r n  o n  t h e i r  i n v e s t m e n t  I n  

I n t e r n e t  t e c h n o l o g y ,  I S P s  m u s t  r e c e i v e  p a y m e n t  f o r  t h e i r  s e r v i c e s  b y  a n y o n e  w h o  u s e s  i t  P r o t e c t i o n  [ Z 2 3 1 ]  o f  I n t e r n e t  i n v e s t m e n t s  f a v o r s  v i e w i n g  t h e  n e i g h b o r ' s  c o n d u c t  

a s  a  t r e s p a s s .  l 3 4 ± )

T h i s  A r t i c l e  a d d r e s s e s  t h e  q u e s t i o n  o f  w h e t h e r  t h e  j o y r i d i n g  n e i g h b o r - c o m m i t s  a n  a c t i o n a b l e  t r e s p a s s  a g a i n s t  t h e  W i - P l  o p e r a t o r .  P a r t  I I  e x p l a i n s  h o w  a  w i r e l e s s  n e t w o r k  

f u n c t i o n s ,  a n d  h o w  a  n e i g h b o r  i s  a b l e  t o  a c c e s s  t h a t  n e t w o r k .  P a r t  l i t  e x a m i n e s  w h e t h e r  t h e  n e i g h b o r ' s  c o n d u c e  s a t i s f i e s  t h e  e l e m e n t s  o f  t r e s p a s s  t o  c h a t t e l ,  i d e n t i f y i n g  t h e  

c h a t t e l  a t  i s s u e  a s  t h e  W l - R  r o u t e r ,  P a r t  I I I  c o n c l u d e s  t h a t  t h e  n e i g h b o r ' s  c o n d u c t  s a t i s f i e s  t h e  e l e m e n t s  o f  t r e s p a s s  t o  c h a t t e l .  P a r t  I V  e x a m i n e s  t h e  d e f e n s e s  t o  t r e s p a s s  t o  

c h a t t e l ,  a d d r e s s i n g  w h e t h e r  j o y r i d i n g  I s  p e r m i s s i b l e  w h e n  a  W l - P  o p e r a t o r  h a s  n o t  p a s s w o r d  p r o t e c t e d  t h e  n e t w o r k  o r  w h e n  t h e  W I - R  o p e r a t o r ' s  n e t w o r k  i n t e r f e r e s  w i t h  t h e  

n e i g h b o r ' s  a b i l i t y  t o  s e t  u p  h i s  o r  h e r  o w n  w i r e l e s s  n e t w o r k .  P a r t  T V  c o n c l u d e s  t h a t  n e i t h e r  t h e  a b s e n c e  o f  p a s s w o r d  p r o t e c t i o n  n o r  t h e  p r e s e n c e  o f  W I - F I  I n t e r f e r e n c e  s h o u l d  

b e  a  d e f e n s e  t o  t h e  t o r t i o u s  c o n d u c t .

u  f a c t u a l  b a c k g r o u n d

A  w i r e l e s s  n e t w o r k  a l l o w s  c o m p u t e r s  w i t h i n  a  l o c a l  g e o g r a p h i c  a r e a  t o  s h a r e  I n f o r m a t i o n  w i t h o u t  b e i n g  c o n n e c t e d  b y  w i r e s .  | 3 5 ± 1  R a d i o  s i g n a l s  m a k e  W I - F I  t e c h n o l o g y  

p o s s i b l e .  | 3 6 A )  W i - F i  r a d i o  s i g n a l s  o r i g i n a t e  f r o m  a  d e v i c e  c a l l e d  a  W i - F i  r o u t e r .  | 3 7 a | T h e  W I - F I  r o u t e r  t r a n s m i t s  d a t a  b e t w e e n  c o m p u t e r s  w i t h i n  t h e  n e t w o r k ,  a n d  b e t w e e n  

a m o d e m  t h a t  is c o n n e c t e d  t o  t h e  I n t e r n e t  a n d  a  c o m p u t e r  w i t h i n  t h e  n e t w o r k .  | 3 B ± |  I n  e f f e c t ,  t h e  W i - F i  r o u t e r  s e r v e s  a s  a  h u b  f o r  i n f o r m a t i o n  e x c h a n g e  b e t w e e n  

. c o m p u t e r s  w i t h i n  t h e  n e t w o r k  a n d  b e t w e e n  any  n e t w o r k  c o m p u t e r  a n d  t h e  I n t e r n e t  1 3 9 & ]

W i - F i  r o u t e r s  o p e r a t e  o n  f r e q u e n c i e s  t h a t  t h e  g o v e r n m e n t  h a s  p e r m i t t e d  c o n s u m e r s  t o  u s e  w i t h o u t  l i c e n s e s .  B a b y  m o n i t o r s ,  c o r d l e s s  p h o n e s ,  m i c r o w a v e  o v e n s ,  B l u e t o o t h  

d e v i c e s ,  | - 4 0 * . |  a n d  o t h e r  w i r e l e s s  d e v i c e s  £ 1 2 3 2 ]  a n  o p e r a t e  o n  t h e  s a m e  u n l i c e n s e d  f r e q u e n c i e s  a s  W i - F i  r o u t e r s .  ( 4 1  * ( T o  p r e v e n t  w i r e l e s s  d e v i c e s  f r o m  i n t e r f e r i n g  w i t h  

o n e  a n o t h e r ,  t h e  f r e q u e n c i e s  have  m u l t i p l e  c h a n n e l s  o n  w h i c h  a  s i n g l e  w i r e l e s s  d e v i c e  c a n  o p e r a t e .  l 4 2 A ]  M o s t  w i r e l e s s  d e v i c e s  w i l l  ’ l i s t e n '  f o r  a  d e a r  c h a n n e l  b e f o r e  

b e c o m i n g  a c t i v e .  } 4 3 A |  T h u s ,  a  w i r e l e s s  n e t w o r k  c a n  e x p e r i e n c e  i n t e r f e r e n c e ,  b u t  t e c h n o l o g i c a l  a d v a n c e  a r e  d e c r e a s i n g  I n s t a n c e s  o f  s u c h  i n t e r f e r e n c e .

T h e  r a n g e  o f  a  W i - F i  r o u t e r ' s  s i g n a l  v a r i e s  a c c o r d i n g  t o  i t s  s t r e n g t h  I n  r e l a t i o n  t o  p h y s i c a l  o b s t r u c t i o n s .  ] 4 4 A [  O n  a v e r a g e ,  r o u t e r s  c a n  r e f l a b f y  t r a n s m i t  s i g n a l s  o v e r  a  r a n g e  

o f  a b o u t  3 0 0  f e e t ,  a p p r o x i m a t e l y  t h e  s i z e  of  a  f o o t b a l l  f i e l d .  [ 4 5  ± \  P h y s i c a l  o b j e c t s  c a n n o t  u s u a l l y  i m p e d e  W i - F I  r a d i o  s i g n a l s  a n y w h e r e  w i t h i n  t h i s  r a n g e ,  H e n c e ,  d a t a

t r a n s m i s s i o n  i s  p o s s i b l e  b e t w e e n  c o m p u t e r s  i n  s e p a r a t e  r o o m s ,  o r  e v e n  i n  d i f f e r e n t  b u i l d i n g s .  | 4 7  a ]

T h e  s t r e n g t h  o f  W i - R  r a d i o  s i g n a l s  a l l o w s  a  n e i g h b o r  o f  a  W i - F I  o p e r a t o r  t o  a c c e s s  t h e  w i r e l e s s  n e t w o r k .  | 4 S & [  T h e  n e i g h b o r  n e e d  m e r e l y  i n s t a l l  a  w i r e l e s s  n e t w o r k  a d a p t e r  

o n  a  c o m p u t e r  a n d  p l a c e  t h e  c o m p u t e r  w i t h i n  t h e  r a n g e  o f  t h e  W i - F I  o p e r a t o r ' s  r o u t e r .  j 4 9 & )  A f t e r  t h e  w i r e l e s s  n e t w o r k  a d a p t e r  I s  i n s t a l l e d  o n  t h e  n e i g h b o r ' s  c o m p u t e r ,  t h e  

c o m p u t e r  c a n  r e c e i v e  W l * F f  r a d i o  s f g n a f e .  fsoj;} W h e n  t h e  c o m p u t e r  l o c a t e s  a  W I - F I  s i g n a l ,  i t  d i s p l a y s  a  p r o m p t  o n  i t s  s c r e e n ,  q u e r y i n g  t h e  n e i g h b o r  w h e t h e r  t h e  c o m p u t e r  

s h o u l d  I n t e r f a c e  w i t h  t h e  w i r e l e s s  n e t w o r k .  ( s i k |  [ 1 2 3 3 ]  S e l e c t i n g  ' O K "  c o n n e c t s  t h e  n e i g h b o r ' s  c o m p u t e r  t o  t h e  I n t e r n e t  t h r o u g h  t h e  w i r e l e s s  n e t w o r k .  | S 2 & 1  A  n e i g h b o r  

m i g h t  v i e w  w e b s i t e s ,  c h e c k  e - m a i l ,  d o w n l o a d  f l i e s ,  f i l e  s h a r e ,  o r  m e d i a  s t r e a m .  } 5 3 A (  A n y  o f  t h e s e  p r a c t i c e s  c o n s t i t u t e s  '‘J o y r i d i n g . "  j S 4 A l  I t  I s  n o t e w o r t h y  t h a t  w h i l e  

J o y r i d i n g ,  a  n e i g h b o r  m a y  u n i n t e n t i o n a l l y  t r a n s m i t  a n  e l e c t r o n i c  v i r u s  t o  c o m p u t e r s  w i t h i n  t h e  w i r e l e s s  n e t w o r k .  j S S ± |  T h a t  i s ,  a  v i r u s  c a n  p a s s  f r o m  t i n e  n e i g h b o r ’s  

c o m p u t e r ,  t h r o u g h  t h e  r o u t e r ,  t o  t h e  o p e r a t o r ' s  c o m p u t e r  •  e v e n  w h e r e  t h e  n e i g h b o r  d o e s  n o t  a c c e s s  t h e  o p e r a t o r ’s  c o m p u t e r ,  b u t  m e r e l y  a c c e s s e s  t h e  I n t e r n e t  t h r o u g h  t h e  

W i - F I  c o n n e c t i o n .  | 5 6 A | I n  t h e  a b s e n c e  o f  s p e c i a l i z e d  s o f t w a r e  t h a t  m a n y  W I - F I  o p e r a t o r s  a r e  n o t  l i k e l y  a w a r e  o f ,  v i r u s e s  w i t h i n  a  n e t w o r k  c a n  s p r e a d  u n i n h i b i t e d  f r o m  

c o m p u t e r  t o  c o m p u t e r .  | 5 7 & 1

A  W i - F I  o p e r a t o r  o f t e n  d o e s  n o t  k n o w  w h e n  s o m e o n e  I s  j o y r i d i n g  o n  t h e  w i r e l e s s  n e t w o r k .  | s a ± f  [ f  a  J o y r i d i n g  n e i g h b o r  o n l y  s u r f s  t h e  w e b  o r  c h e c k s  e - m a i l ,  t h e  W J - F 1  

o p e r a t o r ' s  r a t e  o f  d a t a  t r a n s m i s s i o n  t o  a n d  f r o m  t h e  I n t e r n e t  i s  n o t  n o t i c e a b l y  s l o w e r  t h a n  i f  t h e  n e i g h b o r  w e r e  n o t  u s i n g  t h e  w i r e l e s s  n e t w o r k .  { 5 9  A |  O n  t h e  o t h e r  h a n d ,  if 

t h e  n e i g h b o r  d o w n l o a d s  l a r g e  f i l e s  from  t h e  I n t e r n e t ,  o r  e n g a g e s  i n  f i l e - s h a r i n g  o r  m e d i a - s t r e a m i n g ,  t h e  n e i g h b o r  w i l l  t a x  t h e  r o u t e r ' s  r e s o u r c e s .  | 6 0 A |  A  W f - f l  o p e r a t o r

w o u l d  n o t i c e  a  d e l a y  i n  t h e  t r a n s m i s s i o n  s p e e d .  N e v e r t h e l e s s ,  e v e n  w h e r e  t h e r e  I s  s u c h  a  d e l a y ,  t h e r e  I s  n o  i m m e d i a t e  i n d i c a t i o n  t o  t h e  W i - F i  o p e r a t o r  t h a t  t h e _ _ _ _

n e i g h b o r  h a s  a c c e s s e d  t h e  [ 1 2 3 4 ]  w i r e l e s s  n e t w o r k .  } 6 2 A |  T h e  W i - F (  o p e r a t o r  w o u l d  e x p e r i e n c e  a  t r a n s m i s s i o n  d e l a y ,  b u t  w o u l d  n o t  k n o w  t h e  s o u r c e  o f  t h a t  d e l a y .  ( 6 3

W l - R  o p e r a t o r s  c a n  p r e v e n t  J o y r i d i n g  b y  s i m p l y  setting  u p  a  p a s s w o r d  t h a t  u s e r s  m u s t  p r o v i d e  t o  a c c e s s  t h e  w i r e l e s s  n e t w o r k .  j 6 4 : h |  H o w e v e r ,  m o s t  W I - F I  o p e r a t o r s  d o  n o t  

I n v o k e  s u c h  s e c u r i t y  m e a s u r e s .  | 6 5 A |  I t  I s  t h e r e f o r e  l i k e l y  t h a t  m o s t  i n s t a n c e s  o f  j o y r i d i n g  d o  n o t  c o n s i s t  o f  " h a c k i n g '  i n t o  a  p a s s w o r d - p r o t e c t e d  w i r e l e s s  n e t w o r k .  F o r  t h e  

p u r p o s e s  o f  t h i s  A r d d e ,  " J o y r i d i n g ' '  r e f e r s  t o  t h e  u n a u t h o r i z e d  a c c e s s  o f  a  w i r e l e s s  n e t w o r k ,  w h i c h  i s  n o t  p a s s w o r d  p r o t e c t e d ,  f o r  t h e  s o l e  p u r p o s e  o f  e n g a g i n g  i n  I n t e r n e t  

a c t i v i t y .

H I .  T H E  E L E M E N T S  O F  T R E S P A S S  T O  C H A T T E L  A P P L I E D  T O  W I - F I  J O Y R I D I N G

T h i s  P a r t  e x a m i n e s  w h e t h e r  t h e  j o y r i d i n g  n e i g h b o r ' s  c o n d u c t  g i v e s  r i s e  t o  a  c l a i m  o f  t r e s p a s s  t o  c h a t t e l .  | 6 6 ± |  A  t r e s p a s s  t o  c h a t t e l  l i e s  w h e r e  [ 1 2 3 5 ]  a n  a c t o r  

i n t e n t i o n a l l y  d i s p o s s e s s e s  a n o t h e r  o f  a  c h a t t e l ,  o r  a l t e r n a t i v e l y ,  u s e s  o r  i n t e r m e d d l e s  w i t h  a  c h a t t e l  i n  p o s s e s s i o n  o f  a n o t h e r .  ] 5 7 ^ J  S e c t i o n  i n . A  c o n s i d e r s  t h e  p o s s i b l e  

c h a t t e l  o n  w h i c h  t h e  J o y r i d i n g  n e i g h b o r  a l l e g e d l y  t r e s p a s s e s .  S e c t i o n  I I I . 8  a n a l y z e s  w h e t h e r  t h e  n e i g h b o r ' s  c o n d u c t  i s  t r e s p a s s a r y  I n  n a t u r e .  A  d i s c u s s i o n  o f  t h e  p o s s i b l e  

d e f e n s e s  t o  t r e s p a s s  t o  c h a t t e l  f o l l o w s  I n  P a r t  I V .

A .  T h e  C h a t t e l

T r e s p a s s  t o  c h a t t e l  r e q u i r e s  t h a t  a  c h a t t e l  e x i s t . l S 8 A }  I f  t h e  j o y r i d i n g  n e i g h b o r  c o m m i t s  a  t r e s p a s s  t o  c h a t t e l  a g a i n s t  t h e  W l - R  o p e r a t o r ,  t h e  W i - F i  o p e r a t o r  m u s t  o w n  a  • 

■ t h i n g *  o n  w h i c h  a  t r e s p a s s  c a n  b e  c o m m i t t e d .  | 6 9 A j  M  f i r s t  g l a n c e ,  t h e  ' t h i n g ’  t o  b e  c o n s i d e r e d  i n  t h e  t r e s p a s s  a n a l y s i s  s e e m s  t o  b e  t h e  w i r e l e s s  n e t w o r k .  | 7 Q r & {  A s  

d i s c u s s e d  b e l o w ,  h o w e v e r ,  a  w i r e l e s s  n e t w o r k  d o e s  n o t  p o s s e s s  c h a r a c t e r i s t i c s  o f  p r o p e r t y  w h i c h  a r e  n e c e s s a r y  f o r  o w n e r s h i p .  T h e r e f o r e  t h e  ' t h i n g -  t o  b e  c o n s i d e r e d  i n  t h e  

t r e s p a s s  a n a l y s i s  s h o u l d  n o t  b e  t h e  w i r e l e s s  n e t w o r k ;  i n s t e a d ,  f o r  r e a s o n s  d i s c u s s e d  b e i o w ,  t h e  ' t h i n g '  s h o u l d  b e  t h e  W i - F i  r o u t e r .

T h e  v i e w  t h a t  t h e  w i r e l e s s  n e t w o r k  i s  a  c h a t t e l  a g a i n s t  w h i c h  a  t r e s p a s s  m a y  b e  c o m m i t t e d  e s s e n t i a l l y  posits  t h a t  a  W i - F I  o p e r a t o r  s h o u l d  b e  r e w a r d e d  f o r  l a b o r i n g  t o  c r e a t e  

t h e  n e t w o r k .  ) 7 i & [  I t  i s  t h e  W l - R  o p e r a t o r  w h o  p u r c h a s e s  a n d  i n s t a l l s  a  r o u t e r  t h a t  m a k e s  t h e  n e t w o r k  e v e n  p o s s i b l e .  O n  t h e  b a s i s  t h a t  l a b o r e r s  s h o u l d  h o l d  p r o p e r t y  r i g h t s  

i n  t h e  f r u i t s  o f  t h e i r  l a b o r s ,  t h e  W i - F i  o p e r a t o r  a r g u a b l y  s h o u l d  o w n  t h e  r a d i o  s i g n a l s  t h a t  t h e  W l - R  r o u t e r  t r a n s m i t s ,  {7 2 *1  T h e  W i - F i  o p e r a t o r  i s ,  i n  e f f e c t ,  t h e  c r e a t o r  o f  t h e  

t r a n s m i s s i o n .  A s  t h e  c r e a t o r ,  f l 2 3 6 ]  t h e  W i - F i  o p e r a t o r  s e e m s  t o  h o l d  p r o p e r t y  r i g h t s  o v e r  t h e  c r e a t i o n  -  t h e  w i r e l e s s  n e t w o r k ,  o r  i n  o t h e r  w o r d s ,  t h e  W l - R  r a d i o - s i g n a l '  

t r a n s m i s s i o n .  [ 7 3 ± j

T h i s  a r g u m e n t  i s  u n p e r s u a s i v e .  A l t h o u g h  a  p e r s o n  m a y  e x p e n d  g r e a t  l a b o r  t o  p r o d u c e  a n  o u t c o m e ,  t h a t  o u t c o m e  d o e s  n o t  n e c e s s a r i l y  p r o d u c e  a  t h i n g  t o  w h i c h  p r o p e r t y  

r i g h t s  m a y  a t t a c h , \74£.\  P r o p e r t y  requires  e x c l u s i v i t y .  | 7 S A l  R e g a r d l e s s  o f  w h e t h e r  t h e  s u b j e c t  o f  p r o p e r t y  i s  t a n g i b l e  o r  n o t ,  t h a t  s u b j e c t  m u s t  b e  c a p a b l e  o f  e x c l u s i v e  

c o n t r o l  a n d  p o s s e s s i o n .  | 7 5 a }  T h e  w i r e l e s s  n e t w o r k  i s  n o t  c a p a b l e  o f  b e i n g  e x c l u s i v e l y  c o n t r o l l e d  o r  p o s s e s s e d  b e c a u s e  I t  I n c l u d e s  r a d i o  s i g n a l s .  ( 7 7 & 1  R a d i o  s i g n a l s  c a n n o t  

b e  c o n t a i n e d  w t t h l n  a  g e o g r a p h i c  b o u n d a r y .  j 7 8 A / T h e i r  o n l y  b o u n d a r y  i s  t h e i r  b a n d w i d t h  f r e q u e n c i e s ,  a n d  t h o s e  f r e q u e n c i e s  a r e  u n l i c e n s e d ,  m e a n i n g  t h a t  t h e  g o v e r n m e n t

R.A. /87
. . . .  , .  j,,... r „ n ^ M , i K - w , ' 7 ' p s h 9 r c d % 2 F d o c u m e n t % 2 F a n a l y L i c a l - m . . .
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h a s  p e r m i t t e d  a n y  p e r s o n  t o  t r a n s m l t s l g n a l s  over t h e  f r e q u e n c i e s .  [ 7 9  * j  C o t e r m i n o u s  u s e  o f  t h e  f r e q u e n c i e s  I s  t h e r e f o r e  p e r m i s s i b l e ,  w h i c h  c o u l d  p r o d u c e  i n t e r f e r e n c e

[ 1 2 3 7 ]  b e t w e e n  c o m p e t i n g  s i g n a l s .  | 8 0 ± j  A  W i - F i  o p e r a t o r  c a n n o t  e x c l u d e  a n o t h e r  p e r s o n  f r o m  u s i n g  a  f r e q u e n c y ,  m e a n i n g  t h a t  a  W i - F i  o p e r a t o r  c a n n o t  e x c l u d e  a n o t h e r  

p e r s o n  f r o m  I n t e r f e r i n g  w i t h  W i - F i  r a d i o  s i g n a l s .  j 8 1 A j  I n  s h o r t ,  W i - F i  r a d i o  s i g n a l s  d o  n o t  a d m i t  e x c l u s i v i t y ,  s o  t h e y  s h o u l d  n o t  b e  v i e w e d  a s  p r o p e r t y .  [ S 2 ^ |

I t  s h o u l d  b e  n o t e d  t h a t  t h e  c a p a b i l i t y  t o  p a s s w o r d  p r o t e c t  a  w i r e l e s s  n e t w o r k  d o e s  n o t  s a t i s f y  t h e  e x c l u s i v i t y  r e q u i r e m e n t  o f  p r o p e r t y .  A l t h o u g h  a  W I - F I  o p e r a t o r  c a n  

p a s s w o r d  p r o t e c t  t h e  w i r e l e s s  n e t w o r k  a g a i n s t  u n w a n t e d  u s e ,  t h e  W i - F i  o p e r a t o r  c a n n o t  p r e c l u d e  a n o t h e r  p e r s o n  f r o m  I n t e r f e r i n g  w i t h  t h e  W I - F I  r a d i o  s i g n a l s ,  | 8 3  A j T h e  f a c t  

t h a t  I n t e r f e r e n c e  I s  p o s s i b l e ,  a n d  m o r e o v e r  p e r m i s s i b l e ,  | S 4  A [  d e m o n s t r a t e s  t h a t  a  W I - F I  o p e r a t o r  I s  u n a b l e  t o  e x e r c i s e  e x c l u s i v e  c o n t r o l  a n d  p o s s e s s i o n  o v e r  t h e  W i - F i  r a d i o  

s i g n a l s .  T h e  p a s s w o r d  p r o t e c t s  a n o t h e r  p e r s o n  f r o m  I n t e r p r e t i n g  W i - F i  s i g n a l s ,  b u t  n o t  f r o m  i n t e r f e r i n g  w i t h  t h e  s i g n a l s .  P a s s w o r d  p r o t e c t i o n  d o e s  n o t  i m p l y  t h a t  t h e  

o p e r a t o r  a n  e x c l u d e  o t h e r s  f r o m  I n t e r f e r i n g  w i t h  t h e  W i - F i  r a d i o  s i g n a l s .  T h e y  a r e  n o t  p r o p e r t y .

A l t h o u g h  t h e  r a d i o  s i g n a l s  c o m p o s i n g  t h e  n e t w o r k  a r e  n o t  p r o p e r t y ,  a  p h y s i c a l  p i e c e  o f  e q u i p m e n t  t h a t  m a k e s  p o s s i b l e  t h e  n e t w o r k  i n d i s p u t a b l y  i s .  T h e  r e u t e r  -  t h e  n e t w o r k  

c o m p o n e n t  t h r o u g h  w h i c h  W i - F i  r a d i o  s i g n a l s  a r e  t r a n s m i t t e d  -  i s  p r o p e r t y .  {s s a I U n l i k e  r a d i o  s i g n a l s  w h i c h - a r e  I n c a p a b l e  o f  e x c l u s i v e  c o n t r o l  a n d  p o s s e s s i o n ,  t h e  W i - F i  

r o u t e r  I s  c o n t i n u a l l y  i n  t h e  c o n t r o l  a n d  p o s s e s s i o n  o f  t h e  W i - f i  o p e r a t o r .  E v e n  d u r i n g  t h e  n e i g h b o r ' s  j o y r i d i n g ,  t h e  r o u t e r  r e m a i n s  p h y s i c a l l y  w i t h  t h e  W i - F i  o p e r a t o r .  T h e  W i 

F i  o p e r a t o r  t h e r e f o r e  h o l d s  a n  u n d i s p u t a b l e  p r o p e r t y  i n t e r e s t  I n  t h e  r o u t e r .  T h e  q u e s t i o n  o f  t r e s p a s s  i s  t h u s  w h e t h e r  t h e  n e i g h b o r ' s  u s e  o f  t h e  r o u t e r  c o n s t i t u t e s  a  v i o l a t i o n  

o f  t h e  W i - F i  o p e r a t o r ' s  p r o p e r t y  r i g h t s  i n  t h e  r o u t e r .

[ 1 2 3 8 ]

B .  T h e  T r e s p a s s

" T h e  l a w  h a t h  n o t  b e e n  d e a d ,  t h o u g h  it h a t h  s l e p t . "  I & 6  * )  T h e  t o r t  D f  t r e s p a s s  t o  c h a t t e l  h a s  l a i n  d o r m a n t  f o r  y e a r s ,  h a v i n g  b e e n  e m p l o y e d  i n  t i m e s  p a s t  t o  r e m e d y  f a r m e r s  

f o r  i n j u r i e s  t h a t  w e r e  i n t e n t i o n a l l y  i n f l i c t e d  o n  s h e e p  a n d  c a t t l e .  [ 8 7  ± |  R e c e n t l y ,  h o w e v e r ,  t h e  t o r t  h a s  b e e n  r e v i v e d  t o  d e a l  w i t h  t r o u b l e s  I n  c y b e r s p a c e .  [ 8 8 * 1  C o u r t s  h a v e  

r e s u r r e c t e d  t h e  d o c t r i n e  t o  p r o h i b i t  t h e  s e n d i n g  o f  u n s o l i c i t e d  m a s s  e - m a i l s  a n d  t h e  s e a r c h i n g  o f  w e b s i t e s  b y  r o b o t i c  s o f t w a r e .  j 8 9 & j  T r e s p a s s  t o  c h a t t e l  h a s  s e r v e d  a s  a  

l e g a l  m e a n s  f o r  c o n t r o l l i n g  t r a f f i c  I n  c y b e r s p a c e .  S t i l l  u n d e t e r m i n e d  i s  t h e  q u e s t i o n  o f  w h e t h e r  t h e  t o r t ' s  a p p l i c a t i o n  t o  t h e  o n t o l o g y  o r  c y b e r s p a c e  e n c o m p a s s e s  W i - F i  

J o y r i d i n g ,  1 9 0 & 1

A n  a c d o n a b l e  t r e s p a s s  t o  c h a t t e l  o c c u r s  w h e n  a n  a c t o r  I n t e n t i o n a l l y  e i t h e r  d i s p o s s e s s e s  a n o t h e r  o f  a  c h a t t e l ,  o r  a l t e r n a t i v e l y ,  u s e s  o r  ’ I n t e r m e d d l e s "  w i t h  t h e  c h a t t e l  w h i l e  it 

I s  i n  t h e  p o s s e s s i o n  o f  a n o t h e r .  | S 1  a ]  I n  t h e  c o n t e x t  o f  W I - F I  j o y r i d i n g ,  t h e  n e i g h b o r  d o e s  n o t  p h y s i c a l l y  d i s p o s s e s s  t h e  W l - R  o p e r a t o r  o f  t h e  r o u t e r .  T h e  n e i g h b o r  u s e s  t h e  

r o u t e r  w h i l e  i t  r e m a i n s  I n  t h e  p h y s i c a l  p o s s e s s i o n  o f  t h e  W i - F i  o p e r a t o r .  A c c o r d i n g l y ,  t h e  q u e s t i o n  o f  w h e t h e r  t h e  n e i g h b o r  t r e s p a s s e s  o n  t h e  r o u t e r  i n v o l v e s  a n  e x a m i n a t i o n  

o f  w h e t h e r  t h e  n e i g h b o r  h a s . i n t e n t i o n a l l y  u s e d  o r  " i n t e r m e d d l e d "  w i t h  t h e  r o u t e r .

T o  u s e  o r  i n t e r m e d d l e  w i t h  a  c h a t t e l ,  a n  a c t o r  m u s t  b r i n g  a b o u t  p h y s i c a l  c o n t a c t  w i t h  t h e  c h a t t e l .  [ 9 2 & |  P h y s i c a l  c o n t a c t  m a y  o c c u r  i f  t h e  a c t o r  p h y s i c a l l y  t o u c h e s  t h e  

c h a t t e l ,  o r  J f  t h e  a c t o r  c a u s e s  s o m e t h i n g  e l s e  t o  t o u c h  t h e  c h a t t e l .  [ 9 3 * f  A  t o u c h i n g  r e s u l t s  I n  I n t e r m e d d l i n g .  ) 9 4 ± j  Y e t  n o t  a l l  I n s t a n c e s  o f  i n t e r m e d d l i n g  g i v e  r i s e  t o  l i a b i l i t y  

f o r  t r e s p a s s  t o  c h a t t e l .  | 9 5 * |  L i a b i l i t y  a r i s e s  o n l y  I f  t h e  I n t e r m e d d l i n g  c a u s e s  h a r m .  | 9 6 A l  H a r m  I s  m a n i f e s t  b y  a n  i m p a i r m e n t  o f  t h e  c h a t t e l ' s  c o n d i t i o n ,  q u a l i t y ,  [ 1 2 3 9 ]  o r  

v a l u e .  ) 9 7 : f e |  I n  t h e  a b s e n c e  o f  a n y  o f  t h e s e  c o n d i t i o n s ,  t h e  I n t e r m e d d l i n g  i s  h a r m l e s s ,  a n d  t h e r e b y  n o t  a c t i o n a b l e .  [ 9 8 i J

T h e  f o l l o w i n g  t h r e e  s u b s e c t i o n s  e x a m i n e  w h e t h e r  W i - F i  j o y r i d i n g  s a t i s f i e s  t h e s e  r e q u i r e m e n t s  f o r  t r e s p a s s  t o  c h a t t e l .  S u b s e c t i o n  I I I . B . l  e x a m i n e s  w h e t h e r  t h e  n e i g h b o r ' s  

u s e  o f  t h e  W i - F i  o p e r a t o r ' s  r o u t e r  r e s u l t s  i n  p h y s i c a l  c o n t a c t  s u f f i c i e n t  t o  c o n s t i t u t e  i n t e r m e d d l i n g ,  S u b s e c t i o n  I 1 I . B . 2  e x a m i n e s  w h e t h e r  t h e  a l l e g e d  c o n t a c t  r e s u l t s  i n  h a r m .  

S u b s e c t i o n  I I I . B . 3  e x a m i n e s  w h e t h e r  t h e  n e i g h b o r ' s  u s e  o f  t h e  r o u t e r  i s  i n t e n t i o n a l .

l ,  P h y s i c a l  C o n o c t

P e r h a p s  m o s t  i n t r i g u i n g  a b o u t  t h e  W l - R  t r e s p a s s  a r g u m e n t  i s  t h e  i s s u e  r e g a r d i n g  w h e t h e r  a  t r e s p a s s  i s  p o s s i b l e  e v e n  t h o u g h  t h e  n e i g h b o r  n e v e r  c a u s e s  a  m a t e r i a l  o b j e c t  t o  

p h y s i c a l l y  c o n t a c t  t h e  W i - F i  r o u t e r .  | 9 9  J i |  T h e  a r g u m e n t  f o r  t r e s p a s s  r e l i e s  o n  t h e  p r e m i s e  t h a t  t h e  n e i g h b o r  c a u s e s  p h y s i c a l  c o n t a c t  w i t h  t h e  r o u t e r  w h e n  t h e  n e i g h b o r

t r a n s m i t s  e l e c t r o n i c  s i g n a l s  t h r o u g h  t h e  r o u t e r  I n  o r d e r  t o  a c c e s s  t h e  I n t e r n e t ,  | l Q O & i  A l t h o u g h  t h a t  p r e m i s e  h a s  n o t  y e t  b e e n  c o n s i d e r e d  b y  a n y  c o u r t ,  c o u r t s  h a v e _ _ _ _

c o n s i d e r e d  w h e t h e r  e l e c t r o n i c  s i g n a l s  s a t i s f y  t h e  p h y s i c a l - c o n t a c t  e l e m e n t  i n  t h e  c o n t e x t  o f  I n t e r n e t  u s e r s  s e n d i n g  e - m a i l  a n d  a c c e s s i n g  I n f o r m a t i o n  o n  w e b s i t e s .  [ l O l  ± |  A s  

d i s c u s s e d  b e l o w ,  t h e s e  e - m a i l  a n d  w e b s i t e  c a s e s  s u g g e s t  t h a t  W l - F l  j o y r i d i n g  s a t i s f i e s  t h e  p h y s i c a l - c o n t a c t  e l e m e n t  o f  t r e s p a s s  t o  c h a t t e l .

a .  J u r i s p r u d e n c e  D e a l i n g  w i t h  P h y s i c a l  C o n t a c t  I n  C y b e r s p a c e

A m i d s t  p u b l i c  f r u s t r a t i o n  w i t h  u n s o l i c i t e d  m a s s  e - m a i l s ,  c o u r t s  h a v e  h e l d  t h a t  t r a n s m i t t i n g  s u c h  e - m a i l s  c o n s t i t u t e s  a  t r e s p a s s  t o  c h a t t e l ,  ( l 0 2 A |  T h e  f i r s t  I n s t a n c e  o c c u r r e d  

i n  C o m p u S e r v e ,  I n c .  v .  C y b e r  P r o m o t i o n s ,  I n c .  | l 0 3 d . | T h e r e ,  t h e  d e f e n d a n t s  s e n t  u n s o l i c i t e d  m a s s  e -  [ 1 2 4 0 ]  m a l l s  t o  s u b s c r i b e r s  o f  a n  I S P ,  C o m p u S e r v e .  | l 0 4 A ]  T h e  

f e d e r a l  d i s t r i c t  c o u r t  h e l d  t h a t  t h e  d e f e n d a n t s  h a d  t r e s p a s s e d  o n  C o m p u S e r v e ’s  c o m p u t e r  e q u i p m e n t ,  f i n d i n g  t h a t  t n e  d e f e n d a n t s  h a d  " i n t e r m e d d l e d *  w i t h  t h e  e q u i p m e n t .

I i o s l l  I n  s o  h o l d i n g ,  t h e  c o u r t  s p e c i f i c a l l y  h e l d  t h a t  t h e  e l e c t r o n i c  s i g n a l s  w h i c h  t n e  d e f e n d a n t s  h a d  g e n e r a t e d  i n  o r d e r  t o  s e n d  t h e  e - m a i l  t h r o u g h  C o m p u S e r v e ' s  c o m p u t e r  

e q u i p m e n t  r e s u l t e d  i n  p h y s i c a l  c o n t a c t .  | l 0 6 A |

S o o n  a f t e r  C o m p u S e r v e ,  t r e s p a s s  t o  c h a t t e l  w a s  r o u t i n e l y  d e p l o y e d  t o  c e a s e  t h e  p r a c t i c e  o f  m a s s  e - m a i l i n g .  | l 0 7 & |  F o r  i n s t a n c e ,  i n  A m e r i c a  O n l i n e ,  I n c .  v .  I M S ,  | l 0 8  A ]  a  

f e d e r a l  d i s t r i c t  c o u r t  r e l i e d  e x c l u s i v e l y  o n  C o m p u S e r v e  t o  f i n d  t h a t  t h e  d e f e n d a n t  h a d  t r e s p a s s e d  o n  a n  I S P ' s  p r o p e r t y .  A s  I n  C o m p u S e r v e ,  t h e  I M S  c o u r t  h e l d  t h a t  t h e  

e l e c t r o n i c  s i g n a l s  t h a t  t h e  d e f e n d a n t s  h a d  s e n t  as e - m a i l s  t h r o u g h  t h e  p l a i n t i f f s  c o m p u t e r  e q u i p m e n t  w e r e  s u f f i c i e n t  t o  c o n s t i t u t e  a  " c o n t a c t *  f o r  p u r p o s e s  o f  e s t a b l i s h i n g  

t r e s p a s s o r y  i n t e r m e d d l i n g .  | 1 D 9 a [  F o l l o w i n g  I M S ,  t h e  s a m e  f e d e r a l  d i s t r i c t  c o u r t  f a c e d  t h e  s a m e  I s s u e  i n  A m e r i c a  O n l i n e ,  I n c .  v ,  L C G M ,  I n c .  } i l O & |  W i t h o u t  h e s i t a t i o n ,  t h e  

L C G M  c o u r t  d e c l a r e d  t h a t  " t h e  t r a n s m i s s i o n  o f  e l e c t r i c a l  s i g n a l s  t h r o u g h  a  c o m p u t e r  n e t w o r k  I s  s u f f i c i e n t l y  ' p h y s i c a l '  c o n t a c t  t o  c o n s t i t u t e  a  t r e s p a s s  t o  p r o p e r t y . '  j l l l A  

T h u s ,  C o m p u S e r v e ' s  s u b s t a n t i v e  a l t e r a t i o n  o f  a n  a g e - o l d  t o r t  p r i n c i p l e  w a s  r e a d i l y  a c c e p t e d  b y  c o u r t s .  I t s  r a t i o n a l e  c o n t i n u e s  t o  b e  d e p l o y e d  a g a i n s t  d e f e n d a n t s  w h o

s e n d  u n s o l i c i t e d  m a s s  e - m a l l s  o v e r  t h e  I n t e r n e t .  I i i 3 ± |

F o l l o w i n g  t h e  l e a d  o f  t h e s e  t r e s p a s s - b y - e - m a l l  c a s e s ,  c o u r t s  a p p l i e d  t h e  d o c t r i n e  o f  t r e s p a s s  t o  c h a t t e l  a s  a  m e a n s  f o r  p r e c l u d i n g  I n t e r n e t  u s e r s  f r o m  e n g a g i n g  a u t o m a t e d  

s o f t w a r e  t o  c o l l e c t  d a t a  f r o m  w e b s i t e s .  | i l 4 ± j  [ 1 2 4 1 ]  i n  e B a y ,  T o e .  v .  B i d d e r ' s  E d g e ,  I n c . ,  | i i s± |  t h e  d e f e n d a n t ,  B i d d e r ' s  E d g e ,  e x e c u t e d  a  c o m p u t e r  p r o g r a m ,  o t h e r w i s e  

k n o w n  a s  a  " b o t , "  t o  s e a r c h  a n d  r e t r i e v e  d a t a  f r o m  t h e  w e b s i t e  o f  t h e  p l a i n t i f f ,  e B a y .  | i l 6  T h e  c o u r t  h e l d  t h a t  t h e  e l e c t r o n i c  s i g n a l s  s e n t  b y  B i d d e r ' s  E d g e  t h r o u g h  t h e  b o t  

t o  e B a y ' s  s e r v e r  w e r e  " s u f f i c i e n t l y  t a n g i b l e  t o  s u p p o r t  a  t r e s p a s s  c a u s e  o f  a c t i o n . "  | l l 7 i , j  E l e c t r o n i c  s i g n a l s  s a t i s f i e d  t h e  p h y s i c a l - c o n t a c t  r e q u i r e m e n t  [ l ! 8 £

S u b s e q u e n t l y ,  I n  R e g i s t e r . c o m ,  i n c .  v. Verio, I n c . ,  | l ! 9 ± |  a n o t h e r  f e d e r a l  d i s t r i c t  court ruled that searching w e b s i t e s  by  u s i n g  a n  automated  s o f t w a r e  b e t  c o n s t i t u t e d  a 

t r e s p a s s  t o  c h a t t e l .  |1 2 0  A ]  T h e  c o u r t  d i d  n o t  e v e n  o f f e r  a n  e x p l a n a t i o n  f o r  t h e  f a c t  t h a t  p h y s i c a l  c o n t a c t  h a d  o c c u r r e d .  | l 2 1 A | T h e  c o u r t ' s  f a i l u r e  t o  a d d r e s s  t h i s  p o i n t  

s u g g e s t s  t h a t  I t  w a s  s o  w e l l  e s t a b l i s h e d  t h a t  i t  d i d  n o t  m e r i t  d i s c u s s i o n .

T h e s e  c a s e s  a d o p t  a  r a t i o n a l e  t h a t  e l e c t r o n i c  s i g n a l s  w h i c h  i n t e r a c t  w i t h  p h y s i c a l  c o m p o n e n t s  o f  c o m p u t e r  e q u i p m e n t  s a t i s f y  t h e  p h y s i c a l - c o n t a c t  r e q u i r e m e n t  f o r  t r e s p a s s .

[ 1 2 2  j j  N o t a b l e  i s  t h e  f a c t  t h a t  p h y s i c a l  c o n t a c t  h a s  b e e n  f o u n d  i n  s i t u a t i o n s  w h e r e  t h e  c o m p u t e r  e q u i p m e n t  f a d l l t a t e s  I n t e r n e t  c o m m u n i c a t i o n ,  t t  a p p e a r s  t h a t  t h e  

i n t a n g i b l e  n a t u r e  o f  t h e  I n t e r n e t  a f f e c t s  t h e  p h y s i c a l - c o n t a c t  r e q u i r e m e n t  o f  t r e s p a s s :  w h e r e  t h e  a l l e g e d  t r e s p a s s  o c c u r s  o n  t h e  I n t e r n e t ,  t h e  c o n t a c t  n e e d  n o t  b e  w i t h  a  

p h y s i c a l  o b j e c t ,  b u t  r a t h e r  c a n  b e  w i t h  a n  e l e c t r o n i c  w a v e .  A l s o  n o t a b l e  i s  t h e  f a c t  t h a t  i n  c a s e s  w h e r e  c o u r t s  h a v e  h e l d  t h a t  a  t r e s p a s s  t o  c h a t t e l  d i d  n o t  o c c u r  o n  t h e  

I n t e r n e t ,  t h e  c o u r t s  h a v e  n o t  t a k e n  i s s u e  w i t h  t h e  p r i n c i p l e  t h a t  e l e c t r o n i c  s i g n a l s  s a t i s f y  t h e  p h y s i c a l - c o n t a c t  r e q u i r e m e n t .  [ 1 2 3 & 1  C y b e r s p a c e  j u r i s p r u d e n c e  t h u s  a p p e a r s  

t o  e s t a b l i s h  t h a t  e l e c t r o n i c  s i g n a l s  t h a t  c o n t a c t  a  c o m p u t e r  c o m p o n e n t  w h i c h  f a c i l i t a t e s  I n t e r n e t  c o m m u n i c a t i o n  i s  s u f f i c i e n t  t o  s a t i s f y  t h e  p h y s i c a l - c o n t a c t  r e q u i r e m e n t  o l  

t r e s p a s s  t o  c h a t t e l .  | i 2 a ± |  ^  ^  /  8  8
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[ 1 2 4 2 ]  A p p l y i n g  t h i s  p r i n c i p l e  C o  t h e  W i - F i  c o n t e x t  r e v e a l s  t h a t  t h e  j o y r i d i n g  n e i g h b o r  w h o  s e n d s  e l e c t r o n i c  s i g n a l s  t h r o u g h  t h e  W i - F i  r o u t e r  I s  c a u s i n g  p h y s i c a l  c o n t a c t  

w i t h  t h e  r o u t e r .  A  W i - F i  r o u t e r  i s  a  p h y s i c a l  c o m p o n e n t  o f  c o m p u t e r  e q u i p m e n t  t h a t  f a c i l i t a t e s  I n t e r n e t  c o m m u n i c a t i o n .  | 1 2 5 A ]  T h e  r e a s o n i n g  o f  t h e  c a s e s  d e s c r i b e d  a b o v e  

i m p l i e s  t h a t  t h e  e l e c t r o n i c  s i g n a l s  t h a t  c o n t a c t  t h e  r o u t e r  c o n s t i t u t e  p h y s i c a l  c o n t a c t  s a f f e r e n t  t o  s u p p o r t  a  f i n d i n g  o f  I n t e r m e d d l i n g .

b .  C r i t i c i s m  o f  P h y s i c a l  C o n t a c t  in C y b e r s p a c e

T h e  v i e w  t h a t  p h y s i c a l  c o n t a c t  o c c u r s  w h e n  a n  e l e c t r o n i c  s i g n a l  c o n t a c t s  a  p h y s i c a l  o b j e c t  ( s  n o t  w i t h o u t  c r i t i c i s m ,  | x 2 6 a |  T h e  e v i d e n t  f l a w  w i t h  t h e  v i e w  I s  t h a t  a  W i - F i  

e l e c t r o n i c  s i g n a l  i s  n o t  a  m a t e r i a l  o b j e c t ,  f l 2 7 A |  I t  i s  a  w a v e  t h a t  t r a v e l s  t h r o u g h  a i r ,  ( l 2 8 & [ l f  a n  e l e c t r o m a g n e t i c  w a v e  i s  c a p a b l e  o f  c a u s i n g  p h y s i c a l  c o n t a c t  w i t h  a  

c h a t t e l ,  t h e n  o t h e r  f o r m s  o f  w a v e s  w o u l d  b e  c a p a b l e  o f  c a u s i n g  p h y s i c a l  c o n t a c t .  F o r  e x a m p l e ,  p h y s i c a f  c o n t a c t  w o u l d  r e s u / t  w h e n  a  p e r s o n  d i r e c t s  a n  a i r  f a n  t o  b l o w  a i r  

o n t o  a n o t h e r ’s  f l a g ,  y e t  t h i s  d o e s  n o t  s e e m  t o  b e  a  t e n a b l e  e x a m p l e  o f  t r e s p a s s o r y  p h y s i c a l  c o n t a c t .  C o n s e q u e n t l y ,  t h e  v i e w  c h a t  W I - F I  s i g n a l s  s a t i s f y  t h e  p h y s i c a l - c o n t a c t

e l e m e n t  o f  t r e s p a s s  t o  c h a t t e l  o p e n s  t h e  d o o r  t o  s i t u a t i o n s  w h e r e  i t  w o u l d  s e e m  r i d i c u l o u s  t o  f i n d  t r e s p a s s o r y  i n t e r m e d d l i n g .

O n e  c o m m e n t a t o r  h a s  r a i s e d  a  s i m i l a r  c r i t i c i s m  o f  t h e  p h y s i c a l - c o n t a c t  e l e m e n t  i n  t h e  c o n t e x t  o f  I n t e r n e t  t r e s p a s s  c a s e s ,  j 1 2 9  jfcj T r e s p a s s o r y  p h y s i c a l  c o n t a c t  o v e r  t h e  

I n t e r n e t ,  a c c o r d i n g  t o  t h e  c o m m e n t a t o r ,  g i v e s  r i s e  t o  r i c f l c u l o u s  I m p l i c a t i o n s .  [ l 3 0 A l  U n w a n t e d  t e l e p h o n e  c a l l e r s  s e n d  e l e c t r o n i c  s i g n a l s  t o  a n o t h e r ' s  t e l e p h o n e ,  s o  t h e y  

w o u l d  c o m m i t  a  t r e s p a s s  t o  c h a t t e l ;  t h e  s a m e  c o u l d  h e  said o f  p e o p l e  w h o  t r a n s m i t  f a c s i m i l e s  o r  t e l e v i s i o n  b r o a d c a s t s .  | l 3 1 & |  E l e c t r o n i c  s i g n a l s  f r o m  b a b y  m o n i t o r s  w h i c h  

I n t e r f e r e  w i t h  t h e  o p e r a t i o n  o f  c o r d l e s s  t e l e p h o n e s  w o u l d  a l s o  r e s u l t  i n  t r e s p a s s .  S u c h  b i z a r r e  r e s u l t s  w o u l d  s e e m  t o  p r e c l u d e  t h e  c o n c l u s i o n  t h a t  a n  e l e c t r o n i c  s i g n a l  

s a t i s f i e s  t h e  p h y s i c a l - c o n t a c t  r e q u i r e m e n t  o f  t r e s p a s s  t o  c h a t t e l .  | 1 3 2 a |

T h e s e  c r i t i c i s m s  w o u l d  b e  w e l l  g r o u n d e d  i f  I n t e r m e d d l i n g  w e r e  t h e  o n l y  e l e m e n t  o f  a n  a c t i o n a b l e  t r e s p a s s  t o  c h a t t e l .  I n d e e d ,  n e a r l y  e v e r y  d e v i c e  c a p a b l e  o f  p r o d u c i n g  

a i r w a v e s  o r  e l e c t r o n i c  s i g n a l s  w o u l d  c o n s t i t u t e  a  m e a n s  f o r  c o m m i t t i n g  a  t r e s p a s s  t o  c h a t t e l ,  S u c h  a n  o u t c o m e  c a n n o t  b e .  A n d  i t  I s  n o t .  A s  d i s c u s s e d  a b o v e ,  t r e s p a s s o r y  

i n t e r m e d d l i n g  [ 1 2 4 3 ]  r e q u i r e s  t h a t  t h e  p h y s i c a l  c o n t a c t  c a u s e  a c t i o n a b l e  h a r m ,  a n d  t h a t  t h e  i n t e r m e d d l i n g  b e  I n t e n t i o n a l .  | l 3 3 1 \  W i t h  r e s p e c t  C o  h a r m ,  t h e  s e e m i n g l y  

“ r i d i c u l o u s ”  e x a m p l e s  o f  a i r w a v e s  a n d  e l e c t r o n i c  s i g n a l s  c a u s i n g  p h y s i c a l  c o n t a c t  l a c k  t h i s  n e c e s s a r y  e l e m e n t .  T h e  l a c k  o f  h a r m  i n  t h e  a i r w a v e  e x a m p l e  I s  o b v i o u s ;  b l o w i n g  

a i r w a v e s  o n t o  a  f l a g  d o e s  n o t  d a m a g e  t h e  f l a g ,  H o w e v e r ,  i f  a  p e r s o n  d i r e c t e d  a  p o w e r f u l  a i r  f a n  t o w a r d  a  l i g h t w e i g h t  v a s e  c h a t  w a s  p r e c a r i o u s l y  s t a n d i n g  u p r i g h t ,  a n d  i n  s o  

d o i n g  c a u s e d  t h e  v a s e  t o  b l o w  o v e r  a n d  b r e a k ,  t h e n  t h e  a i r w a v e s  w o u l d  b e  t h e  m e a n s  o f  c o m m i t t i n g  a c t i o n a b l e  p h y s i c a l  c o n t a c t .  T h e  s a m e  i s  t r u e  o f  e l e c t r o n i c  s i g n a l s .  A  

t e l e p h o n e  c a l l e r  c a u s e s  e l e c t r o n i c  s i g n a l s  t o  c o n t a c t  a n o t h e r ' s  t e l e p h o n e ,  b u t  t h e  s i g n a l s  d o  n o t  r e s u l t  i n  a n y  d a m a g e  t o  t h e  t e l e p h o n e  C h a t  i s  c o n t a c t e d .  j l 3 4 d ]  B y  c o n t r a s t /  

i f  a  p e r s o n  w e r e  t o  c a u s e  a  p o w e r  s u r g e  t o  s h o r t  a  c o r d l e s s  t e l e p h o n e  s o  t h a t  i t  w a s  n o  l o n g e r  o p e r a b l e ,  t h e n  t h e  c o n t a c t  b y  C h e  e l e c t r o n i c  s i g n a l s  w o u l d  h a v e  r e s u l t e d  i n  a  

t r e s p a s s .  A n  a c t i o n  f o r  t r e s p a s s  l i e s  o n l y  i r  p h y s i c a l  t o u c h i n g  -  b y  p h y s i c a l  o b j e c t ,  b y  a i r w a v e ,  o r  b y  e l e c t r o n i c  s i g n a l  -  r e s u l t s  i n  h a r m  t o  t h e  c h a t t e l .  ]13S ± \

I n t e n t l o n a l l t y  m u s t  a l s o  e x i s t  f o r  a n  I n t e r m e d d l i n g  t o  b e  t o r t i o u s .  | l 3 5 ± |  A c c o r d i n g  t o  t h e  R e s t a t e m e n t  t r e s p a s s  t o  c h a t t e l  d o e s  n o t  H e  u n l e s s  t h e  a c t o r  a c t s  " f o r  t h e

4  p u r p o s e  o f  u s i n g  o r  o t h e r w i s e  i n t e r m e d d l i n g  w i t h  a  c h a t t e l  o r  w i t h  k n o w l e d g e  t h a t  s u c h  a n  I n t e r m e d d l i n g  w i l l ,  t o  a  s u b s t a n t i a l  c e r t a i n t y ,  r e s u l t  f r o m  t h e  a c t . *  | l 3 7 ± j  I n

‘ o t h e r  w o r d s ,  a n  a c t o r  m u s t  I n t e n d  t o  c o n t a c t  t h e  c h a t t e l  a t  I s s u e  f o r  t r e s p a s s  t o  l i e .  1 1 3 8  a ) M o s t  I n s t a n c e s  w h e r e  a n  e l e c t r o n i c  d e v i c e  I n t e r f e r e s  w i t h  t h e  p e r f o r m a n c e  o f

a n o t h e r  e l e c t r o n i c  d e v i c e  a r e  n o t  f t k e l y  I n t e n d e d .  F o r  i n s t a n c e ,  p a r e n t s  d o  n o t  u s u a l l y  i n t e n d  f o r  t h e i r  b a b y  m o n i t o r s  t o  I n t e r f e r e  w i t h  n e a r b y  c o r d l e s s  p h o n e s .  A n  a c t i o n  f o r  

t r e s p a s s  w o u l d  [ 1 2 4 4 ]  n o t  l i e .  ( l 3 9 A |  O n  t h e  o t h e r  h a n d ,  i f  a  p e r s o n  I n t e n t i o n a l l y  e m p l o y e d  a  r a d i o  j a m m e r  t o  I n t e r f e r e  w i t h  t h e  s i g n a l  o f  a  c o r d l e s s  p h o n e  s o  t h a t  i t  w a s  

i n o p e r a b l e ,  t h e n  a  t r e s p a s s  w o u l d  l i e .  W h e r e a s  t h e  c o n c e r n e d  p a r e n t  w o u l d  n e v e r  f a c e  l i a b i l i t y  f o r  t r e s p a s s i n g  b y  b a b y  m o n i t o r ,  t h e  r a d i o  j a m m e r  w o u l d .  W i r e l e s s  r a d i o  

i n t e r f e r e n c e  i s  u s u a l l y  u n i n t e n t i o n a l ,  p r e v e n t i n g  o t h e r w i s e  r i d i c u l o u s  i n s t a n c e s  o f  t r e s p a s s .

I n  s u m ,  t h e  v i e w  t h a t  e l e c t r o n i c  s i g n a l s  a n d  a i r w a v e s  c a n  b e  t h e  m e a n s  o f  c o m m i t t i n g  a c t i o n a b l e  p h y s i c a l  c o n t a c t  a p p e a r s  s o u n d .  T h e  r i d i c u l o u s  e x a m p l e s  t h a t  t h e  a b o v e

c r i t i c i s m s  r a i s e  w o u l d  n e v e r  r e s u l t  i n  l i a b i l i t y  f o r  t r e s p a s s .  J u s t  a s  p a t t i n g  a n o t h e r ’s  h o r s e  o r  a c c i d e n t a l l y  t r i p p i n g  o n  a n o t h e r ' s  c a t  d o e s  n o t  r e s u l t  i n  a c t i o n a b l e  t r e s p a s s ,

) l 4 0  n e i t h e r  d o e s  b l o w i n g  a i r  o n  a  f l a g ,  p l a c i n g  a  t e l e p h o n e  c a l l ,  o r  i n t e r f e r i n g  w i t h  a  b a b y  m o n i t o r .  T r e s p a s s o r y  l i a b i l i t y  r e q u i r e s  h a r m  a n d  in tentional c o n d u c t .  | A 4 1 A )  I n  

; i > -  c o n j u n c t i o n  w i t h  t h o s e  e l e m e n t s ,  e l e c t r o n i c  s i g n a l s  a n d  a i r w a v e s  c a n  c o n s t i t u t e  m e a n s  f o r  t r e s p a s s i n g  o n  a  c h a t t e l .

2 .  H a r m

a .  T w o  A c t l o n e b J e  H a r m s

A s  m o s t  w i r e l e s s  e l e c t r o n i c  s i g n a l s  d o  n o t  r e s u l t  I n  a c t i o n a b l e  h a r m , '  a n  i s s u e  a r i s e s  a s  t o  w h e t h e r  t h e  n e i g h b o r  w h o  J o y r i d e s  o n  t h e  w i r e l e s s  n e t w o r k  c a u s e s  h a r m  t o  t h e  

r o u t e r  o f  t h e  W l - R  o p e r a t o r .  T o  s a t i s f y  t h e  h a r m  r e q u i r e m e n t ,  t h e  p h y s i c a l  c o n t a c t  m u s t  i m p a i r  C h e  c h a t t e l ' s  condition, q u a l i t y ,  o r  v a l u e ,  o r  a l t e r n a t i v e l y ,  t h e  c o n t a c t  m u s t  

r e s u l t  i n  t h e  o w n e r  b e i n g  d e p r i v e d  o f  t h e  c h a t t e l ’s  u s e  f o r  a  s u b s t a n t i a l  t i m e  p e r i o d .  { l 4 2 A f  I m p a i r m e n t  m u s t  b e  a c t u a l  r a t h e r  t h a n  m e r e l y  p o s s i b l e .  | 1 4 3 a |  I n  t h e  W l - R  

c o n t e x t ,  t w o  h a r m s  a r e  p o s s i b l e :  ( i )  d e c r e a s i n g  r o u t e r  p e r f o r m a n c e  f o r  t h e  W I - F I  o p e r a t o r ;  a n d  ( l i )  t r a n s m i t t i n g  c o m p u t e r  v i r u s e s  t h r o u g h  t h e  r o u t e r  t o  t h e  W I - F I  o p e r a t o r ' s  

c o m p u t e r ,  | 1 4 4 4 ; |  [ 1 2 4 5 ]  A s  d i s c u s s e d  b e l o w ,  t h e s e  c o n s e q u e n c e s  o f  j o y r i d i n g  s h o u l d  d e m o n s t r a t e  s u f f i c i e n t  h a r m  t o  i m p o s e  l i a b i l i t y  f o r  t r e s p a s s .

T h e  f i r s t  h a r m  o c c u r s  w h e r e  the  W i - F i  o p e r a t o r  e x p e r i e n c e s  a  d e l a y  w h i l e  a c c e s s i n g  t h e  I n t e r n e t  t h r o u g h  t h e  r o u t e r .  W h e n  t h e  n e i g h b o r  a c c e s s e s  t h e  I n t e r n e t  t h r o u g h  t h e  

W i - F i  o p e r a t o r ’s  r o u t e r ,  t h e  n e i g h b o r  c o n s u m e s  r e s o u r c e s  o f  t h e  W l - F l  r o u t e r ,  j l 4 5 ± l  F o r  e x a m p l e ,  I f  t h e  n e i g h b o r  w e r e  t o  d o w n l o a d  l a r g e  m e d i a  f i l e s  f r o m  t h e  I n t e r n e t ,  t h e  

n e i g h b o r  w o u l d  d e c r e a s e  t h e  s p e e d  a t  w h i c h  t h e  r o u t e r  t r a n s f e r s  d a t a  t o  t h e  W i - F i  o p e r a t o r .  1 1 4 6  * 1  S i m i l a r l y ,  i f  t h e  n e i g h b o r  w e r e  t o  e n g a g e  i n  p e e r - t o - p e e r  f i l e  s h a r i n g  

o v e r  C h e  I n t e r n e t ,  t h e  n e i g h b o r  w o u l d  c o m p r o m i s e  r o u t e r  p e r f o r m a n c e .  | 1 4 7 A [  H e n c e ,  w h e n  t h e  n e i g h b o r  I n t e r m e d d l e s  w i t h  t h e  W i - F i  o p e r a t o r ' s  r o u t e r ,  t h e  n e i g h b o r  c o u l d  

h a r m  t h e  W i - F i  o p e r a t o r ' s  a b i l i t y  t o  o p t i m a l l y  u s e  t h e  r o u t e r .  1 1 4 8  d s j  A  r o u t e r  t h a t  t r a n s m i t s  d a t a  s l o w e r  t h a n  i t  o t h e r w i s e  c o u l d  i s  l e s s  v a l u a b l e  t o  t h e  W i - F i  o p e r a t o r .  T h e  

f i r s t  h a r m  a p p e a r s  t o  r e s u l t  in an I m p a i r m e n t  o f  t h e  r o u t e r ’ s  v a l u e .

T h e  s e c o n d  h a r m  o c c u r s  w h e r e  t h e  W i - F i  o p e r a t o r  r e c e i v e s  a  c o m p u t e r  v i r u s  f r o m  t h e  n e i g h b o r ' s  c o m p u t e r .  | 1 4 9 ; & |  B y  j o y r i d i n g ,  a  n e i g h b o r  [ 1 2 4 5 ]  c a n  u n k n o w i n g l y  

s u b j e c t  a l l  o t h e r  c o m p u t e r s  w i t h i n  t h e  w i r e l e s s  n e t w o r k  t o  a  v i r u s .  [ l 5 0 ± | T h i s  i s  p o s s i b l e  b e c a u s e  a l l  c o m p u t e r s  w i t h i n  t h e  s a m e  w i r e l e s s  local a r e a  n e t w o r k  

I n d i s c r i m i n a t e l y  s h a r e  d a t a  t h r o u g h  t h e  W i - F i  r o u t e r .  j l S l A j  C o n s e q u e n t l y ,  t h e  r o u t e r  b e c o m e s  a  d e v i c e  f o r  d i s s e m i n a t i n g  viruses from the neighbor's  c o m p u t e r  t o  t h e  W i - F i  

o p e r a t o r ' s  c o m p u t e r .  T h e  n e i g h b o r ' s  c o n d u c t  t r a n s f o r m s  t h e  r o u t e r  f r o m  a  v a l u a b l e  c o n d u i t  f o r  I n t e r n e t  a c c e s s  t o  a  n o x i o u s  chamber o f  v i r u s  d i f f u s i o n .  ) 1 5 2 ^ }  W h e n  t h e  

n e i g h b o r  t r a n s m i t s  e l e c t r o n i c  s i g n a l s  c o n t a i n i n g  a  v i r u s  t h r o u g h  t h e  W i - F i  o p e r a t o r ' s  r o u t e r ,  t h e  v a l u e  o f  t h e  r o u t e r  d e c r e a s e s .  T h e  second harm  t h u s  r e s u l t s  i n  a n  ' 

i m p a i r m e n t  o f  t h e  r o u t e r ' s  v a l u e ,  f l 5 3 a j

I t  c o u l d  b e  a r g u e d  t h a t  t r e s p a s s  t o  c h a t t e l  d o e s  n o t  H e  b e c a u s e  n e i r h e r ’ o f  t h e s e  a l l e g e d  h a r m s  a c t u a l l y  i m p a i r  t h e  p h y s i c a l  c o n d i t i o n  o f  t h e  r o u t e r .  T h e  R e s t a t e m e n t  p r o v i d e s  

t h a t  i n  m o s t  i n s t a n c e s ,  a c t i o n a b l e  I m p a i r m e n t  o f  a  c h a t t e l  m u s t  r e s u l t  f r o m  s o m e  i m p a i r m e n t  o f  t h e  p h y s i c a l  c o n d i t i o n  o f  t h e  c h a t t e l .  1 1 5 4 £ l  W i t h  r e s p e c t  t o  t h e  f i r s t  h a r m ,  

t h e  d e l a y  t h a t  t h e  W i - F i  o p e r a t o r  m a y  n o t i c e  w h i l e  t h e  n e i g h b o r  i s  j o y r i d i n g  d o e s  n o t  i m p l y  t h a t  t h e  r o u t e r  I s  p h y s i c a l l y  d y s f u n c t i o n a l .  O n  t h e  c o n t r a r y ,  t h e  r o u t e r  f u n c t i o n s  

e x a c t l y  a s  I t  s h o u l d :  I t  s p l i t s  I t s  r e s o u r c e s  b e t w e e n  C h e  c o m p u t e r s  c o n n e c t e d  t o  t h e  w i r e l e s s  n e t w o r k .  j l 5 5  d |  [ 1 2 4 7 ]  A  d e l a y  i n  d a t a  t r a n s m i s s i o n  m a y  r e s u l t  f r o m  t h e  

n e i g h b o r ' s  u s e  o f  t h e  r o u t e r ,  b u t  t h a t  r o u t e r  i s  p e r f o r m i n g  a s  o p t i m a l l y  e f f i c i e n t  a s  i t  I s  o p a b l e  o f  p e r f o r m i n g .  [ l S 6 i j  T h e r e  i s  n o  p h y s i c a l  I m p a i r m e n t .  W i t h  r e s p e c t  t o  t h e  

s e c o n d  h a r m ,  d i s s e m i n a t i n g  c o m p u t e r  v i r u s e s  t h r o u g h  a  r o u t e r  d e e s  n o t  d a m a g e  t h e  p h y s i c a l  c o n d i t i o n  o f  t h e  r o u t e r .  | l S 7 & j  T h e  v i r u s e s  p a s s  t h r o u g h  t h e  r o u t e r ,  b u t  t h e y  

d o  n o t  a c t u a l l y  h a r m  t h e  f u n c t i o n a l i t y  o f  t h e  r o u t e r .  | l £ 3 * l  D u r i n g  a n d  a f t e r  t h e  t r a n s m i s s i o n  o f  a  c o m p u t e r  v i r u s  t h r o u g h  a  r o u t e r ,  t h e  r o u t e r  p e r f o r m s  j u s t  a s  i t  d i d  p r i o r  

t o  t h e  v i r u s  t r a n s m i s s i o n .  I t  c o n t i n u e s  t o  s e n d  a n d  r e c e i v e  d a t a  I n  a n  e f f i c i e n t  manner. T h u s ,  n e i t h e r  d e l a y i n g  a  W i - F i  o p e r a t o r ’s  d a t a  t r a n s m i s s i o n  n o r  t r a n s m i t t i n g  a  v i r u s  

t h r o u g h  t h e  r o u t e r  r e s u l t s  I n  p h y s i c a l  I m p a i r m e n t  o f  t h e  r o u t e r .

A d m i t t e d l y ,  t h e  n e i g h b o r ' s  c o n d u c t  d o e s  n o t  p h y s i c a l l y  I m p a i r  t h e  r o u t e r .  T h i s  f a c t ,  h o w e v e r ,  d o e s  n o t  I m p l y  t h a t  t h e  n e i g h b o r  h a s  n o t  c o m m i t t e d  a  t r e s p a s s .  | l 5 9 l ± )  A 

harm fu l trespass t o  c h a t t e l  m a y  o c c u r  w h e n  a n  a c t o r  t e m p o r a r i l y  d e p r i v e s  a n o t h e r  o f  t h e  a b i l i t y  t o  u s e  a  c h a t t e l ,  e v e n  w h e r e  t h e  c h a t t e l  i s  n o t  p h y s i c a l l y  I m p a i r e d  o r  w h e r e  

t h e  a c t o r  d o e s  n o t  p h y s i c a l l y  d i s p o s s e s s  t h e  c h a t t e l  f r o m  t h e  o w n e r .  I l 6 0 . ± i  F o r  e x a m p l e ,  l a c k i n g  a  c a r  o w n e r ' s  k e y s  i n  m e  c a r  d e p r i v e s  t h e  o w n e r  o f  t h e  c a r ' s  u s e ,  a l t h o u g h
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C i t e  c a r  o w n e r  i s  n o t  p h y s i c a l l y  d i s p o s s e s s e d  o f  C h e  c a r .  L i a b i l i t y  f o r  s u c h  d e p r i v a t i o n  o f  u s e  r e q u i r e s  t h a t  t h e  t i m e  p e r i o d  o f  d e p r i v a t i o n  b e  s o  s u b s t a n t i a l  c h a t  i t  i s  p o s s i b l e  t o  

e s t i m a t e  [ 1 2 4 8 ]  t h e  l o s s  c a u s e d  b y  t h a t  d e p r i v a t i o n ,  { l 6 l ‘ * |  I n  t h e  c a r  e x a m p l e ,  i f  t h e  c a r  o w n e r  w e r e  d e p r i v e d  o f  u s i n g  t h e  c a r  f o r  a  m e r e  h o u r ,  t r e s p a s s  t o  c h a t t e l  

w o u l d  l i e  a c c o r d i n g  t o  t h e  R e s t a t e m e n t .  | l 6 2 & |

T h e  t w o  h a r m s  t h a t  c o u l d  r e s u l t  f r o m  the neighbor's  I n t e r m e d d l i n g  w i t h  t h e  r o u t e r  a p p e a r  t o  d e p r i v e  t h e  W i - F i  o p e r a t o r  of the router's use i n  a manner sufficient to impose 

t r e s p a s s o r y  l i a b i l i t y .  T h e  d e l a y  t h a t  t h e  W i - F i  o p e r a t o r  e x p e r i e n c e s  b e c a u s e  o f  t h e  n e i g h b o r ' s  j o y r i d i n g  d e m o n s t r a t e s  t h a t  t h e  W l - R  o p e r a t o r  i s  u n a b l e  t o  u s e  t h e  f u l l  c a p a c i t y  

o f  t h e  r o u t e r .  A s s u m i n g  t h a t  t h i s  d e l a y  o c c u r s  f o r  a  s u f f i c i e n t  t i m e  p e r i o d ,  e . g . ,  a n  h o u r ,  | l 6 3 ^ |  t h e  d e p r i v a t i o n  o f  u s e  w o u l d  g i v e  r i s e  t o  a  t r e s p a s s .  S i m i l a r l y ,  a  c o m p u t e r  

v i r u s  t h a t  t h e  W i - F i  o p e r a t o r  r e c e i v e s  t h r o u g h  t h e  r o u t e r  d e m o n s t r a t e s  t h a t  t h e  W I - F I  o p e r a t o r  I s  u n a b l e  t o  u s e  t h e  r o u t e r  w i t h o u t  i n h i b i t i o n .  I . e . ,  c o n n e c t i n g  t o  t h e  I n t e r n e t  

w i t h o u t  r e c e i v i n g  v i r u s e s  f r o m  o t h e r  c o m p u t e r s  w i t h i n  t h e  w i r e l e s s  n e t w o r k .  T h e  W i - F i  o p e r a t o r  i s  d e p r i v e d  o f  r e a l i z i n g  f u l l  u s e  o f  t h e  r o u t e r .  A s  r n f i n i t e s l m a l l y  s h o r t  a s  t h e  

t i m e  p e r i o d  i s  I n  w h i c h  t h e  v i r u s  p a s s e s  t h r o u g h a  r o u t e r ,  t h e  t i m e  p e r i o d  w o u l d  n e v e r t h e l e s s  b e  o f  a  s u f f i c i e n t  d u r a t i o n  t o  b e  a c t i o n a b l e  b e c a u s e  t h e  h a r m  w o u l d  b e  

c a l c u l a b l e .  | l 6 4 . & l T h u s ,  t h e  W l - F l  o p e r a t o r  c a n n o t  m a k e  f u l l  u s e  o f  t h e  r o u t e r  w h e r e  t h e  t w o  h a r m s  o c c u r .

T h a t  t h e  W i - F i  o p e r a t o r  c a n  s t i l l  m a k e  a  p a r t i a l  u s e  o f  t h e  r o u t e r  w h i l e  t h e  n e i g h b o r  i s  j o y r i d i n g  s h o u l d  n o t  a f f e c t  c h e  c o n c l u s i o n  t h a t  a c t i o n a b l e  h a r m  o c c u r s .  I n  e f f e c t ,  t h e  

t w o  p o s s i b l e  h a r m s  r e p r e s e n t  t r e s p a s s e s  o n  t w o  " s t i c k s "  w i t h i n  c h e  W l - F l  o p e r a t o r ' s  " b u n d l e  o f  s t i c k s .”  | 1 6 5 £ |  A l t h o u g h  t h e  W i - F I  o p e r a t o r  c a n  e x e r c i s e  o c h e r  p r o p e r t y  u s e s  

i n  t h e  r o u t e r ,  t h e  W i - F i  o p e r a t o r  c a n n o t  e x e r c i s e  e v e r y  u s e .  D i s a b l i n g  a  c h a t t e l  o w n e r ' s  a b i l i t y  t o  e x e r c i s e  o n l y  s o m e  u s e s  o v e r  c h e  c h a t t e l  -  r a t h e r  t h a n  a l l  u s e s  -  r e s u l t s  i n  a  

t r e s p a s s  t o  c h a t t e l ,  w h e r e a s  d i s a b l i n g  a  c h a t t e l  o w n e r ' s  a b i l i t y  t o  e x e r c i s e  a l l  r i g h t s  r e s u l t s  I n  c o n v e r s i o n .  I l 6 6 j ; j  r t  i s  t h i s  d i s t i n c t i o n  b e t w e e n  d i s a b l i n g  a  p o r t i o n  o f  p r o p e r t y  

r i g h t s  i n  a  c h a t t e l  a n d  d i s a b l i n g  a i l  p r o p e r t y  r i g h t s  i n  a  c h a t t e l  t h a t  g i v e s  r i s e  t o  t h e  t w o  d i f f e r e n t  c a u s e s  o f  a c t i o n ,  | l 6 7 A | A s o n e  c o m m e n t a t o r  [ 1 2 4 9 ]  n o t e s ,  t r e s p a s s  t o  

c h a t t e l  I s  t h e  l i t t l e  b r o t h e r  t o  c o n v e r s i o n .  [ l 6 S A |  H e n c e ,  t h e  f a c t  t h a t  C h e  W l - F l  o p e r a t o r  I s  s t i l l  a b l e  t o  e x e r c i s e  s o m e  p r o p e r t y  r i g h t s  i n  t h e  r o u t e r  d o e s  n o t  d e t r a c t  f r o m  t h e  

a r g u m e n t  t h a t  a  t r e s p a s s  l i e s .  | l 6 9  j j . T h e  f a c t  i s  c o n s i s t e n t  w i t h  t h e  d o c t r i n e  o f  t r e s p a s s  to  c h a t t e l .  | l 7 0 A |

b .  H a r m l e s s  I n t e r m e d d l i n g  w i t h  t h e  R o u t e r

T h e  t w o  h a r m s  d e s c r i b e d  a b o v e  -  d e l a y  I n  d a t a  t r a n s m i s s i o n  a n d  d i s s e m i n a t i o n  o f  v i r u s e s  -  a p p e a r  t o  s a t i s f y  t h e  r e q u i r e m e n t  fo r harm under t h e  t o r r  o f trespass to  c h a t t e l .  

} 1 7 1 ± |  B u t  a  n e i g h b o r  c a n  j o y r i d e  w i t h o u t  e i t h e r  o f  t h e s e  h a r m s  o c c u r r i n g .  T h e  W i - F i  o p e r a t o r  w o u l d  n o t  n o t i c e  a n y  d e l a y  i n  t h e  s p e e d  o f  d a t a  t r a n s m i s s i o n  i f  t h e  n e i g h b o r  

u s e s  t h e  W i - F i  r o u t e r  m e r e l y  t o  v i e w  w e b s i t e s  o r  t o  c h e c k  e - m a i l .  1 1 7 2  ■ £ ]  N o r  w o u l d  t h e  r o u t e r  b e  a  m e a n s  f o r  t r a n s m i t t i n g  v i r u s e s  i f  t h e  n e i g h b o r ’s  c o m p u t e r  i s  n o t  i n f e c t e d  

w i t h  o n e .  S e e m i n g l y  h a r m l e s s  i n t e r m e d d l i n g  c o u l d  t h e r e f o r e  r e s u l t  f r o m  j o y r i d i n g .  ] l 7 3 £ |

D e s p i t e  t h e  d o c t r i n e  t h a t  h a r m l e s s  i n t e r m e d d l i n g  d o e s  n o t  p r o d u c e  a n  a c t i o n a b l e  t r e s p a s s  t o  c h a t t e l ,  | l 7 4 ± |  a  s t r o n g  a r g u m e n t  c a n  b e  m a d e  t h a t  a n  e x c e p t i o n  t o  t h i s  

g e n e r a l  d o c t r i n e  s h o u l d  e x i s t  w h e r e  t h e  i n t e r m e d d l i n g  o c c u r s  I n  c y b e r s p a c e .  S u p p o r t  t o r  s u c h  a n  e x c e p t i o n  a r i s e s  i n  caseiaw .  j l 7 S ± j  I n  c h e  c o n t e x t  o f  c y b e r s p a c e ,  c o u r t s  

h a v e  n o t  a l w a y s  [ 1 2 5 0 ]  a d h e r e d  t o  t h e  r e q u i r e m e n t  t h a t  t h e r e  m u s t  b e  a c t u a l  h a r m  f o r  a n  a c t i o n a b l e  t r e s p a s s  t o  c h a t t e l  t o  l i e T | l 7 6 & |  B i d d e r ’s  S d g e  i s  a  g o o d  e x a m p l e .  

| l 7 7 j j T h e r e ,  t h e  b o t  d e v i c e  t h a t  B i d d e r ' s  E d g e  u s e d  t o  s e a r c h  e B a y ' s  w e b s i t e  c o n s u m e d  a p p r o x i m a t e l y  o n e  p e r c e n t  o f  e B a y ' s  s e r v e r  c a p a c i t y .  | l 7 8 £ |  C o n s e q u e n t l y ,  t h e  

b o t  d i d  n o t  d e t r a c t  f r o m  e B a y ' s  a b i l i t y  t o  m e e t  t h e  n e e d s  o f  a l l  o t h e r  I n t e r n e t  u s e r s  w h o  a c c e s s e d  I t s  w e b s i t e .  [ l 7 9 ± |  T h e  c o u r t ,  h o w e v e r ,  h e l d  t h a t  B i d d e r ' s  E d g e  c a u s e d  

e B a y  h a r m  b e c a u s e  t h e  b o t  " c o n s u m e d  a t  l e a s t  a  p o r t i o n  o f  [ e B a y ' s ]  b a n d w i d t h  a n d  s e r v e r  c a p a c i t y . "  j l B O A l  R e c o g n i z i n g  t h a t  t h e  l e v e l  o f  b a n d w i d t h  t h a t  B i d d e r ' s  E d g e  

c o n s u m e d  d i d  n o t  a c t u a l l y  p o s e  a n y  h a r m  t o  e B a y ,  t h e  c o u r t  r e a s o n e d  t h a t  If t h a t  a c t i v i t y  w e r e  p e r m i s s i b l e ,  t h e n  t h e  a c t i v i t y  c o u l d  i n c r e a s e ,  a n d  i n  t h e  a g g r e g a t e ,  t h e  

a c t i v i t y  c o u l d  h a r m  e B a y .  | l 8 1 ± |  W h i l e  a d m i t t i n g  t h a t  t h e r e  w a s  n o  a c t u a l  h a r m ,  t h e  c o u r t  f o u n d  t h e  h a r m  r e q u i r e m e n t  o f  t r e s p a s s  t o  c h a t t e l  t o  b e  s a t i s f i e d .  | 1 S 2 & |

B i d d e r ' s  E d g e  d o e s  n o t  s t a n d  a l o n e  i n  j u d i c i a l  s o f t e n i n g  o f  t h e  h a r m  r e q u i r e m e n t .  I n  R e g l s t e r . c o m  t h e  c o u r t  c o n t e m p l a t e d  t h e  s a m e  f a c t s  a s  t h o s e  p r e s e n t  I n  B i d d e r ' s  E d g e .

1 1 8 3  j b |  A s  I n  B i d d e r ' s  E d g e ,  t h e  R e g i s t e r . c o m  c o u r t  f o u n d  a n  a c t i o n a b l e  h a r m  b a s e d  o n  t h e  d e f e n d a n t ' s  u s e  o f  a u t o m a t e d  s o f t w a r e  t h a t  s e a r c h e d  a  w e b s i t e , [ l 8 4 ± [ T h e  

c o u r t  o p i n e d  t h a t  t h e  " p o s s i b i l i t y "  o f  h a r m  t o  t h e  p l a i n t i f f ' s  s e r v e r  c a p a c i t y  w a s  s u f f i c i e n t  t o  s a t i s f y  t h e  h a r m  r e q u i r e m e n t  u n d e r  t r e s p a s s  t o  c h a t t e l .  | i 8 5  S i m i l a r l y ,  i n  

C o m p u S e r v e ,  t h e  c o u r t  h e l d  t h a t  t h e  m a s s  e - m a i l  t h a t  t h e  d e f e n d a n t s  h a d  s e n t  t h r o u g h  t h e  I S P  p r o d u c e d  a c t i o n a b l e  h a r m  b e c a u s e  t h e  e - m a i l  p l a c e d  a  " d e m a n d ' 1 o n  d i s k  

s p a c e  a n d  p r o c e s s i n g  p o w e r ,  w h i c h  r e s o u r c e s  c o u l d  h a v e  o t h e r w i s e  b e e n  a v a i l a b l e  f o r  [ 1 2 5 1 ]  I S P  c u s t o m e r s .  | l 8 6 & [  T h a t  d e m a n d ,  h o w e v e r ,  d i d  n o t  d e t r a c t  f r o m  t h e  

c a p a b i l i t y  o f  t h e  I S P ' s  c o m p u t e r  e q u i p m e n t  t o  f u n c t i o n  p r o p e r l y .  l l 8 7 A [  I n d e e d ,  a n y  s i n g l e  e - m a l l  r e s u l t s  i n  a  d e m a n d  o f  d i s k  s p a c e  a n d  p r o c e s s i n g  p o w e r .  | l 8 8 & |  T h e  m a s s  

e - m a i l s  d i d  n o t  d e t e r  t h e  I S P ' s  a b i l i t y  t o  f a c i l i t a t e  I n t e r n e t  t r a f f i c ;  i n s t e a d ,  t h e  e - m a i l s  m e r e l y  i n v o k e d  t h a t  a b i l i t y .  | i 8 9 a 1

T h e s e  c a s e s  s u g g e s t  t h a t  i n  t h e  c o n t e x t  o f  d e t e r m i n i n g  w h e t h e r  e l e c t r o n i c  t r e s p a s s  e x i s t s  o n  t h e  I n t e r n e t ,  t h e  h a r m  n e c e s s a r y  f o r  a n  a c t i o n a b l e  t r e s p a s s  n e e d  o n l y  b e  

m i n i m a ;  I n  n a t u r e .  C o u r t s  h a v e  l o o k e d  t o  t h e  p o t e n t i a l  f o r  h a r m ,  r a t h e r  t h a n  a c t u a l  h a r m ,  I n  d e c i d i n g  w h e t h e r  t h e  h a r m  e l e m e n t  I s  s a t i s f i e d  In  c y b e r s p a c e .  | l 9 0 ± |  A n  

e l e c t r o n i c  s i g n a l  i s  h a r m f u l  w h e n  i t  c o u l d  a f f e c t  t h e  p e r f o r m a n c e  o f  t h e  p h y s i c a l  o b j e c t  a t  i s s u e  if t h e  s i g n a l  w e r e  d u p l i c a t e d  i n  t h e  a g g r e g a t e .  | l 9 1  ± [

O n e  c a s e  t h a t  I m p l i c i t l y  s u p p o r t s  t h i s  i n t e r p r e t a t i o n  o f  t h e s e  c a s e s  i s  I n t e l  C o r p .  v .  H a m l d l .  | 1 9 Z & 1  T h e r e ,  t h e  C a l i f o r n i a  S u p r e m e  C o u r t  c o n s i d e r e d  w h e t h e r  a  t r e s p a s s  t o  

c h a t t e l  o c c u r r e d  w h e n  t h e  d e f e n d a n t  s e n t  e - m a i l s  c r i t i c a l  o f  h i s  f o r m e r  e m p l o y e r ,  I n t e l ,  t o  c u r r e n t  I n t e l  e m p l o y e e s .  | 1 9 3 £ |  T h e  c o u r t  h e l d  t h a t  t h e  t o r t  d i d  n o t  l i e  b e c a u s e  

t h e  a l l e g e d  h a r m  s t e m m e d  f r o m  t h e  c o n t e n t  of  t h e  e - m a i l s ,  r a t h e r  t h a n  a n  i n j u r y  t o  t h e  f u n c t i o n a l i t y  o f  I n t e l ' s  c o m p u t e r  s y s t e m ,  | l 9 4 A l  I n  i t s  a n a l y s i s ,  t h e  c o u r t  

d i s t i n g u i s h e d  Bidder's  E d g e ,  Hegister.com, anti CompuServe o n  t h e  grounds t h a t  t h o s e  c a s e s  d e a l t  w i t h  e i t h e r  a c t u a l  o r  " t h r e a t e n e d "  h a r m ,  w h e r e a s  t h e  d e f e n d a n t ' s  e - m a i l s  

n e i t h e r  a c t u a l l y  h a r m e d  n o r  t h r e a t e n e d  t o  h a r m  h i s  e m p l o y e r ' s  c o m p u t e r  s y s t e m .  j l 9 5  *. | T h e  H a m i d l  d e c i s i o n  t h e r e f o r e  I m p l i c i t l y  e n d o r s e s  t h e  p o t e r r t i a l - f o r - h a r m  r a t i o n a l e  

s e t  f o r t h  i n  t h e  a b o v e  c a s e s .  1 1 9 6  a ]

A l s o  n o t a b l e  i n  H a m i d l  i s  t h e  f a c t  t h a t  I n t e l  a r g u e d  t h a t  t h e  e - m a i l s  c a u s e d  h a r m  i n  t h e  f o r m  o f  e c o n o m i c  d a m a g e .  l l 9 7 ^ | T h e  I n t e l  e m p l o y e e s ,  I n t e l  a l l e g e d ,  w e r e  

d i s t r a c t e d  b y  t h e  c o n t e n t  o f  t h e  e - m a i l s ,  [ 1 2 5 2 ]  c a u s i n g  I n t e l  t o  i n c u r  l o s s  o f  p r o d u c t i v i t y .  ] l 9 8  ± ]  T h e  H a m i d i  c o u r t  r e j e c t e d  t h i s  a r g u m e n t ,  h o l d i n g  t h a t  e c o n o m i c  

d a m a g e s  did  n o t  s a t i s f y  C h e  h a r m  r e q u i r e m e n t  o f  t r e s p a s s  t o  c h a t t e l .  ) l 9 9  T h e  to rt  required the harm  t o  b e  d l r e c t J y  t o  t h e  c h a t t e l .  j 2 0 0 , ± ] T h u s ,  c o n s e q u e n t i a l  b u s i n e s s -  

r e l a t e d  d a m a g e s  a p p e a r  t o  b e  n e i t h e r  s u f f i c i e n t  n o r  n e c e s s a r y  f o r  t r e s p a s s  t o  c h a t t e l  t o  l i e  i n  t h e  c o n t e x t  o f  s e n d i n g  e l e c t r o n i c  s i g n a l s  o v e r  t h e  I n t e r n e t .  | 2 Q 1 ± |

A c c o r d i n g  t o  t h i s  r e c e n t  I n t e r n e t  j u r i s p r u d e n c e ,  t h e  r a d i o  s i g n a l s  t h a t  a  j o y r i d i n g  n e i g h b o r  s e n d s  t o  a .  W i - F i  o p e r a t o r ' s  r o u t e r  a p p e a r  t o  c o n s t i t u t e  t r e s p a s s o r y  h a r m .  A s  

B i d d e r ' s  E d g e ,  R e g 1 s t e r . c o m ,  a n d  C o m p u S e r v e  s u g g e s t ,  t h e  p o t e n t f a l  f o r  p h y s i c a l  h a r m  t h a t  a n  e l e c t r o n i c  s i g n a l  p o s e s  t o  c o m p u t e r  e q u i p m e n t  a p p e a r s  s u f f i c i e n t  t o  s a t i s f y  

t h e  h a r m  r e q u i r e m e n t .  | 2 0 2 + |  T h e  f a c t  t h a t  t h e  h a r m  d o e s  n o t  c a u s e  c o n s e q u e n t i a l  e c o n o m i c  d a m a g e  t o  t h e  o w n e r  o f  t h e  c o m p u t e r  e q u i p m e n t  s h o u l d  n o t ,  a c c o r d i n g  t o  

H a m f d i ,  a f f e c t  t h e  t r e s p a s s o r y  a ' n a l y s i s .  | 2 0 3 a |  T h e s e  g e n e r a l  p r i n c i p l e s  i m p l y  t h a t  t h e  e l e c t r o n i c  s i g n a l  w h i c h  t h e  n e i g h b o r  causes t o  c o n t a c t  t h e  W i - F i  operator's route r Is 

s u f f i c i e n t  t o  c o n s t i t u t e  t r e s p a s s o r y  h a r m .  A l t h o u g h  t h e  n e i g h b o r ’s  s i g n a l  m a y  n o t  d r a i n  t h e  r o u t e r ' s  c a p a c i t y ,  i f  d u p l i c a t e d  i n  t h e  a g g r e g a t e  t h e  s i g n a l s  w o u l d .  | 2 0 4  A |

T e l l i n g l y ,  c o u r t s  h a v e  r e m a i n e d  s i l e n t  a s  t o  w h y  t h e y  h a v e  s o f t e n e d  t h e  h a r m  r e q u i r e m e n t  f o r  a  t r e s p a s s  t o  c h a t t e l  a r i s i n g  I n  c y b e r s p a c e .  | 2 0 S a | T h e i r  s i l e n c e  s u g g e s t s  t h a t  

p o l i c y  c o n c e r n s  o u t w e i f l h  t h e  v a l u e  o f  a n  a n t i q u a t e d  t o r t  d o c t r i n e .  1 2 0 6  ± |  A t  t h e  o u t s e t  o f  t h e  I n t e r n e t ,  u n c e r t a i n t y  a s  t o  h o w  t h e  l a w  w o u l d  t r e a t  t h e  n e w  e l e c t r o n i c  

m e d i u m  t h r e a t e n e d  t o  h a m p e r  i t s  c o m m e r c i a l  v i a b i l i t y ,  | 2 0 7 a l  F a c e d  w i t h  a  p r o m i s i n g  n e w  m e d i u m  o f  e x c h a n g e ,  a n d  l i k e l y  n o t i n g  i t s  r e l a t i v e l y  i n f a n t i l e  s t a g e ,  c o u r t s  

d e l i v e r e d  t h e  n e e d e d  c e r t a i n t y .  C o u r t s  p r o v i d e d  m a r k e t  p a r t i c i p a n t s  c e r t a i n t y  t h a t  t h e i r  I n t e r n e t  i n v e s t m e n t s  w e r e  [ 1 2 5 3 ]  w e l l  p r o t e c t e d ,  a n d  t h e y  did so e v e n  b e f o r e  a n y  

h a r m  o c c u r r e d .  1 2 0 8 & !  C o n f i d e n c e  I n  t h e  n e w  i n t a n g i b l e ,  c o m m e r c i a l  m e d i u m  c o u l d  n o t  b e  s a c r i f i c e d  a t  t h e  e x p e n s e  o f  u p h o l d i n g  a  d o c t r i n e  t h a t  w a s  c r a f t e d  f o r  p r o b l e m s  

a r i s i n g  I n  t h e  d i s p a r a t e  r e a l m  o f  t h e  p h y s i c a l .  T h e  p o l i c y  o f  p r o m o t i n g  a n d  p r o t e c t i n g  v a l u a b l e  b e n e f i t s  o f  t h e  I n t e r n e t  p r e v a i l e d  o v e r  a  p r i n c i p l e  e s t a b l i s h e d  f o r  a  w h o l l y  

d i s t i n c t  o n t o l o g y .

T h i s  p o l i c y  o f  l i b e r a l l y  p r o t e c t i n g  I n t e r n e t  I n v e s t o r s  s t r e n g t h e n s  t h e  a r g u m e n t  t h a t  a  j o y r i d i n g  n e i g h b o r  h a s  a c t e d  t o r t l o u s l y .  B e c a u s e  t h e  n e i g h b o r  c a n  a c c e s s  a  w i r e l e s s  

n e t w o r k  a t  n o  c o s t ,  t h e  n e i g h b o r  i s  n e i t h e r  l i k e l y  t o  p u r c h a s e  a  W i - F i  r o u t e r  n o r  l i k e l y  t o  p u r c h a s e  t h e  s e r v i c e s  o f  a n  I S P .  I t  s e e m s  l i k e l y  t h a t  a t  l e a s t  s o m e  j o y r i d i n g  

n e i g h b o r s  v a l u e  t h e  W i - F i  c o n n e c t i o n  a t  a  l e v e l  e q u a l  t o  o r  g r e a t e r  t h a n  t h e  c o s t  o f  I S P  s e r v i c e s  o r  o f  a  W l - F l  r o u t e r .  1 2 0 9  A j  A s s u m i n g  t h a t  t h i s  I s  t r u e ,  t h e s e  j o y r i d i n g  

n e i g h b o r s  w o u l d  p u r c h a s e  I S P  s e r v i c e s  a n d  W l - R  r o u t e r s  i f  t h e y  w e r e  n o t  p r o v i d e d  t h e  | ^ > p o ^ u n i f t  ^ ^ c c e s s  t h e  I n t e r n e t  t h r o u g h  W i - F i  o p e r a t o r s '  n e t w o r k s .  I S P s  a n d

, i n r > A  —  i <c P - . - J - M v n n » i n  Q r V 7 B  1 H I  - J l r n H r t n A f n J l n o i F a n n l v f i r a l - m . , ^ / 2 0
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m a n u f a c t u r e r s  o f  W i - r i  r o u t e r s  a r e  t h e r e f o r e  n o t  r e a l i z i n g  a  c o m p l e t e  e c o n o m i c  r e t u r n  o n  t h e i r  i n v e s t m e n t  i n  I n t e r n e t  t e c h n o l o g y ,  j 2 1 0 ^ 1  P r o h i b i t i n g  J o y r i d i n g  w o u l d  e n s u r e  

t h a t  t h e y  a r e  r e w a r d e d  f o r  t h e i r  i n v e s t m e n t .

T h e  u p s h o t  o f  t h i s  d i s c u s s i o n  a b o u t  t h e  s e e m i n g l y  h a r m l e s s  n a t u r e  o f  W i - F i  j o y r i d i n g  is t h a t  t h e  j o y r i d i n g  d o e s  r e s u l t  i n  a  h a r m ,  b u t  o n  a  m a c r o  l e v e l .  J u d i c i a l  h o l d i n g s  

d e a l i n g  w i t h  e q u i p m e n t  t h a t  f a c i l i t a t e s  I n t e r n e t  a c t i v i t y  s e e m  t o  i n d i c a t e  t h a t  i f  t h e  c o n d u c t  a t  i s s u e  w o u l d  p r o d u c e  h a r m  w e r e  i t  d u p l i c a t e d  I n  t h e  a g g r e g a t e ,  t h e n  t h e  h a r m  

r e q u i r e m e n t  i s  s a t i s f i e d .  [ 2 1 1  A |  T h o s e  h o l d i n g s  a l s o  i m p l i c i t l y  i n d i c a t e  t h a t  p r o t e c t i n g  p a r t i c i p a n t s  o f  I n t e r n e t - b a s e d  t e c h n o l o g y  i s  s u f f i c i e n t  r e a s o n  t o  f i n d  a c t i o n a b l e  h a r m  

w h e r e  a  s i n g l e  i n s t a n c e  o f  i n t e r m e d d l i n g  c o u l d  p r o d u c e  h a r m  I f  d u p l i c a t e d  e n  m a s s .  ] 2 1 2 A ] ] n  s h o r t ,  t h e r e  a p p e a r s  t o  b e  r o o m  i n  c y b e r s p a c e  t o  c a r v e  o u t  a n  e x c e p t i o n  t o  

t h e  r e q u i r e m e n t  t h a t  t h e  c h a t t e l  o w n e r  e x p e r i e n c e  a c t u a l  h a r m .  A n d  W i - F i  t e c h n o l o g y  [ 1 2 5 4 ]  s h o u l d  b e  a  p a r t  o f  t h a t  c y b e r s p a c e  e x c e p t i o n ,  S e e m i n g l y  h a r m l e s s  

i n t e r m e d d l i n g  s h o u l d  b e  a c t i o n a b l e .

3 .  I n t e n t

T h e  J o y r i d i n g  n e i g h b o r  a p p e a r s  t o  s a t i s f y  t h e  I n t e n t l o n a l l t y  r e q u i r e m e n t  o f  t r e s p a s s  t o  c h a t t e l .  T o  c o m m i t  a  t r e s p a s s  t o  c h a t t e l ,  a n  a c t o r  m u s t  i n t e n d  t o  c o m m i t  t h e  

i n t e r m e d d l i n g  c o n t a c t ,  ) 2 1 3 i s ) T h i s  m e a n s  t h a t  t h e  j o y r i d i n g  n e i g h b o r  m u s t  i n t e n d  t o  u s e  a n o t h e r  p e r s o n ' s  r o u t e r .  l 2 1 4 A { T h e  presence of t h i s  I n t e n t  i s  a p p a r e n t .  T n  

a c c e s s i n g  t h e  r o u t e r ,  t h e  n e i g h b o r  c h a o s e s  a  w i r e l e s s  n e t w o r k  t h r o u g h  w h i c h  h i s  o r  h e r  w i r e l e s s  n e t w o r k  a d a p t e r  c a n  i n t e r f a c e .  [ 2 1 S d i  B y  s e l e c t i n g  t h e  W i - F i  o p e r a t o r ’s  

n e t w o r k  f r o m  a  c o m p u t e r  p r o m p t ,  t h e  n e i g h b o r  a f f i r m a t i v e l y  d e m o n s t r a t e s  a n  I n t e n t  t o  u s e  a n o t h e r  p e r s o n ’s  r o u t e r .  T h e  n e i g h b o r ' s  i n t e n t i o n a l  s e l e c t i o n  o f  t h e  W i - F i  

o p e r a t o r ' s  w i r e l e s s  c o n n e c t i o n  d e m o n s t r a t e s  a n  i n t e n t  t o  i n t e r m e d d l e  w i t h  t h e  r o u t e r .

T w o  f u r t h e r  p o i n t s  a r e  w o r t h  n o t i n g  a b o u t  t h e  J o y r i d i n g  n e i g h b o r ' s  I n t e n t .  ( 1 1 6 & I  F i r s t ,  t h e  tact t h a t  t h e  n e i g h b o r  d e e s  n o t  I n t e n d  t o  h a r m  t h e  W l - R  o p e r a t o r  d o e s  n o t  a f f e c t  

t h e  i n t e n t  a n a l y s i s .  A n  a c t o r  n e e d  n o t  I n t e n d  t o  c o m m i t  t h e  h a r m  t h a t  r e s u l t s  f r o m  a n  i n t e r m e d d l i n g ;  t h e  I n t e n t  r e q u i r e m e n t  I s  s a t i s f i e d  e v e n  w h e r e  t h e  a c t o r  a c t s  u n d e r  a  

m i s t a k e  o f  f a c t ,  j 2 1 7 ^ 1  A  h a r m f u l  I n t e r m e d d l i n g  I s  n o t  e x c u s e d  o n  t h e  b a s i s  t h a t  t h e  a c t o r  b e l i e v e d  t h a t  t h e  i n t e r m e d d l i n g  w o u l d  n o t  b e  h a r m f u l .  | 2 i a j c )  A c c o r d i n g l y ,  t h e  

n e i g h b o r ' s  i n t e n t  t o  a c c e s s  t h e  I n t e r n e t  t h r o u g h  t h e  r o u t e r  I s  s u f f i c i e n t  t o  s a t i s f y  t h e  i n t e n t  r e q u i r e m e n t .  T h a t  t h e  n e i g h b o r  d o e s  n o t  i n t e n d  t o  s l o w  d o w n  t h e  d a t a  

t r a n s m i s s i o n  f o r  t h e  W i - F i  o p e r a t o r ,  t o  s p r e a d  a  v i r u s  t o  t h e  W i - F i  o p e r a t o r ,  o r  t o  i m p e d e  t h e  m a r k e t  f o r  I S P  s e r v i c e  s h o u l d  n o t  a f f e c t  w h e t h e r  t h e  n e i g h b o r  s a t i s f i e s  t h e  

i n t e n t  r e q u i r e m e n t .  [ 2 1 9  & |

C l 2 5 5 ]  S e c o n d ,  a s s u m i n g  t h a t  t h e  n e i g h b o r  d o e s  n o t  k n o w  t h e  i d e n t i t y  o f  t h e  W i - F I  o p e r a t o r ,  s u c h  t h a t  t h e  n e i g h b o r  k n o w s  o n l y  t h a t  t h e  W i - F i  r o u t e r  b e l o n g s  t o  s o m e  

o t h e r  p e r s o n ,  t h e  i n t e n t  r e q u i r e m e n t  i s  s t i l t  s a t i s f i e d .  I n t e r m e d d l i n g  i s  p r e s e n t  e v e n  I f  t h e  a c t o r  d o e s  n o t  k n o w  t h e  i d e n t i t y  o f  t h e  c h a t t e l  o w n e r .  ( 2 2 . 0  T h r o w i n g  a  b a s e b a l l  

a t  a  car s a t i s f i e s  t h e  I n t e n t  r e q u i r e m e n t  o f  t r e s p a s s  C o  c h a t t e l ,  e v e n  w h e r e  d i e  c a r  o w n e r  i s  u n k n o w n  t o  t h e  t h r o w e r .  L i k e w i s e ,  a c c e s s i n g  t h e  I n t e r n e t  t h r o u g h  a  w i r e l e s s  

n e t w o r k  t h a t  d o e s  n o t  b e l o n g  t o  t h e  n e i g h b o r  s a t i s f i e s  t h e  i n t e n t  r e q u i r e m e n t ,  e v e n  w h e r e  t h e  I d e n t i t y  o f  t h e  W i - F i  o p e r a t o r  i s  u n k n o w n  t o  t h e  n e i g h b o r .  I t  i s  suffic ient  t h a t  

t h e  j o y r i d i n g  n e i g h b o r  k n o w s  t h a t  t h e  W l - R  c o n n e c t i o n  I s  n o t  h i s  o r  h e r  o w n .

I V .  D E F E N S E S  O F  T R E S P A S S  T O  C H A T T E L  A P P L I E D  

T O  W I - F I  J O Y R I D I N G

A  J o y r i d i n g  n e i g h b o r  c o u l d  a r g u e  t w o  d e f e n s e s  t o  t h e  t r e s p a s s  t o  c h a t t e l  c l a i m .  T h e  f i r s t  i s  t h a t  t h e  W i - F i  o p e r a t o r  h a s  c o n s e n t e d  t o  t h e  j o y r i d i n g  b y  f a i l i n g  t o  p a s s w o r d  

p r o t e c t  t h e  r o u t e r  f r o m  u n a u t h o r i z e d  u s e .  ] 2 2 1  j , [  T h e  s e c o n d  i s  t h a t  j o y r i d i n g  c o n s t i t u t e s  a  p e r m i s s i b l e  m e a n s  f o r  t h e  n e i g h b o r  t o  a b a t e  a  n u i s a n c e  t h a t  t h e  W i - F i  o p e r a t o r  

c r e a t e s  -  h o g g i n g  t h e  w i r e l e s s  s p e c t r a .  1 2 2 2 ^ 1  N e i t h e r  d e f e n s e  s h o u l d  p r e v a i l .  E a c h  I s  d i s c u s s e d  b e l o w .

A .  T h e  W l - R  O p e r a t o r ' s  S e e m i n g  C o n s e n t  t o  J o y r i d i n g

A  j o y r i d i n g  n e i g h b o r  c o u l d  a r g u e  t h a t  j o y r i d i n g  i s  p e r m i s s i b l e  b e c a u s e  t h e  W i - F i  o p e r a t o r  h a s  f a i l e d  t o  i m p l e m e n t  s e c u r i t y  m e a s u r e s  w h i c h  w o u l d  p r e c l u d e  t h e  n e i g h b o r  f r o m  

a c c e s s i n g  t h e  r o u t e r .  A  p e r s o n  w h o  c o n s e n t s  t o  o t h e r w i s e  t o r t i o u s  c o n d u c t  c a n n o t  r e c o v e r  a g a i n s t  t h e  a c t o r .  j 2 2 3 d j  C o n s e n t  m a y  b e  m a n i f e s t  b y  a c t i o n  o r  I n a c t i o n ,  a n d  

n e e d  n o t  b e  c o m m u n i c a t e d  t o  t h e  a c t o r .  { 2 2 4 & {  w h e n  a  p e r s o n ' s  s i l e n c e  w o u l d  b e  r e a s o n a b l y  u n d e r s t o o d  a s  i n t e n d e d  t o  I n d i c a t e  c o n s e n t ,  t h a t  s i l e n c e  i s  a  m a n i f e s t a t i o n  o f  

a p p a r e n t  c o n s e n t .  | 2 2 5 a 1

[ 1 2 5 6 2  T h e  n e i g h b o r ’s  c o n s e n t  a r g u m e n t  i s  b a s e d  s o l e l y  o n  t h e  f a c t  t h a t . t h e  W i - F i  o p e r a t o r  f a i l s  t o  i m p l e m e n t  a  p a s s w o r d  s o  t h a t  o t h e r s  c a n n o t  a c c e s s  t h e  I n t e r n e t  

t h r o u g h  t h e  r o u t e r ,  T h e  a r g u m e n t  e f f e c t i v e l y  I m p l i e s  t h a t  a n y o n e  s h o u l d  b e  p e r m i t t e d  t o  a c c e s s  a  w i r e l e s s  n e t w o r k  u n l e s s  t h e  W l - F l  o p e r a t o r  I n s t i t u t e s  s e c u r i t y  m e a s u r e s ,  

T h e  a r g u m e n t  d r a w s  s u p p o r t  f r o m  c y b e r s p a c e  j u r i s p r u d e n c e .  ) 2 3 6 A , ) l n  E F  C u l t u r a l  T r a v e l  B V  v .  Z e f e r  C o r p . ,  \227  j . \  t h e  F i r s t  C i r c u i t  c o n s i d e r e d  w h e t h e r  a  w e b s i t e  o w n e r  

h a d  p r o v i d e d  c o n s e n t  f o r  t h e  d e f e n d a n t  t o  u s e  a u t o m a t e d  s o f t w a r e  t o  s e a r c h  I t s  w e b s i t e ,  j 2 2 8 & |  T h e  c o u r t  c o n c l u d e d  t h a t  b e c a u s e  t h e  w e b s i t e  o w n e r  h a d  n o t  e x p r e s s l y  

r e s t r i c t e d  t h e  u s e  o f  t h e  w e b s i t e ,  t h e  o w n e r  h a d  i m p l i c i t l y  c o n s e n t e d  t o  t h e  d e f e n d a n t ' s  c o n d u c t .  [ 2 2 9  a )  I n  d i c t a ,  t h e  c o u r t  c o m m e n t e d  t h a t  a  t a c k  o f  c o n s e n t  c a n  b e  

m a n i f e s t  b y  t h e  p r e s e n c e  o f  p a s s w o r d  p r o t e c t i o n .  [ 2 3 0 £ |

O t h e r  c o u r t s  h a v e  c o n s i d e r e d  t h e  I s s u e  o f  c o n s e n t .  I n  C o m p u S e r v e ,  t h e  c o u r t  o p i n e d  t h a t  t h e  I S P  p r o v i d e d  “ t a c i t "  c o n s e n t  f o r  a n y o n e  o n  t h e  I n t e r n e t  t o  s e n d  e - m a i l  t o  I t s  

s u b s c r i b e r s ,  b u t  t h a t  t h e  I S P  h a d  a f f i r m a t i v e l y  r e v o k e d  i t s  c o n s e n t  t o  t h e  d e f e n d a n t s .  ( 2 3 1 A 1 T h e  b a s i s  f o r  t h i s  f i n d i n g  o f  " t a c i t "  c o n s e n t  w a s  t h a t  t h e  I S P  h a d  c r e a t e d  a  

s y s t e m  f o r  a l l o w i n g  a n y o n e  o n  t h e  I n t e r n e t  t o  e - m a l l  i t s  s u b s c r i b e r s .  | 2 3 2 & |  I n  o t h e r  w o r d s ,  c o n s e n t  w a s  b a s e d  o n  t h e  f a c t  t h a t  t h e  I S P  s y s t e m  w a s  d e s i g n e d  f o r  t h e  

p u r p o s e  o f  a l l o w i n g  a n y o n e  o n  t h e  I n t e r n e t  t o  s e n d  e - m a i l s  t o  s u b s c r i b e r s ,  [ 2 3 3 . * }

T h e  B i d d e r ' s  E d g e  c o u r t  a l s o  o p i n e d  o n  t h e  d o c t r i n e  o f  c o n s e n t ,  ( 2 3 4  j [ j  T h e  c o u r t  h e l d  t h a t  e & a y  h a d  g r a n t e d  " c o n d i t i o n a l ’' c o n s e n t  t o  I n t e r n e t  u s e r s  t o  a c c e s s  i t s  w e b s i t e ,  

{ 2 3 5  j ^ T h e  c o n s e n t  w a s  g r a n t e d  u p o n  a n  e x p r e s s  c o n d i t i o n  o n  i t s  w e b s i t e  s t a t i n g  t h a t  u s e r s  w e r e  n o t  t o  u s e  r o b o t i c  d a t a - c o l l e c t i o n  d e v i c e s  o n  i t s  s i t e .  j 2 3 S a |  I n  o t h e r  

w o r d s ,  a  p r e s u m p t i o n  o f  c o n s e n t  e x i s t e d ,  a n d  e B a y  a c t e d  t o  l i m i t  t h a t  p r e s u m p t i o n .  1 2 3 7  A j  R e s t r i c t i o n  o f  w e b s i t e  a c c e s s  w a s  o b t a i n e d  b y  m a k i n g  a  £ 1 2 5 7 ]  s t a t e m e n t  o n  

t h e  w e b s i t e ,  i m p l i c i t l y  s u g g e s t i n g  t h a t  a  p r e s u m p t i o n  o f  c o n s e n t  d i d  e x i s t .  | 2 3 S j . }

R e l y i n g  o n  t h e s e  c a s e s ,  t h e  j o y r i d i n g  n e i g h b o r  c o u l d  a r g u e  t h a t  t h e  a b s e n c e  o f  a n y  p a s s w o r d  p r o t e c t i o n  b y  t h e  W i - F I  o p e r a t o r  i m p l i e s  t h a t  t h e  W l - F l  o p e r a t o r  c o n s e n t s  t o  

a n y o n e  u s i n g  t h e  r o u t e r ,  Z e f e r  s e e m s  t o  I m p l y  t h a t  t h e  a b s e n c e  o f  p a s s w o r d  p r o t e c t i o n  d e n o t e s  c o n s e n t  t o  u s e  p r o p e r t y  I n  c y b e r s p a c e .  | 2 3 9  F u r t h e r ,  l i k e  t h e  t S P  i n  

C o m p u S e r v e ,  a  W l - R  o p e r a t o r  c r e a t e s  a  s y s t e m  s p e c i f i c a l l y  d e s i g n e d  t o  a l i o w  a n y o n e  w i t h i n  i t s  r a n g e  t o  a c c e s s  t h e  I n t e r n e t .  | 2 4 0  a ]  B e c a u s e  t h e  v e r y  f u n c t i o n  o f  c h e  W l - R  

c o n n e c t i o n  i s  t o  p r o v i d e  a n y  p e r s o n  w i t h i n  i t s  p h y s i c a l  r a n g e  a c c e s s  t o  t h e  I n t e r n e t ,  t h a t  f u n c t i o n  a r g u a b l y  creates a  p r e s u m p t i o n  t h a t  t h e  W i - F i  o p e r a t o r  c o n s e n t s  t o  a n y o n e  

a c c e s s i n g  t h e  I n t e r n e t  t h r o u g h  t h e  r o u t e r .  | 2 4 l ± j  F i n a l l y ,  j u s t  a s  t h e  w e b s i t e  o w n e r  I n  B i d d e r ' s  E d g e  c o u l d  e a s i l y  r e s t r i c t  c h e  p r e s u m p t i o n  t h a t  a n y o n e  c o u l d  a c c e s s  t h e  

o w n e r ’s  w e b s i t e ,  | 2 4 2  * [  t h e  W l - F l  o p e r a t o r  c a n  e a s i l y  r e s t r i c t  t h e  p r e s u m p t i o n  t h a t  a n y o n e  c a n  u s e  t h e  W i - F i  o p e r a t o r ' s  r o u t e r :  t h e  W l - R  o p e r a t o r  n e e d  m e r e l y  s e t  u p  a  

p a s s w o r d . ) 2 4 3  * |  67  f a i l i n g  t o  i m p l e m e n t  a  p a s s w o r d ,  t h e  W i - F i  o p e r a t o r  s e e m s  t o  a s s u m e  t h e  r i s k  o f  W i - F i  j o y r i d i n g .

D e s p i t e  t h e s e  a r g u m e n t s  i n  f a v o r  o f  c o n s t r u i n g  t h e  W i - F I  o p e r a t o r ’s  f a i l u r e  t o  I m p l e m e n t  a  p a s s w o r d  a s  I m p l i c i t  c o n s e n t  f o r  o t h e r s  t o  j o y r i d e ,  s u c h  a  p r e s u m p t i o n  s h o u l d  n o t  

e x i s t .  A s  a n  i n i t i a l  m a t t e r ,  Z e f e r ' s  s t a t e m e n t  t h a t  a  p a s s w o r d  d e n o t e s  a n  a b s e n c e  o f  c o n s e n t  d o e s  n o t  i m p l y  t h a t  a n  a b s e n c e  o f  a  p a s s w o r d  d e n o t e s  c o n s e n t ,  } 2 4 4 ± |  A n  

a n a l o g y  m a y  i l l u s t r a t e  t h e  d i s c o n n e c t  b e t w e e n  t h e s e  p r o p o s i t i o n s .  C o n s i d e r  a  b i c y c l e  o w n e r .  I f  t h e  o w n e r  l o c k s  t h e  b i c y c l e ,  t h e  l o c k  d e m o n s t r a t e s  t h a t  t h e  o w n e r  d o e s  n o t  

c o n s e n t  t o  a n o t h e r  p e r s o n ' s  u s e  o f  t h e  b i c y c l e .  B u t  i r  t h e  o w n e r  d o e s  n o t  l o c k  c h e  b i c y c l e ,  t h i s  d o e s  n o t  i m p l y  t h a t  t h e  o w n e r  c o n s e n t s  t o  a n o t h e r ’s  u s e  o f  t h e  b i c y c l e .  I t  I s  

e n t i r e l y  p o s s i b l e  t h a t  t h e  b i c y c l e  o w n e r  d o e s  n o t  l o c k  t h e  b i c y c l e  b e c a u s e  t h e  o w n e r  h a s  t r o u b l e  r e m e m b e r i n g  c o m b i n a t i o n s ,  o r  p e r h a p s  d i s d a i n s  s p e n d i n g  t i m e  e n t e r i n g  

c o m b i n a t i o n s  t o  u n l o c k  p r o p e r t y .  A n a l o g o u s l y ,  t h e  a b s e n c e  o f  a  p a s s w o r d  o n  a  w i r e l e s s  n e t w o r k  d o e s  n o t  i m p l y  t h a t  t h e  W i - F i  o p e r a t o r  c o n s e n t s  t o  a n o t h e r ' s  u s e  o f  t h e  

r o u t e r ,  T h a t  a b s e n c e  i m p l i e s  n o t h i n g  m o r e  t h a n  t h e  f a c t  t h a t  t h e  W i - F i  o p e r a t o r  c h o o s e s  n o t  t o  I m p l e m e n t  a  p a s s w o r d .  P e r h a p s  t h e  W i - F i  o p e r a t o r  d i s d a i n s  h a v i n g  t o  s p e n d  

t i m e  e n t e r i n g  a  p a s s w o r d  e a c h  t i m e  t h e  o p e r a t o r  C 1 2 S S ]  a c c e s s e s  t h e  I n t e r n e t ,  o r  p e r h a p s  t h e  o w n e r  s l m p t y  h a s  a  b a d  m e m o r y  f o r  r e m e m b e r i n g  p a s s w o r d s .  F a i l u r e  t o  

I n s t a l l  p r o t e c t i v e  d e v i c e s  s o  t h a t  a n o t h e r  c a n n o t  u s e  p r o p e r t y  d o e s  n o t  i m p l y  t h a t  a  p r o p e r t y  o w n e r  c o n s e n t s  t o  t h e  u s e .  H e n c e ,  Z e f e r ’s  o b s e r v a t i o n  t h a t  t h e  p r e s e n c e  o f  a

nnnsi(£wtcrid=992773d9-fcba-4b23-8078-65bcc6d48i0 l&pddocful[path=%2Fshared%2Fdocuoient%2Fanaiytical-fTi..
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password implies the absence of consent should not be construed as meaning that an absence of a password implies the presence o f  consent.

O n  a  m o r e  s u b s t a n t i v e  l e v e l ,  t h e  c i t e d  c a s e s  s h o u l d  n o t  b e  I n t e r p r e t e d  a s  s u g g e s t i n g  t h a t  a  W l - R  o p e r a t o r  h a s  c o n s e n t e d  t o  J o y r i d i n g  b e c a u s e  n o n e  o f  t h e  c i t e d  c a s e s  d e a l  

w i t h  w i r e l e s s  n e t w o r k s .  T h e  f a c t  t h a t  t h e  c o n s e n t  i n  t h e  c i t e d  c a s e s  w a s  m a n i f e s t  b y  I S P s  a n d  w e b s i t e  o w n e r s  d i s t i n g u i s h e s  t h e m  f r o m  t h e  c o n t e x t  o f  w i r e l e s s  n e t w o r k s .  

| 2 4 5 A |  A n  r S P  u s u a l l y  r e a l i z e s  e c o n o m i c  b e n e f i t  w h e n  I n t e r n e t  u s e r s  m a k e  u s e  o f  t h e  I S P ' s  s e r v i c e s .  I n c l u d i n g  i t s  e - m a i l  s e r v i c e .  | 2 4 6 * |  £ - m a il e x c h a n g e  i n c r e a s e s  d e m a n d  

f o r  t h e  I S P  s e r v i c e .  | 2 4 7 & i  L i k e w i s e ,  a  w e b s i t e  u s u a l l y  b e c o m e s  m o r e  c o m m e r c i a l l y  v a l u a b l e  a s  m o r e  I n C e m e c  u s e r s  v i e w  t h e  w e b s i t e .  j 2 4 3 ± |  I n  s h o r t ,  t h e  c o m m e r c i a l  

m o d e l  f o r  t h e  I n t e r n e t  h a s  d e v e l o p e d  s u c h  t h a t  t h e  c o n d u c t  o f  e - m a i i f n g  ISP s u b s c r i b e r s  a n d  v i e w i n g  w e b s i t e s  a r e  a c t i v i t i e s  C h a t  p r o p a g a t e  e c o n o m i c  b e n e f i t s  f o r  I S P s  a n d  

w e b s i t e  o w n e r s .  ( 2 4 9 * 1  F o r  t h i s  reason, t h e  p r e s u m p t i o n  I s  s o u n d  t h a t  t h e s e  p r o p e r t y  o w n e r s  c o n s e n t  t o  o t h e r w i s e  t r e s p a s s o r y  c o n t a c t  i n  c y b e r s p a c e ,

. T h e  s i t u a t i o n  o f  a  W i - F i  o p e r a t o r  i s  m a r k e d l y  d i f f e r e n t  t h a n  t h a t  o f  a n  I S P  o r  a  w e b s i t e  o w n e r .  A  j o y r i d i n g  n e i g h b o r  e n g a g e s  i n  f r e e - r i d i n g  p a r a s i t i c  b e h a v i o r .  A l t h o u g h  t h e  

W l - R  o p e r a t o r  m a y  n o t  n e c e s s a r i l y  b e  h a r m e d  b y  t h e  b e h a v i o r ,  t h e  W i - f i  o p e r a t o r  d o e s  n o t  s t a n d  t o  g a i n  any economic b e n e f i t .  J n  t h e  a b s e n c e  o f  a n y  p o s s i b i l i t y  t h a t  t h e  

W i - F I  o p e r a t o r  c o u l d  r e a l i z e  e c o n o m i c  b e n e f i t  f r o m  c h e  n e i g h b o r  a c c e s s i n g  t h e  I n t e r n e t ,  t h e  p r e s u m p t i o n  t h a t  t h e  o w n e r  h a s  c o n s e n t e d  a p p e a r s  u n j u s t i f i e d .  O t h e r  t h a n  

a l t r u i s t i c  t e n d e n c i e s ,  t h e r e  is no r e a s o n  [1 2 5 9 ]  t h a t  a  W i - F i  o p e r a t o r  w o u l d  c o n s e n t  t o  j o y r i d i n g .  P r e s u m i n g  c o n s e n t  w o u l d  b e  I m p o s i n g  a  c h o i c e  w h e r e  t h e  W i - F i  o p e r a t o r  

w a s  u n a w a r e  o f  t h e  c o n d u c t  a n d  p r e f e r r e d  n o t  t o  i m p l e m e n t  a  p a s s w o r d .  I n  t h e  W i - F i  c o n t e x t ,  t h e r e  i s  n o  r e a s o n  t o  c r e a t e  a  p r e s u m p t i o n  o f  c o n s e n t  b a s e d  o n  t h e  a b s e n c e  

o f  a  p a s s w o r d .

T h e  a b s e n c e  o f  p a s s w o r d  p r o t e c t i o n  a l s o  d o e s  n o t  d e n o t e  a n  a s s u m p t i o n  o f  r i s k  t h a t  e x c u s e s  t h e  j o y r i d i n g  n e i g h b o r ' s  c o n d u c t .  I t  I s  t r u e  t h a t  b y  n o t  i m p l e m e n t i n g  a  

p a s s w o r d  t h e  W l - R  o p e r a t o r  a s s u m e s  t h e  r i s k  t h a t  a  n e i g h b o r  w i l l  J o y r i d e .  B u t  t h a t  f a c t  d o e s  n o t  e x c u s e  t h e  n e i g h b o r ' s  c o n d u c t .  A s s u m p t i o n  o f  r i s k  I s  r e l e v a n t  i n  e x a m i n i n g  

o n l y  a  c l a i m  o f  n e g l i g e n c e .  | 2 S Q & !  T h e  I n q u i r y  a t  h a n d  I s  o n e  o f  i n t e n t i o n a l  t o r t ,  1 2 5 1 ^ 1  A s  m u c h  a s  a  c h a t t e l  o w n e r  m a y  p u t  a t  r i s k  t h e  s a f e t y  o f  a  c h a t t e l ,  I f  a n  a c t o r  

c o m m i t s  a n  i n t e n t i o n a l  t r e s p a s s  o n  t h e  c h a t t e l  w i t h o u t  t h e  o w n e r ' s  c o n s e n t ,  t h e  a c t o r  I s  s t i l l  l i a b t e .  | 2 5 2 ± J  A s s u m p t i o n  o f  r i s k  I s  n o t  a  d e f e n s e  t o  I n t e n t i o n a l  t o r t .  [ 2 5 3 j ;  

C o n s i d e r  a  c h l n a - s h o p  o w n e r  w h o  I n v i t e s  a  b u l l  o w n e r  t o  s h o p  a t  t h e  c h i n a  s h o p  -  w i t h  t h e  b u l l .  U n q u e s t i o n a b l y  t h e  c h i n a - s h o p  o w n e r  a s s u m e s  a  g r e a t  r i s k  i n  e x t e n d i n g  t h a t  

i n v i t a t i o n .  Y e t  i f  a f t e r  w a l k i n g  i n t o  t h e  c h i n a  s h o p  w i t h  t h e  b u l l ,  t h e  b u l l  o w n e r  s t r i k e s  t h e  b u l l  i n t e n d i n g  for  t h e  b u i f  t o  d e s t r o y  a l f  t h e  c h i n a ,  t h e  b u l l  o w n e r  I s  s t i l l  l i a b l e  f o r  

t h e  r e s u l t a n t  d a m a g e .  T h a t  t h e  c h l n a - s h o p  o w n e r  p l a c e s  a t  r i s k  a l l  t h e  china by  a l l o w i n g  t h e  b u l l  t o  e n t e r  t h e  s h o p  i s  o f  n o  c o n s e q u e n c e .  | 2 S 4 ± |  T h e  I n t e n t i o n a l  a c t  o f  t h e  

b u l l  o w n e r  c r e a t e s  t o r t i o u s  l i a b i l i t y .  S i m i l a r  to  t h e  c h i n a - s h o p  o w n e r ,  t h e  W i - F i  o p e r a t o r  p l a c e s  a t  r i s k  t h e  r o u t e r ' s  u s e .  f 2 S 5 & l  T h a t  r i s k  i s  o f  n o  c o n s e q u e n c e  b e c a u s e  t h e  

J o y r i d i n g  n e i g h b o r  I n t e n t i o n a l l y  a c t s  t o  i n t e r f e r e  w i t h  t h e  W i - F I  r o u t e r .  T h e  I n t e n t  I s  d i s p o s i t i v e ,

I t  s h o u l d  l a s t l y  b e  n o t e d  t h a t  t h e  W i - F i  o p e r a t o r ' s  f a i l u r e  t o  p a s s w o r d  p r o t e c t  t h e  n e t w o r k  Is not akin t o  e s t a b l i s h i n g  c o n s e n t  t h r o u g h  [ 1 2 6 0 ]  s i l e n c e .  S i l e n c e  o r  i n a c t i o n  

c a n  d e n o t e  c o n s e n t ,  b u t  o n l y  w h e r e  t h e  c h a t t e l  o w n e r  has knowledge o f  t h e  a c t o r  u s i n g  t h e  c h a t t e l .  [ 2 5 6  A )  S i l e n c e  o r  I n a c t i o n  d o e s  n o t  d e n o t e  c o n s e n t  w h e r e  t h e  a c t o r  i s  

o b l i v i o u s  t o  t h e  t r e s p a s s e r /  c o n d u c t . ! 2 5 7  & |  A c c o r d i n g l y ,  f a i l u r e  t o  p a s s w o r d  p r o t e c t  a  w i r e l e s s  n e t w o r k  c o u l d  p o s s i b l y  b e  v i e w e d  a s  c o n s e n t  t h r o u g h  s i l e n c e  o n l y  i f  t h e  W i 

F i  o p e r a t o r  w e r e  a w a r e  o f  t h e  c o n d u c t  p r i o r  t o  c h o o s i n g  n o t  t o  p a s s w o r d  p r o t e c t  t h e  n e t w o r k .  T h e  W i - F i  o p e r a t o r ' s  I n a c t i o n  i s  n o t  c o n s e n t  u n l e s s  t h e  W i » F i  o p e r a t o r  i s  a w a r e  

o f  t h e  t o r t i o u s  c o n d u c t ,  1 2 5 8 ± 1  B u t  e v e n  t h e n ,  a  s i n g l e  o r a l  o b j e c t i o n  t o  t h e  u s e  w o u l d  p r e c l u d e  t h e  p o s s i b i l i t y  t h a t  t h e  W l - F l  o p e r a t o r  c o n s e n t s  w h e r e  t h e  W f - F i  o p e r a t o r  h a s  

n o t  p a s s w o r d  p r o t e c t e d  t h e  n e t w o r k ,  |159a1  F e n c e s  a n d  l o c k s  a r e  n o t  n e c e s s a r y  C o  s h o w  t h a t  a  p r o p e r t y  o w n e r  d o e s  n o t  c o n s e n t  t o  a n o t h e r ’s  u s e  o f  t h e  p r o p e r t y .  | 2 5 0 £ |  A  

s i m p l e ,  o n e - t i m e  o r a l  c o m m u n i c a t i o n  s h o u l d  s u f f i c e .

B ,  T h e  J o y r i d i n g  N e i g h b o r ’s  S e e m i n g  A b a t e m e n t  t o  a  W i - F i  N u i s a n c e

A n o t h e r  d e f e n s e  t h a t  t h e  n e i g h b o r  c o u l d  a r g u e  i s  t h a t  j o y r i d i n g  is permissible  u n d e r  t h e  a b e t e m e n t - o f - n u i s a n c e  d o c t r i n e .  ) 2 6 i & j  T h e  c o m m o n  l a w  p e r m i t s  a n  a c t o r  t o  

c o m m i t  a n  a c t  w h i c h  w o u l d  o t h e r w i s e  b e  a t r e s p a s s  r o  c h a t t e l  w h e n  t h e  a c t  I s  c o m m i t t e d  f o r  t h e  p u r p o s e  o f  a b a t i n g  a  p r i v a t e  n u i s a n c e  t h a t  I s  c a u s e d  b y  t h e  c h a t t e l  o w n e r .  

[ 2 6 2 i l A p r i v a t e  n u i s a n c e  o c c u r s  w h e r e  t h e r e  I s  i n t e r f e r e n c e  w i t h  a  l a n d o w n e r ' s  [ 1 2 6 1 ]  p r i v a t e  u s e  a n d  e n j o y m e n t  o f  l a n d .  | 2 S 3 & 1  A b a t e m e n t  o f  t h e  n u i s a n c e  I s  

p e r m i s s i b l e  t o  t h e  e x t e n t  t h a t  t h e  a b a t e m e n t  i s  c o n s i d e r e d  r e a s o n a b l e .  | 2 6 4 * |  F o r  i n s t a n c e ,  c o u r t s  h a v e  c o n s i d e r e d  i t  r e a s o n a b l e  f o r  a  n e i g h b o r  t o  c u t  t r e e  b r a n c h e s  w h i c h  

w e r e  o v e r h a n g i n g  I n t o  t h e  a i r s p a c e  o v e r  t h e  n e i g h b o r ' s  l a n d .  | 2 6 5  * |

T h e  j o y r i d i n g  n e i g h b o r  c o u l d  a r g u e  t h a t  t h e  W i - F i  o p e r a t o r  i s  c a u s i n g  a  n u i s a n c e  o n  t h e  n e i g h b o r ' s  p r o p e r t y .  T h e r e  a r e  a  l i m i t e d  n u m b e r  o f  c h a n n e l s  w i t h i n  t h e  b a n d w i d t h  

f r e q u e n c i e s  o n  w h i c h  W l - F l  r a d i o  s i g n a l s  c a n  e x i s t .  } 2 6 6 & i  B y  o p e r a t i n g  a  w i r e l e s s  n e t w o r k ,  t h e n ,  t h e  W i > F I  o p e r a t o r  c a u s e s  a  s h o r t a g e  o f  c h a n n e l s  o n  w h i c h  t h e  n e i g h b o r  

c o u l d  o p e r a t e  a  w i r e l e s s  n e t w o r k  o r  o t h e r  w i r e l e s s  d e v i c e .  T h e  n e i g h b o r  c a n n o t  s e t  u p  h i s  o r ' h e r  o w n  w i r e l e s s - n e t w o r k  b e c a u s e  s o m e o n e  e l s e  i s  h o g g i n g  t h e  b a n d .  I n  o t h e r  

w o r d s ,  t h e  n e i g h b o r  c a n n o t  e n j o y  t h e  u s e  o f  t h e  r a d i o  s i g n a l s  o n  t h e  a i r s p a c e  o v e r  t h e  l a n d ,  s o  a  n u i s a n c e  s e e m s  a r g u a b l y  p r e s e n t .

A f t e r  arguing  t h a t  t h e  W i - F I  o p e r a t o r  i s  c a u s i n g  a  n u i s a n c e ,  t h e  j o y r i d i n g  n e i g h b o r  c o u l d  f u r t h e r  a r g u e  t h a t  a  r e a s o n a b l e  a b a t e m e n t  o f  t h i s  n u i s a n c e  w o u l d  b e  t o  m a k e  u s e  o f  

t h e  w i r e l e s s  n e t w o r k .  B y  u s i n g  t h e  W i - R  o p e r a t o r ' s  n e t w o r k ,  t h e  n e i g h b o r  a b a t e s  t h e  h a r m  t h a t  t h e  W i - F i  o p e r a t o r  h a s  c r e a t e d .  A  s h o r t a g e  o f  b a n d w i d t h  i s  o f  n o  c o n c e r n  t o  

a  n e i g h b o r  s e e k i n g  w i r e l e s s  I n t e r n e t  a c c e s s  If t h e  n e i g h b o r  c a n  a c c e s s  t h e  I n t e r n e t  t h r o u g h  W l - F l  r a d i o  s i g n a l s  t h a t  a r e  a l r e a d y  p r e s e n t  i n  t h e  a i r s p a c e  o v e r  t h e  n e i g h b o r ' s  

l a n d .  T h u s ,  t h e  n e i g h b o r  c o u l d  a r g u e  t h a t  t h e  o t h e r w i s e  t o r t i o u s  c o n d u c t  o f  j o y r i d i n g  i s  e x c u s e d  b a s e d  o n  t h e  n e i g h b o r ' s  a b a t e m e n t  o f  t h e  W i - F t  o p e r a t o r ' s  n u i s a n c e .  \2 6 ?  ± \

T h i s  a b a t e m e n t - o f - n u l s a n c e  a r g u m e n t  w o u l d  n o t  l i k e l y  s u c c e e d .  T o  b e g i n  w i t h ,  n u i s a n c e  c l a i m s  r e l a t i n g  t o  r a d i o - f r e q u e n c y  i n t e r f e r e n c e  a r e  p r e e m p t e d  b y  t h e  F e d e r a l  

C o m m u n i c a t i o n s  A c t  ( " F C A " ) .  | 2 6 S  A |  T h e  F C A  c o n t a i n s  n o  p r o v i s i o n  t h a t  w o u l d  p r o h i b i t  a  p e r s o n  f r o m  u s i n g  [ 1 2 6 2 ]  a l l  p o s s i b l e  f r e q u e n c i e s  o n  a n  u n l i c e n s e d  b a n d w i d t h .

1 2 6 9  & |  I t  w o u l d  n o t  l i k e l y  a p p l y .  | 2 7 0 a ] B e c a u s e  p r e e m p t i o n  p r e c l u d e s  t h e  n e i g h b o r  f r o m  r a i s i n g  a  n u i s a n c e  c l a i m ,  a n d  b e c a u s e  t h e  F C A  d o e s  n o t  l i k e l y  a p p l y  i n  t h a t  

s i t u a t i o n ,  t h e  n e i g h b o r  c a n n o t  l i k e l y  r a i s e  t h i s  n u i s a n c e - a b a t e m e n t  a r g u m e n t .

Assuming a r g u e n d o  t h a t  t h e  n e i g h b o r  c o u l d  r a i s e  t h e  n u i s a n c e - a b a t e m e n t  a r g u m e n t ,  I t  w o u l d  b e  h i g h l y  u n u s u a l  t h a t  a b a t e m e n t  w o u l d  b e  p e r m i s s i b l e .  A b a t e m e n t  i s  

p e r m i s s i b l e  o n l y  i n  s i t u a t i o n s  o f  e x t r e m e  o r  u r g e n t  n e c e s s i t y .  [ 2 7 1  ± j  T h e  c o m p l a i n e d - o f  n u i s a n c e  m u s t  a c t u a l l y  e x i s t .  \ 2 7 1 j \  I n  t h e  W l - R  c o n t e x t ,  t h e n ,  a b a t e m e n t  w o u l d  

b e  p e r m i s s i b l e  o n l y  I f  t h e  W i - F i  o p e r a t o r  w e r e  c a u s i n g  a  s h o r t a g e  o f  c h a n n e l s  o n  t h e  u n l i c e n s e d  f r e q u e n c i e s ,  a n d  o n l y  i r  t h e  n e i g h b o r  a c t u a l l y  u n s u c c e s s f u l l y  a t t e m p t e d  t o  

a c c e s s  t h e  I n t e r n e t  u s i n g  h i s  o r  h e r  o w n  W l - R  e q u i p m e n t  a n d  I S P ,  ( 2 7 3  * ( T h l s  s i t u a t i o n  I s  h i g h l y  u n l i k e l y ,  | 2 7 4  * j  As a n  I n i t i a l  m a t t e r ,  t w o  w i r e l e s s  n e t w o r k s  a r e  c a p a b l e  o f  

c o e x i s t i n g  w i t h i n  t h e  s a m e  c l o s e  p r o x i m i t y .  | 2 7 5 ± {  C r o w d i n g  o u t  a  w i r e l e s s  n e t w o r k  w o u l d  o c c u r  o n l y  If m u l t i p l e  o t h e r  w i r e l e s s  d e v i c e s  w e r e  a l s o  i n  o p e r a t i o n  i n  t h e  s a m e  

c l o s e  p r o x i m i t y .  | 2 7 6 ± ]  T h e  c i r c u m s t a n c e  o f  c l o s e  p r o x i m i t y  s u g g e s t s  t h a t  t h o s e  o t h e r  w i r e l e s s  d e v i c e s  c r o w d i n g  o u t  t h e  n e i g h b o r ' s  w i r e l e s s  n e t w o r k  w o u l d  l i k e l y  b e l o n g  t o  

t h e  n e i g h b o r .  I f  t h e  n e i g h b o r  n e e d  m e r e l y  s t o p  u s i n g  his or  h e r  m i c r o w a v e  o v e n  t o  o p e r a t e  t h e  w i r e l e s s  n e t w o r k ,  t h e  c o m p l a i n e d - o f  n u i s a n c e  w o u l d  n o t  a p p e a r  t o  b e  

" e x t r e m e . "  }2 7 7 ± l Abatement w o u i d  n o t  b e  p e r m i s s i b l e ,  j 2 7 8 ± )  • *

[ 1 2 6 3 ]  E v e n  m o r e  i m p o r t a n t  i n  t h e  a b a t e m e n t  a n a l y s i s  i s  t h e  f a c t  t h a t  j o y r i d i n g  I s  n o t  u s u a l l y  t h e  r e s u l t  of  c h e  p o s i t e d  c i r c u m s t a n c e s .  J o y r i d i n g  d o e s  n o t  u s u a l l y  o c c u r  

a f t e r  a  n e i g h b o r  h a s  s u b s c r i b e d  t o  I S P  s e r v i c e s ,  h a s  p u r c h a s e d  a  W i - F i  r o u t e r ,  a n d  t h e n  h a s  u n s u c c e s s f u l l y  a t t e m p t e d  t o  c o n n e c t  t o  t h e  I S P  u s i n g  t h a t  W i - R  r o u t e r .

N e i g h b o r s  d o  n o t  j o y r i d e  b e c a u s e  t h e y  a r e  u n s u c c e s s f u l  a t  o p e r a t i n g  t h e i r  o w n  W i - F i  c o n n e c t i o n ;  t h e y  J o y r i d e  t o  a v o i d  p a y i n g  I S P  f e e s .  T h e  f a c t s  n e c e s s a r y  t o  s u p p o r t  a  

n u i s a n c e - a b a t e m e n t  argum ent are s i m p l y  i m p l a u s i b l e .  [ 2 7 9  a ]

V .  C O N C L U S I O N

T h e  s e e m i n g l y  h a r m l e s s  c o n d u c t  o f  a c c e s s i n g  t h e  I n t e r n e t  t h r o u g h  a n o t h e r ' s  w i r e l e s s  n e t w o r k  w i t h o u t  a u t h o r i z a t i o n  s h o u l d  b e  d e e m e d  t o r t i o u s .  J o y r i d i n g  s h o u l d  r e s u l t  I n  a n  

a c t i o n a b l e  t r e s p a s s  t o  c h a t t e l .  A  j o y r i d i n g  n e i g h b o r  a p p e a r s  t o  t r e s p a s s  o n  t h e  W ( - F i  o p e r a t o r ' s  r o u t e r .  [ 3 8 0 ± [  W h e n  t h e  n e i g h b o r  s e n d s  e l e c t r o n i c  s i g n a l s  t h r o u g h  c h e  

r o u t e r  t o  a c c e s s  t h e  I n t e r n e t ,  t h o s e  s i g n a l s  p r o d u c e  a  p h y s i c a l  e f f e c t  o n  t h e  r o u t e r  t h a t  i s  s u f f i c i e n t  t o  b e  d e e m e d  t r e s p a s s o r y  p h y s i c a l  c o n d u c t .  T h e  n e i g h b o r

I n t e n t i o n a l l y  c a u s e s  t h i s  c o n t a c t ,  t h e r e b y  s a t i s f y i n g  t h e  I n t e n t i o n a l i t y  r e q u i r e m e n t  f o r  t r e s p a s s ,  j ' 2 S 2 j J  H a r m  m a y  a l s o  b e  p r e s e n t .  [ 2 3 3  , & )  T h e  W J - F l  o p e r a t o r  m a y  

e x p e r i e n c e  d e l a y e d  I n t e r n e t  t r a n s m i s s i o n  o r  r e c e i v e  v i r u s e s  f r o m  t h e  j o y r i d i n g  n e i g h b o r .  j 2 S 4 * . |  V e t  e v e n  I f  n e i t h e r  o f  t h e s e  h ^ m ^ a r e  f i r ^ s ^ n t ,  a  s t r o n g  a r g u m e n t  e x i s t s
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chat the joyriding n e i g h b o r  should stilt be l i a b l e ,  f e s s * !  Recent Internet jurisprudence suggests t h a t  using another’s computer e q u i p m e n t  to access che Internet results I n  a 

trespass to chattel, r e g a r d l e s s  of whether that access results J o  actual harm. ] 2 8 6 j » l  I n  an effort to thwart the negative externality that j o y r i d i n g  causes I S P s  and 

manufacturers [ J . 2 5 4 J  of W l - R  routers, c o u r t s  would likely v i e w  the Joyriding neighbor's conduct as tortious, [ 2 8 7

A  j o y r i d i n g  n e i g h b o r  w o u l d  n o t  l i k e l y  p r e v a i l  I n  arguing defenses a g a i n s t  t h e  t r e s p a s s  c l a i m .  { 2 B 8 & I  O n e  a r g u a b l e  d e f e n s e  I s  t h a t  c h e  W l - F l  o p e r a t o r  i m p l i c i t l y  c o n s e n t s  t o  

C h e  n e i g h b o r ' s  c o n d u c t  w h e n  t h e  W l - R  o p e r a t o r  f a l l s  t o  i m p l e m e n t  s e c u r i t y  m e a s u r e s  s u c h  a s  a  p a s s w o r d .  [ 2 8 9  jfc) Y e t  t h e  P a c t  t h a t  a  W i - R  o p e r a t o r  m a y  n o t  I m p l e m e n t  a  

p a s s w o r d  t o  p r o t e c t  a c c e s s  t o  t h e  n e t w o r k  s h o u l d  n o t  b e  i n t e r p r e t e d  a s  c o n s e n t  t o  t h e  n e i g h b o r ' s  c o n d u c t .  | 2 9 Q ± {  T h e  W i - F i  o p e r a t o r ' s  f a i l u r e  t o  I m p l e m e n t  p a s s w o r d  

p r o t e c t i o n s  i s  a k i n  t o  a n y  p h y s i c a l  p r o p e r t y  o w n e r  f a i l i n g  t o  s e c u r e  h i s  o r  h e r  p r o p e r t y  w i t h  a  l o c k .  } 2 9 1 a 1  F a i l u r e  t o  s e c u r e  p r o p e r t y  d o e s  n o t  d e n o t e  c o n s e n t .  )2 9 2 ± ]  N o r  

d o e s  t h e  P a c t  t h a t  t h e  W I - R  o p e r a t o r  p l a c e s  t h e  n e t w o r k  a t  r i s k  o f  a  n e i g h b o r  a c c e s s i n g  i t  i m p l y  t h a t  t h e  n e i g h b o r ' s  a c t  I s  e x c u s e d .  [ 2 9 3  a )  A s s u m p t i o n  o f  r i s k  i s  n o  d e f e n s e  

t o  a n  i n t e n t i o n a l  t o r t  ) 2 9 4 ± )  I t  i s  a l s o  n o t e w o r t h y  t h a t  t h e  W l - R  o p e r a t o r  h a s  n o  e c o n o m i c  I n c e n t i v e  t o  a l l o w  t h e  n e i g h b o r  a c c e s s  t o  t h e  n e t w o r k .  | 2 9 5 * j  I n  t h e  a b s e n c e  o f  

a n  e c o n o m i c  b e n e F i t  f o r  t h e  W i - F i  o p e r a t o r ,  t h e r e  I s  n o  r e a s o n  t o  p r e s u m e  t h a t  t h e  W i - R  o p e r a t o r  w o u l d  c o n d o n e  j o y r t d l n g .  [ 2 9 6 + J

A n o t h e r  a r g u a b l e  d e f e n s e  i s  t h a t  j o y r i d i n g  i s  a p e r m i s s i b l e  a b a t e m e n t  o f  a n  a c t i o n a b l e  n u i s a n c e .  2 9 7  a !  T h a t  n u i s a n c e  a r g u a b l y  c o n s i s t s  o f  t h e  d e t r i m e n t  t h a t  t h e  w i r e l e s s  

n e t w o r k  c a u s e s  t o  t h e  n e i g h b o r ' s  c a p a b i l i t y  o f  s e t t i n g  u p  h i s  o r  h e r  o w n  w i r e l e s s  n e t w o r k .  [ 2 9 8 A  T h i s  a r g u m e n t  w o u l d  n o t  l i k e l y  s u c c e e d .  | 2 9 9 j ; |  N u i s a n c e  c l a i m s  a r i s i n g  

f r o m  r a d i o  f r e q u e n c y  I n t e r f e r e n c e  a r e  p r e e m p t e d  b y  f e d e r a l  l a w  u n d e r  t h e  F C A ,  e n d  t h e  F C A  d o e s  n o t  p r o h i b i t  t h e  I n t e r f e r e n c e  t h a t  W l - R  r a d i o  s i g n a l s  m i g h t  c a u s e  o n  

u n l i c e n s e d  f r e q u e n c i e s .  ( 3 0 0 A 1  M o r e o v e r ,  e v e n  I f  c h e  F C A  d i d  n o t  p r e e m p t  n u i s a n c e  c l a i m s ,  a b a t e m e n t  I s  p e r m i s s i b l e  o n l y  w h e r e  h a r m  a c t u a l l y  o c c u r s .  ) 3 0 1 & )  A c t u a l  h a r m  

w o u l d  occur o n l y  i f  t h e  j o y r i d i n g  n e i g h b o r  h a d  f i r s t  a t t e m p t e d  t o  a c c e s s  t h e  I n t e r n e t  t h r o u g h  h i s  o r  h e r  o w n  W i - R  c o n n e c t i o n ,  a  s i t u a t i o n  w h i c h  a p p e a r s  u n l i k e l y .  | 3 Q 2  ± |  T h e  

£ 1 2 6 5 ]  j o y r i d i n g  n e i g h b o r  w o u l d  n o t  l i k e l y  p r e v a i l  i n  a r g u i n g  a  d e f e n s e  t o  t r e s p a s s  t o  c h a t t e l .

T h u s , W i - R  t e c h n o l o g y  appears  t o  I n t r o d u c e  a  n e w  s t i c k  i n t o  t h e  b u n d l e  o f  s t i c k s  t h a t  a  W l - R  o p e r a t o r  h o l d s  o v e r  p h y s i c a l  p r o p e r t y .  T h e  W i - R  o p e r a t o r  s h o u l d  b e  a b l e  t o  

c o n t r o l  t h e  e l e c t r o n i c  s i g n a l s  t h a t  a r e  d i r e c t e d  t h r o u g h  h i s  o r  h e r  r o u t e r ,  L i k e l y  a n  o w n e r  o f  a n  u m b r e l l a ,  a n  a u t o m o b i l e ,  o r  a  f o o t b a l l  c o u l d  n o t  p r e c l u d e  a n o t h e r  p e r s o n  f r o m  

c a u s i n g  e l e c t r o n i c  s i g n a l s  t o  c o n t a c t  t h e i r  r e s p e c t i v e  p r o p e r t y .  T r e s p a s s  t o  c h a t t e l  I n  c y b e r s p a c e  t h e r e b y  s i g n i f i e s  a  n e w  s o r t  o f  p r o p e r t y  r i g h t ,  a  r i g h t  w h i c h  e m e r g e d  d u e  t o  

t h e  v a l u e  t h a t  t h e  p h y s i c a l  p r o p e r t y  h a s  b r o u g h t  t o  t h e  v i r t u a l  w o r l d .  A Wi-Fi operator should  h o l d  a u n i q u e  p r o p e r t y  r i g h t  i n  t h e  r o u t e r  b e c a u s e  o f  t h e  r o u t e r ' s  c a p a b i l i t y  o f  

f a c i l i t a t i n g  c o m m u n i c a t i o n  I n  c y b e r s p a c e .  F o r  I t s  v i r t u a l  v a l u e ,  a  p h y s i c a l  t r e s p a s s  t o  c h a t t e l  s h o u l d  l i e .

C o p y r ig h t (c ) 2 0 0 6  u n iv e rs ity  o f  N eb ra ska  

N e b r a s k a  L a w  R e v i e w

] f l  y j s e e  W I - F I  A l l i a n c e ,  T h e  H o w  a n d  W h y  o f  W i F i ,  h t t p : / / w w w . w l - . f l . o m / O p e n S e c t l a n / w h v  W f * R . a s p 7 T T D = 2 j f W i - F i  C o n n e c t s  Y o u  A n y w h e r e  ( l a s t  v i s i t e d  M a y  1 5 ,

| 2 0 0 6 )  ( h e r e i n a f t e r  H o w  a n d  W h y  o f  W i F i ]  ( d e s c r i b i n g  a d v a n t a g e s  o f  W i - F I  t e c h n o l o g y ) .

| 2 ? | S e e  B e n j a m i n  0 .  K e r n ,  W h a c k i n g ,  J o y r i d i n g  a n d  W a r - D r i v i n g :  R o a m i n g  U s e  o f  W i - R  a n d  t h e  L a w ,  2 1  S a n t a  C l a r a  C o m p u t e r  &  H i g h  T e c h .  L J .  1 0 1 ,  1 0 3  ( 2 0 0 4 ) .

[ 5 3  I d .  a t  1 0 4 .

| 4 T | S e e ,  e . g . ,  A T & T  R e s i d e n t i a l :  l f l t e m e t  S e r v i c e s ,  h t t o : / / w w w . c o n s u m e r . a t t . c o m / » l a n s / i n t e r n e t /  ( l a s t  v i s i t e d  M a y  1 5 ,  2 0 0 6 )  ( o f f e r i n g  m o n t h l y  D S L  s e r v i c e  f o r  $  

2 9 . 9 5 ) ,  . . .

[ S y l S e e  K e r n ,  s u p r a  n o t e  2 ,  a t  1 0 9 .

| i ? h d .  a t  1 0 4 ,

| 7 R o b e r t  V .  H a l e  I I ,  W l - R  L i a b i l i t y :  P o t e n t i a l  L e g a l  R i s k s  i n  A c c e s s i n g  a n d  O p e r a t i n g  W i r e l e s s  I n t e r n e t ,  2 1  S a n t a  C l a r a  C o m p u t e r  &  H i g h  T e c h .  L J .  5 4 3 ,  S 5 2  

( 2 0 0 4 ) ;  M a t t  H i n e s ,  W o r r i e d  A b o u t  W l - R  S e c u r i t y ? ,  C N e t  N e w s . c o m .  J a n .  1 9 ,  2 0 0 5 ,  h t t a : / / n e w s .c a m . c c m / W o r r l e r i - f a b o u t - f - W l - R e c u r l t v / 2 1 0 0 - 7 3 4 7  3 - 5 S A 0 9 6 9 . h t m l ,

| 8 y j s e e  H e n r y  k u m a g a i ,  M o b i l e  T e c h n o l o g y  S e c u r i t y  C o n s i d e r a t i o n s ,  T e C h S o u p . o r g ,  J u n e  1 6 ,  2 0 0 4 ,  h t t p : / / w w w . t e c h s o u p . o r o / h o w t o / a r t i c l a D a o a . c f m 7 A r t l c l g I d - 5 S 2 6  

t o p i c i d = 4  ( T w o  r e c e n t l y  u n l e a s h e d  w o r m s ,  S a s s e r  a n d  K o r g o ,  i n f e c t  o n e  c o m p u t e r  a n d  t h e n  s t a r t  l o o k i n g  f o r  o t h e r  n e t w o r k e d  c o m p u t e r s  d o s e  b y  t o  a t t a c k . " ) .

T h i s  A r t i c l e  c o n t e m p l a t e s  o n l y  h a r m s  t h a t  u s u a l l y  o c c u r  u n i n t e n t i o n a l l y ,  s u c h  a s  t h e  t w o  d e s c r i b e d  a b o v e .  N e v e r t h e l e s s ,  o t h e r  h a r m s  a r e  p o s s i b l e .  T h o s e  I n c l u d e  

a c c e s s i n g  p r i v a t e  i n f o r m a t i o n  f r o m  a  W l - R  o p e r a t o r ' s  c o m p u t e r ,  s u c h  a s  c r e d l t - c a r d  o r  b a n k - a c c o u n t  n u m b e r s .  S e e  A l e x  L e a r y ,  W l - R  C l o a k s  a  N e w  B r e e d  o f  

I n t r u d e r ,  S t .  P e t e r s b u r g  T i m e s ,  J u l y  4 ,  2 0 0 5 ,  a t  1 A ,  a v a i l a b l e  a t  h t t p : / / w w w . s o t i m e s . c o m / 2 0 0 5 / 0 7 / 0 4 / n e w s  p f / S t a t e / W I  R  c l o a k s  a  n e w  b r . s h t m l .  A n o t h e r  h a r m  

c o u l d  o c c u r  w h e r e  a  j o y r i d i n g  n e i g h b o r  c a u s e s  a  W i - R  o p e r a t o r  t o  s u f f e r  d i s r e p u t e .  U  a  J o y r i d i n g  n e i g h b o r  c o m m i t s  c r i m i n a l  a c t s  o v e r  t h e  I n t e r n e t ,  t h o s e  a c t s  are 

t r a c e d  b a c k  t o  t h e  W l - R  o p e r a t o r ,  I d .  T h i s  I s  s o  b e c a u s e  e a c h  o n l i n e  connection produces a n  I n t e r n e t  P r o t o c o l  ( ’ I P " )  a d d r e s s ,  w h i c h  i s  a  u n i q u e  n u m e r i c a l  

c o m b i n a t i o n  t h a t  c a n  b e  t r a c e d  t o  t h e  p h y s i c a l  p l a c e  w h e r e  t h e  I n t e r n e t  c o n n e c t i o n  i s  s e t  u p .  I d .  H e n c e ,  a  j o y r i d i n g  n e i g h b o r ' s  a c t i v i t i e s  o n  t h e  i n t e r n e t  c a n  b e  

t r a c e d  b a c k  t o  t h e  W l - R  o p e r a t o r .  I d .  I n  o n e  I n s t a n c e ,  a n  e - m a l l  c o n t a i n i n g  d e a t h  t h r e a t s  w a s  s e n t  t o  a  s c h o o l  p r i n c i p a l .  I d ,  T h e  I P  a d d r e s s  l e a d  i n v e s t i g a t o r s  c o  a  

d u m b f o u n d e d  f a m i l y  t h a t  h a d  b e e n  o p e r a t i n g  a  w i r e l e s s  I n t e r n e t  c o n n e c t i o n .  I d .  As I t  t u r n e d  o u t ,  a  n e i g h b o r h o o d  b o y  h a d  t a p p e d  i n t o  t h e i r  w i r e l e s s  n e t w o r k  a n d  

s e n t  t h e  e - m a i l .  I d .

I S T l S e e  H a l e ,  s u p r a  n o t e  7 ,  a t  5 4 7 ;  K e m ,  s u p r a  n o t e  2 ,  a t  1 0 4 ;  S t e v e  H a r g r e a v e s ,  S t e a l i n g  Y o u r  N e i g h b o r ' s  N e t ,  M o n e y ,  A u g .  1 0 ,  2 0 0 5 ,  a t  2 1 ,  a v a i l a b l e  a t  

h r t o : / / m o n e v . c p n . c o m / 2 0 0 5 / 0 8 > Q 8 / t e c h n o l o a v / o e r s o n a l t e c h / i n t « ? m e t  p i r a c y / i n d e x . h t m ? c n n = y e s  ( o p i n i n g  t h a t  I n t e r n e t  j o y r i d i n g  is  b e c o m i n g  3 c o m m o n  

p h e n o m e n o n ) ;  L e a r y ,  s u p r a  n o t e  S, a t  1 A  ( c o m m e n t i n g  t h a t  e x p e r t s  b e l i e v e  t h a t  s c o r e s  o f  j o y r i d i n g  i n c i d e n t s  o c c u r  u n d e t e c t e d ,  a n d  t h B t  m a n y  p e o p l e  d o  n o t  t a k e  

t h e  t i m e  t o  s e c u r e  t h e i r  w i r e l e s s  I n t e r n e t  c o n n e c t i o n s ) .

( » * )  s e e  H a l e ,  s u p r a  n o t e  7 ,  a t  5 * 7  ( r e p o r t i n g  t h a t  s i x t y - s e v e n  p e r c e n t  o f  w i r e l e s s  u s e r s  d o  n o t  i m p l e m e n t  s e c u r i t y  m e a s u r e s ) ;  K e r n ,  s u p r a  n o t e  2 ,  a t  1 0 9  ( " A  

r o a m i n g  W l - R  u s e r  o b t a i n s  b r o a d b a n d  I n t e r n e t  a c c e s s  s e r v i c e ,  a  v a l u a b l e  s e r v i c e ,  w i t h o u t  p a y i n g  c o m p e n s a t i o n . ' ) ;  L e a r y ,  s u p r a  n o t e  8 ,  a t  1 A .

I l l y } S e e  d i s c u s s i o n  i n f r a  P a r t s  i n ,  I V .

R.A./93
1 1 2 ? 1  S e e  d i s c u s s i o n  i n f r a  P a r t s  I I I ,  I V .  O t h e r  c o m m e n t a t o r s  h a v e  c o n s i d e r e d  w h e t h e r  t h e  c o n d u c t  v i o l a t e s  s t a t e  a n d  f e d e r a l  s t a t u t e s  s p e o f i c a l f y  directed  a t  

p r o h i b i t i n g  c e r t a i n  f o r m s  o f  c o m p u t e r  a c t i v i t y .  S e e  H a l e ,  s u p r a  n o t e  7 ,  a t  5 4 4 - 5 2  ( a n a l y z i n g  w h e t h e r  t h e  c o n d u c t  v i o l a t e s  t h e  C o m p u t e r  F r a u d  a n d  A b u s e  A c t  o f

< * ’. ' > ' C . W . ^ » , < a ! , ' ) C H n m i m » * T i t <7 f > 2 F a n J l ] v t i c a ] - [ D . .
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1 9 8 6  a n d  t h e  E l e c t r o n i c  C o m m u n i c a t i o n s  P r i v a c y  A c t ) ;  K e m ,  s u p r a  n o t e  2 ,  at 1 2 0 - 5 1  ( a n a l y z i n g  w h e t h e r  t h e  c o n d u c t  v i o l a t e s  d i e  C o m p u t e r  F r a u d  a n d  A b u s e  A c t  of 
1 9 8 6 ,  t h e  E l e c t r o n i c  C o m m u n i c a t i o n s  P r i v a c y  A c t .  t h e  C o m m u n i c a t i o n s  A c t  o f  1 9 3 4 ,  a n d  v a r i o u s  s t a t e  s t a t u t e s  p r o h i b i t i n g  u n a u t h o r i z e d  a c c e s s  t o  c o m p u t e r  

s y s t e m s ) .  T h e y  h a v e  concluded t h a t  the c o n d u c t  should not be v i e w e d  a s  v i o l a t i n g  t h e s e  s t a t u t e s .  S e e  H a l e ,  s u p r a  n o t e  7, a t  5 4 4 - 5 2 ;  K e m ,  s u p r a  n o t e  2 ,  a t  1 2 0 -  

5 1 .  T h i s  A r t i c l e  d o e s  n o t  c o n s i d e r  f e d e r a l  a n d  s t a t e  s t a t u t e s  t h a t  c o u l d  a r g u a b l y  a p p l y  t o  t h e  c o n d u c t .  R a t h e r ,  t h i s  A r t i c l e  c o n s i d e r s  o n l y  w h e t h e r  t h e  c o m m o n  l a w  

a p p l i e s ,

| l 3 ? l  A n  a n a l o g o u s  e x a m p l e  o f  a  n e i g h b o r  h a r m i n g  t h e  a d j a c e n t  l a n d o w n e r  b u t  n o t  v i o l a t i n g  a n y  l e g a l l y  p r o t e c t e d  i n t e r e s t  m i g h t  o c c u r  I f  t h e  n e i g h b o r  w e r e  t o  

c o n s t r u c t  a n  u n s i g h t l y  e d i f i c e  w h i c h  h a d  a  n e g a t i v e  e f f e c t  o n  s u r r o u n d i n g  p r o p e r t y  v a l u e s .  6 6  C . J . 5 .  N u i s a n c e s  3 2  ( 1 9 9 8 )  ( “ [ A ]  b u i l d i n g  o r  s t r u c t u r e  g e n e r a l l y  

c a n n o t  b e  c o m p l a i n e d  o f  a s  a  n u i s a n c e  m e r e f y  b e c a u s e  J t  I n t e r f e r e s  w i t h  t h e  p a s s a g e  of light and a ir  t o  adjoining  p r e m i s e s ,  r e g a r d l e s s  o f  t h e  i m p a c t  o n  t h e  i n j u r e d  

p a r t y ’s  p r o p e r t y  o r  p e r s o n . " ) ;  s e e  a l s o ,  e . g . ,  S h e r  v .  L e l d e r m a n .  2 2 5  C a l .  R o t r .  6 9 8 .  7 0 1 - 0 4  ( C a l .  C t .  A o o .  1 9 3 6 )  ( h o l d i n g  t h a t  l a n d o w n e r s  c o u l d  n o t  r e c o v e r  i n  t o r t  

a g a i n s t  n e i g h b o r  f o r  h a r m  c a u s e d  t o  l a n d o w n e r ' s  p r o p e r t y  i n  t h e  f o r m  o f  s u n l i g h t  b l o c k a g e ) .

1 1  A y |  S e e  h o w  a n d  W h y  o f  W i F i ,  s u p r a  n o t e  1 .

] l 5 T l  E n e r g y  t h a t  c a n n o t  b e  c o n t r o l l e d  c a n n o t  b e  p o s s e s s e d .  S e e  B l a c k ' s  L a w  D i c t i o n a r y  1 2 0 1  ( 8 t h  e d .  2 0 0 4 )  ( d e f i n i n g  ' p o s s e s s i o n '  t o  m e a n  " t h e  r i g h t  u n d e r  w h i c h  

o n e  m a y  e x e r c i s e  c o n t r o l  o v e r  s o m e t h i n g  t o  t h e  e x c l u s i o n  o f  a l l  o t h e r s ' ) . I t  i s  t h e r e f o r e  I n c a p a b l e  o f  b e i n g  p r o p e r t y .  S e e  R i c h a r d  A .  E p s t e i n ,  P o s s e s s i o n  a s  t h e  R o o t  

o f  T i t l e ,  1 3  G a .  L .  R e v ,  1 2 2 1 , 1 2 2 2 ,  1 2 3 8  ( 1 9 7 9 )  ( d e f e n d i n g  t h e  c o m m o n  l a v ;  p r o p o s i t i o n  t h a t  " t a k i n g  p o s s e s s i o n  o f  u n o w n e d  t h i n g s  i s  t h e  o n l y  p o s s i b l e  w a y  t o  

a c q u i r e  o w n e r s h i p  o f  t h e m " ) .

I
i

I
I

I
|

i

l

f l S y J s e e  E p s t e i n ,  s u p r a  n o t e  1 5 ,  a t  1 2 22 ( c o m m e n t i n g  t h a t  d i e  q u e s t i o n  o f  r e m e d y  f o r  t r e s p a s s  I s  p o s t e r i o r  t o  t h e  q u e s t i o n  o f  w h e t h e r  a  p e r s o n  h o l d s  a  p r o t e c t e d  

p r o p e r t y  r i g h t ) .

( l 7 ? | s e e  d i s c u s s i o n  I n f r a  s e c t i o n  I V . A .

| l 8 ? [ S e e  d i s c u s s i o n  I n f r a  s e c t i o n  T V . A .

| l 9 ? ! s e e  H i c k e y  v .  M i c h .  C e n t .  R . R .  C o . .  5 5  N . W .  9 8 9 .  9 9 0 - 3 1  ( M i c h .  i 8 9 3 > :  6 6  C J . S .  N u i s a n c e s  8 7  ( 1 9 9 8 )  ( " I t  h a s  b e e n  h e l d  t h a t  t h e  p e r s o n  a g g r i e v e d  m a y  c u t  o f f  

b r a n c h e s  o f  a  n e i g h b o r ' s  t r e e s  o v e r h a n g i n g  h i s  l a n d ,  r e m o v e  a  p a r t  o f  a n  a d j o i n i n g  o w n e r ' s  w a l l  w h i c h  o v e r h a n g s  h i s  p r e m i s e s ,  o r  c u t  o f f  t h e  e a v e s  o f  a b u i l d i n g  

o v e r h a n g i n g  h i s  p r o p e r t y . " ) .

S e e  d i s c u s s i o n  i n f r a  s e c t i o n  rv.fi.

j 2 1 ? |  S e e  K e m ,  s u p r a  n o t e  2 ,  a t  1 0 8 - 0 9  ( a r g u i n g  o n  p o l i c y  g r o u n d s  t h a t  p e o p l e  s h o u l d  b e  p e r m i t t e d  t o  a c c e s s  t h e  I n t e r n e t  a n y w h e r e  t h a t  W i - F I  a c c e s s  p o i n t s  a r e  

a v a i l a b l e ) .

I W l - F l  d e v i c e s  o p e r a t e  o n  t h e  2 . 4  a n d  5  G H z  f r e q u e n c i e s  o f  t h e  r a d i o  b a n d .  S e e  H o w  a n d  W h y  o f  W I F I ,  s u p r a  n o t e  1 .  T h e  F e d e r a l  C o m m u n i c a t i o n s  C o m m i s s i o n  

( " F C C " )  h a s  d e s i g n a t e d  t h a t  u s e r s  o f  t h e s e  f r e q u e n c i e s  d o  n o t  n e e d  a  g o v e r n m e n t - i s s u e d  l i c e n s e .  S e e  g e n e r a l l y  4 7  C . F . R .  I S  ( 2 0 0 4 ) .

} 2 3 y { s e e  K e m ,  s u p r a  n o t e  2 ,  a c  108-09.

| 2 4 ? l s e e ,  e . g . ,  e  B a y .  I n c .  v .  B i d d e r ' s  E d o e .  I n c . .  1 0 0  F .  S u n n .  2 d  I D S f i .  1 0 6 9 - 7 2  ( N . D .  C a l .  2 0 0 0 1  ( r u l i n g  t h a t  p l a i n t i f f  w a s  e n t i t l e d  t o  p r e l i m i n a r y  i n j u n c t i v e  r e l i e f  

b e c a u s e  t h e r e  w a s  a  s t r o n g  l i k e l i h o o d  t h a t  p l a i n t i f f  w o u l d  p r e v a i l  a t  t r i a l  o n  a  t r e s p a s s  t o  c h a t t e l s  c l a i m  b a s e d  o n  d e f e n d a n t ’s  u s e  o f  p l a i n t i f f ' s  w e b s i t e ) ;  

C o m p u S e r v e .  I n c .  v .  C v b a r  P r o m o t i o n s .  I n c . .  9 6 2  F. S u o o .  1 0 1 5 .  1 0 2 0 - 2 7  ( S . D .  O h i o  1 9 9 7 1  ( r u l i n g  t h a t  p l a i n t i f f  w a s  e n t i t l e d  t o  p r e l i m i n a r y  I n j u n c t i v e  r e l i e f  b e c a u s e  

t h e r e  w a s  a  s t r o n g  l i k e l i h o o d  t h a t  p l a i n t i f f  w o u l d  p r e v a i l  a t  t r i a l  o n  a  t r e s p a s s  t o  c h a t t e l s  c l a i m  b a s e d  o n  d e f e n d a n t ‘5  u s e  o f  p l a i n t i f f s  c o m p u t e r  e q u i p m e n t  t o  s e n d  

u n s o l i c i t e d  m a s s  e - m a i l s ) .

) 2 5 t )  C o m p u S e r v e .  9 6 2  F .  S u o o .  a t  1 0 2 1  ( " E l e c t r o n i c  s i g n a l s  g e n e r a t e d  a n d  s e n t  b y  c o m p u t e r  h a v e  b e e n  h e l d  t o  b e  s u f f i c i e n t l y  p h y s i c a l l y  t a n g i b l e  t o  s u p p o r t  a  

t r e s p a s s  c a u s e  o f  a c t i o n . "  ( r e l y i n g  o n  T h r l f t v - T e l .  I n c .  v. B e z e n e k .  5 4 -  C a l .  R o t r .  2 d  4 6 8 .  4 7 3  n . 6  ( C a l .  C t .  A d d .  1 9 9 6 1  ( h o l d i n g  t h a t  e l e c t r o n i c  s i g n a l s  t h a t  d e f e n d a n t s  

h a d  g e n e r a t e d  t o  a c c e s s  a  p h o n e  s y s t e m  w e r e  ' s u f f i c i e n t l y  t a n g i b l e  c o  s u p p o r t  a  t r e s p a s s  c a u s e  o f  a c t i o n ” ) ) ) .

1 2 6 S e e  B i d d e r ' s  E d o e .  l O O  F .  S u o o .  2 d  a t  1 0 6 9  { " I t  a p p e a r s  l i k e l y  t h a t  t h e  e l e c t r o n i c  s i g n a l s  s e n t  b y  [ t h e  d e f e n d a n t )  t o  r e t r i e v e  I n f o r m a t i o n  f r o m  e B a y ' s  c o m p u t e r  

s y s t e m  a r e  a l s o  s u f f i c i e n t l y  t a n g i b l e  t o  s u p p o r t  a  t r e s p a s s  c a u s e  o f . a c t i o n . " ) ;  C o m p u S e r v e .  9 6 2  F .  S u o o .  a t  1 0 2 1 - 2 2 .

> e e  H o w  a n d  W h y  o f  W l - F i ( s u p r a  n o t e  1 .  

| 2 8 ? |  S e e  d i s c u s s i o n  i n f r a  s u b s e c t i o n  I I 1 . B . 1 .  

| 2 9 T | s e e  d i s c u s s i o n  i n f r a  s u b s e c t i o n  I I I . 0 . 2 .  

| 3 0 y j s e e  d i s c u s s i o n  i n f r a  s u b s e c t i o n  I I I . B . 2 .  

S e e  d i s c u s s i o n  i n f r a  s u b s c c t i o n  I I I . B . 2 .

| 3 2 T l S e e  K e m ,  s u p r a  n o t e  2 ,  a t  1 1 0  ( d i s c u s s i n g  t h e  d e t r i m e n t a l  e f f e c t  t h a t  f r e e - r i d i n g  u s e r s  o f  a  w i r e l e s s  n e t w o r k  h a v e  o n  t h e  c a p a c i t y  a n d  i n f r a s t r u c t u r e  o f  a n  

I S P ) .

| 3 3 T j S e e  d i s c u s s i o n  I n f r a  s u b s e c t i o n  I I I . B . 2 .

| 3 4 T i S e e  d i s c u s s i o n  I n f r a  s u b s e c t i o n  1 1 I . B . 2 .

I

I

I

I

I

I

I

I

I

I

I
| 3 5 ? ( K e r n ,  s u p r a  n o t e  2 ,  a t  1 0 3 . R . A . /94
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| 3 5 ? ]  S e e  H o w  e n d  W h y  o f  W l - R ,  s u p r a  n o t e  1 .

[ 3 7 ? [ s e e  H e w l e t t  P a c k a r d ,  I n t r o d u c t i o n  t o  W i r e i e s s .  h t t o : / / h 7 i 0 3 S . v y w w 7 . h D . c o m / h h o / c a c h e / 6 5 3 a - 0 - 0 - 2 2 S - l 2 1 . h t m l  ( l a s t  v i s i t e d  M a y  I S ,  2 0 0 6 )  ( d e s c r i b i n g  

f u n c t i o n  o f  w i r e l e s s  r o u t e r  a s  a  b r i d g e  t h a t  a l l o w s  I n t e r c o n n e c t i v i t y  a m o n g  c o m p u t e r s  t h a t  f a c i l i t a t e s  s h a r i n g  o f  a n  I n t e r n e t  c o n n e c t i o n ) ;  B r a d l e y  M i t c h e l l ,  W i r e l e s s  

P r o d u c t  E q u i p m e n t - N e t v / o r k  R o u t e r s ,  A c c e s s  P o i n t s ,  A d a p t e r s  a n d  M o r e ,  h i t o r / / c a m p n e t w o r k i n o . a b o u t , c o m / o d / w ( r e l e s s / s s / y > i r g 1̂ ? n s a f . h ^ m  ( l a s t  v i s i t e d  M a y  I S ,  

2 0 0 6 )  ( e x p l a i n i n g  t h e  r o l e  o f  w i r e l e s s  r o u t e r s  i n  a  w i r e l e s s  n e t w o r k ) .

| 3 3 7 |  S e e  sources cited  s u p r a  n o t e  37,

S e e  s o u r c e s  c i t e d  s u p r a  n o t e  3 7 .

} 4 0 T | T h e  t e r m  " B l u e t o o t h "  r e p r e s e n t s  a  t r a d e  a s s o c i a t i o n ,  B l u e t o o t h  S I G ,  t h a t  h a s  d e v e l o p e d  s p e c i f i c a t i o n s  f o r  t e s t i n g  t h e  q u a l i t y  o f  w i r e l e s s  d e v i c e s .  B l u e t o o t h ,  

T r a d e m a r k  I n f o r m a t i o n ,  h t t p : / / w w w . b l u e t o Q t h . c o m / S I u e t Q a i - h / S I G / T r a a e m a r k /  ( l a s t  v i s i t e d  M a y  1 5 ,  2 0 0 6 ) .  F o r  a  f e e .  B l u e t o o t h  W i l l  e n d o r s e  d e v i c e s  t h a t  p a s s  I t s  

q u a l i t y  t e s t .  B J u o t e o t h ,  M e m b e r s h i p  O v e r v i e w ,  h t t o : / / w w w , b l u e t o o t h . c o n r / 3 1 t . i e t o o t n / S l G / M t > m b e r t h i p /  ( l a s t  v i s i t e d  M a y  I S ,  2 0 0 6 ] .  E x a m p l e s  o f  S l u e t o o t b - e n d o r s e d  

p r o d u c t s  I n c l u d e  k e y b o a r d s ,  m i c e ,  p a l m  p i l o t s ,  a n d  m o b i l e  p h o n e s .  B l u e t o o t h ,  P r o d u c t  D i r e c t o r y ,  h « p : / / w w v * . b t u e t o o t h . e o m / B l u f ‘f o o t h / ' C o n n e e r . , P r o d u c t - s /  ( l a s t  

v i s i t e d  M a y  1 5 ,  2 0 0 6 ) .

1 4 1  ? ( C h r i s t o p h e r  W .  K l a u s ,  W i r e l e s s  L A N  8 0 2 , 1 1 b  S e c u r i t y  F A Q ,  h r t s : / / w w w . l s s . n e t / w l r e l e s s / W L A N  F A Q . p h p  ( l a s t  v i s i t e d  M a y  I S ,  2 0 0 6 )  ( " C o r d l e s s  p h o n e s ,  b a b y  

m o n i t o r s ,  a n d  o t h e r  d e v i c e s  l i k e  B l u e t o o t h  t h a t  o p e r a t e  o n  t h e  2 . 4  G H 2  f r e q u e n c y  c a n  d i s r u p t  a  w i r e l e s s  n e t w o r k . " ) .

| 4 2 y ] S e e  C i s c o  S y s t e m s ,  I n c . ,  L l n k s y s  W h i t e  P a p e r s :  W h a t  W i r e l e s s  N e t w o r k i n g  M e a n s  t o  E v e r y d a y  P e o p l e ,  a t  7  ( o n  f i l e  w i t h  a u t h o r )  [ h e r e i n a f t e r  U n k s y s  W h i t e  

P a p e r ] ,

[ I d .

l 4 4 7 l l f l .  a t  6 - 7

[ 4 5  ~ |  K e r n .  s u p r e  n o t e  2 ,  a t  1 0 3 .  I t  i s  n o t e w o r t h y  t h a t  t h e  3 0 0 - f o o t  r a n g e  o f  h o m e  w i r e l e s s  n e t w o r k s  d o e s  n o t  r e f l e c t  t h e  l i m i t s  o f  t e c h n o l o g y .  U s i n g  t h e  pro  p e r  

a n t e n n a ,  a  p e r s o n  c o u l d  r e c e i v e  W i - F I  r a d i o  s i g n a l s  a s  f a r  a w a y  a s  a  m i l e  f r o m  t h e  t r a n s m i t t i n g  r o u t e r .  W l - F l  A l l i a n c e ,  R a n g e  &  E n v i r o n m e n t  I s s u e s ,  h t + p r / Z w ^  

f l . o r n / Q p e r > S g r t l o r > / r a n o e . a s D ? T I D B 2  ( l a s t  v i s i t e d  M a y  1 5 ,  2 0 0 6 ) ;  a c c o r d  H i n e s ,  s u p r a  n o t e  7  ( s t a t i n g  t h a t  w i t h  a  s p e c i a l  a m p l i f i c a t i o n  d e v i c e ,  a  p e r s o n  c o u l d  r e c e i v e  

W i - F i  r a d i o  s i g n a l s  a s  f a r  a w a y  a s  s e v e n t y - t w o  m i l e s ) .

( 4 6 v j S e e  U n k s y s  W h i t e  P a p e r ,  s u p r a  n o t e  4 2 ,  a t  6 - 7 ,  . .

1 ^ 7  y |  S e e  H a l e ,  s u p r a  n o t e  7 ,  a t  5 4 2 - 4 4 .

| 4 £ £ ] K c m ,  s u p r a  n o t e  2 ,  a t  1 0 4 .

f 4 9 T i s e e  i d .  a t  1 0 3 ;  U n k s y s  W h i t e  P a p e r ,  s u p r a  n o t e  4 2 ,  a t  6 ;  M i t c h e l l ,  s u p r a  n o t e  3 7 .

■{ s o y } S e e  Oim H a r r i n g t o n ,  U n k s y s :  A n t e n n a  B a s i c s ,  ( N o v .  1 9 ,  2 0 0 1 ) ,  a t  2 - 6 ' ( o n  f i l e  w i t h  a u t h o r )  ( e x p l a i n i n g  h o w  c o m p u t e r  a n t e n n a s  f u n c t i o n ) ;  M i t c h e l l ;  s u p r a  n o t e  

3 7 .

[ 5 l T l 5 e e  H a l e ,  s u p r a  n o t e  7 ,  a t  5 4 3 ,

| S 2 v | S e e  i d .

( 5 3 T j S e e  I d .  a t  5 5 2 - 5 4 .

) S 4 y ] K e r n ,  s u p r a  n o t e  2 ,  a t  1 0 4 .  

( s s y j S e e  K u m a g a l ,  s u p r a  n o t e  fi.

) 5 6 ? | T h l s  t y p e  o f  v i r u s  t r a n s m i s s i o n  I s  p o s s i b l e  t h r o u g h  a  p r o c e s s  c a l l e d  * p o r t  s c a n n i n g . *  S e e  G a r y  C .  Kessler, Port S c a n n i n g :  I t ' s  N o t  J u s t  a n  O f f e n s i v e  T o o l  

A n y m o r e  ( M a y  2 0 0 1 ) ,  y m w . a a r v k s s s l e r . n e t / l i b r a r v / l s  t o o l s  s c a n . h t m l .  A  c o m p u t e r  c o n n e c t e d  C o  a  n e t w o r k  m a y  c o n t a i n  a  ’ p o r t  s c a n n e r "  v i r u s .  A  " p o r t  s c a n n e r "  

w o u l d  p r o b e  t h e  n e t w o r k ,  t h r o u g h  t h e  n e t w o r k ' s  u n i q u e  I P  a d d r e s s ,  t o  d e t e r m i n e  w h i c h  o t h e r  c o m p u t e r s  a r e  c o n n e c t e d  t o  t h a t  n e t w o r k .  S e e  i d .  A f t e r  p r o b i n g  t h e  

n e t w o r k ,  t h e  p o r t  s c a n n e r  w o u l d  s e a r c h  f o r  s o f t w a r e  o n  t h e  n e t w o r k  c o m p u t e r s  v u l n e r a b l e  t o  v i r u s  a t t a c k s .  S e e  i d .

l S 7 y l s e e  H i n e s ,  s u p r a  n o t e  7 .  i t  s h o u l d  b e  n o t e d  t h a t  a  c o m p u t e r  f i r e w a l l  t h a t  b l o c k s  v i r u s  t r a n s m i s s i o n  f r o m  s o u r c e s  o n  t h e  I n t e r n e t  d o e s  n o t  b l o c k  v i r u s e s  f r o m  

s o u r c e s  w i t h i n  t h e  n e t w o r k .  S e e  I d .  ( a d v o c a t i n g  c o m p u t e r  u s e r s  p u r c h a s e  s p e c i a l i z e d  f i r e w a l l s  f o r  p r o t e c t i o n  f r o m  v i r u s  d i s s e m i n a t i o n  w i t h i n  a  n e t w o r k ) ;  J e f f  T y s o n ,  

H o w  F i r e w a l l s  W o r k ,  h t t o - Z / c o i n p u r g r - h o w g a j f f w o r k s . c o m / f l r g v y a H . h t r n y p r m t a t e l e  ( l a s t  v i s i t e d  M a y  1 5 .  2 0 0 6 )  ( " A  f i r e w a l l  I s  s i m p l y  a  p r o g r a m  o r  h a r d w a r e  d e v i c e  t h a t  

f i l t e r s  t h e  i n f o r m a t i o n  c o m i n g  t h r o u g h  t h e  I n t e r n e t  c o n n e c t i o n  I n t o  y o u r  p r i v a t e  n e t w o r k  o r  c o m p u t e r  s y s t e m . " ) .

1 5 8 ? ; S e e  K e r n ,  s u p r a  n o t e  2 .  a t  1 0 4 .  

( s 9 y f H a l e ,  s u p r a  n o t e  7 .  a t  S 5 4 .  

| 6 0 ? h d .  a t  5 5 2 - 5 3 .

fiS lT)ld. R . A . / 9 5

.— nnn^]  6&erid=992773d9-fcba-4b23-8078*65bct6d48l0l& pddocfullpath=% 2Fshared% 2Fdocum cm % 2Fanalyti cal- 10/20
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) 6 2 y |  S e e  K e m ,  s u p r a  n o t e  2 ,  a t  1 0 4 .  r t  s h o u l d  be n o t e d  t h a t  s o f t w a r e  p r o g r a m s  e x i s t  w h i c h  w o u l d  e n a b l e  a  W l - R  o p e r a t o r  t o  b e  a w a r e  o f  a n o t h e r  p e r s o n  a c c e s s i n g  

t h e  n e t w o r k .  S e e ,  e . g . ,  T 8 M  T i v o l i  M o n i t o r i n g ,  h t t P : / A v w w - 3 0 6 . i b , T . . g o m / s o f t w a r e / f i v o l i / o r o d u c t s / m o n i t o r / ? c y M - n o  ( l a s t  v i s i t e d  M a y  1 5 ,  2 0 0 6 )  ( d e s c r i b i n g  n e t w o r k -  

m o n i t o r i n g  s o f t w a r e ) .

[ 6 3 r ) S e e  K e m ,  s u p r a  n o t e  2 ,  a t  1 0 4 .

| 6 4 y f s e e  H a l e ,  s u p r a  n o t e  7 ,  a t  5 4 6 - 4 7 .

| 6 5 y )  i n  2 0 0 3 ,  a n  e s t i m a t e d  s i x t y - s e v e n  p e r c e n t  o f  W l - R  o p e r a t o r s  d i d  n o t  e n a b l e  s e c u r i t y  m e a s u r e s .  I d .  a t  5 4 7 .  S y  2 0 0 7 ,  f t  I s  e s t i m a t e d  t h a t  n e a r l y  e i g h t y  p e r c e n t  

o f  w i r e l e s s  n e t w o r k s  w i l l  b e  u n s e c u r e d ,  I d .

I

[ s ' s ? ] T h i s  A r t i c l e  d o e s  n o t  c o n s i d e r  w h e t h e r  j o y r i d i n g  g i v e s  r i s e  ®  claims o f  t r e s p a s s  t o  l a n d  o r  n u i s a n c e .  A  b r i e f  a n a l y s i s  o f  t h e s e  I s s u e s ,  h o w e v e r ,  r e v e a l s  t h a t  

n e i t h e r  t o r t  a p p l i e s .  A n  a r g u m e n t  t h a t  t h e  j o y r i d i n g  n e i g h b o r  c o m m i t s  a  t r e s p a s s  t o  l a n d  r e l i e s  o n  t h e  p r e m i s e  t h a t  t h e  W l - F l  r a d i o  s i g n a l s  w h i c h  t h e  n e i g h b o r  

t r a n s m i t s  t o  t h e  W l - F l  r o u t e r  c o n s t i t u t e  a n  a c t i o n a b l e  i n t r u s i o n  o n  t h e  W i - F i  operator's  l a n d .  S e e  R e s t a t e m e n t  o f  T o r t s  1 5 8  c m t .  I, a t  2 7 8  ( 1 9 5 8 )  ( s t a t i n g  t h a t  a n  

a c t o r  m a y  t r e s p a s s  t o  l a n d  b y  t h r o w i n g ,  p r o p e l l i n g ,  o r  p l a c i n g  a  t h i n g  i n  t h e  a i r  s p a c e  a b o v e  t h e  l a n d ) .  T h i s  p r e m i s e  i s  u n t e n a b l e  b e c a u s e  t h e  r a d i o  s i g n a l s  o p e r a t e  

o n  b a n d w i d t h  f r e q u e n c i e s  t h a t  t h e  F C C  h a s  d e s i g n a t e d  a s  " u n l i c e n s e d . "  S e e  s u p r a  n o t e  2 2 .  A  p e r s o n  h a s  n o  r i g h t  t o  e x c l u d e  a n o t h e r  f r o m  u s i n g  o n e  o f  t h e  

u n l i c e n s e d  f r e q u e n c i e s ,  e v e n  w h e r e  t h e  f r e q u e n c y  l i e s  w i t h i n  t h e  g e o g r a p h i c  b o u n d a r y  o f  t h e  p e r s o n ' s  l a n d .  F o r  I n s t a n c e ,  t h e  i n t e r f e r e n c e  t h a t  a  b a b y  m o n i t o r  

c a u s e s  t o  a n  a d j a c e n t  l a n d o w n e r ' s  c o r d l e s s  p h o n e  d o e s  n o t  r e s u l t  i n  a  t r e s p a s s  t o  ( a n d .

W i t h  r e g a r d  t o  t h e  t o r t  o f  n u i s a n c e ,  i t  L s  w e l l  e s t a b l i s h e d  t h a t  f e d e r a l  l a w  p r e e m p t s  a  n u i s a n c e  c l a i m  B a s e d  o n  r a d i o - s i g n a l  i n t e r f e r e n c e .  S e e  B r o v d e  v .  G o t h a m  

T o w e r ,  i n c . ,  1 3  F . 3 d  g » 4 .  9 9 7 - 5 6  ( 6 t h  C l r .  3 9 9 4 1  ( h o l d i n g  t h a t  e n f o r c e m e n t  o f  a  n u i s a n c e  c l a i m  b a s e d  o n  r a d i o - s i g n a l  i n t e r f e r e n c e  w o u l d  c o n t r a v e n e  t h e  d o c t r i n e  o f  

p r e e m p t i o n ,  f r u s t r a t i n g  t h e  o b j e c t i v e s  o f  t h e  F e d e r a l  C o m m u n i c a t i o n s  A c t ) ;  G o f o r t h  v ,  S m i t h .  9 3 1  £ . W . 2 d  5 7 9 .  S B 4 ? S 5  ( A r k .  1 9 9 9 ^  ( r u l i n g  t h a t  t h e  F C C  h a s  

e x c l u s i v e  j u r i s d i c t i o n  o v e r  d i s p u t e s  i n v o l v i n g  r a d i o - i n t e r f e r e n c e  n u i s a n c e  c l a i m s ) ;  S t i l l  v .  M i c h a e l s .  8 0 3  P . 2 d  1 2 4 .  1 2 4 - 2 5  - M n ^ l 5 9 0 )  ( s a m e ) ;  B l a c k b u r n  v .

D o t t b l e d a v  B r o a d .  C o . .  3 5 3  N . W . 2 d  S 5 0 .  5 5 S - S 7  ( M i n n .  1 9 S 4 ,i ( s a m e ) .  N u i s a n c e  d o e s  n o t  a p p l y ,  W i t h  r e g a r d  t o  t h e  g o v e r n i n g  f e d e r a l  | a » v ,  s e e  s u p r a  n o t e  1 2  a n d  

a c c o m p a n y i n g  t e x t .

| S 7 ? |  S e e  R e s t a t e m e n t  o f  T o r t s  2 1 7 ,  a t  4 X 7 .

[ 6 8  t ) S e e  E p s t e i n ,  s u p r a  n o t e  1 5 ,  a t  1 2 2 2  ( c o m m e n t i n g  t h a t  t h e  q u e s t i o n  o f  r e m e d y  f o r  t r e s p a s s  i s  p o s t e r i o r  t o  t h e  q u e s t i o n  o f  w h e t h e r  a  p e r s o n  h o l d s  a  p r o t e c t e d  

p r o p e r t y  r i g h t ) .

| 6 9 T l S e e  i d .

[ 7 0 y j S e e  K e m ,  s u p r a  n o t e  2 ,  a t  1 5 2  ( c o n s i d e r i n g  t h e  a r g u m e n t  t h a t  a  J o y r i d i n g  n e i g h b o r  c o m m i t s  a  t r e s p a s s  t o  c h a t t e l  w i t h  r e s p e c t  t o  t h e  W i - F ?  o p e r a t o r ' s  

1 " n e t w o r k * ) ;  J a s o n  M .  K u e s e r ,  N o t e ,  T h i s  L a n  I s  M y  L a n ,  T h i s  l a n  I s  Y o u r  l a n :  T h e  C a s e  f o r  E x t e n d i n g  P r i v a t e  P r o p e r t y  R i g h t s  t o  W i r e l e s s  L o c a l  A r e a  N e t w o r k s ,  22  

j U M K C  L .  R e v .  7 8 7 .  7 9 7 - 9 6  ( 2 0 0 4 1  f a r o u i o o  t h a t  t h e  r a d i o  s i g n a l s  t h a t  a  w i r e l e s s  n e t w o r k  t r a n s m i t s  a r e  p r o p e r t y ) .

) 7 l ? [ K u e s e r ,  s u p r a  n o t e  7 0 ,  a t  7 9 8 .  T h i s  a r g u m e n t  s t e m s  f r o m  J o h n  L o c k e ' s  l a b o r  t h e o r y  o f  p r o p e r t y .  A c c o r d i n g  t o  L o c k e ,  p r o p e r t y  r i g h t s  v e s t  w h e n  a  p e r s o n  m i x e s  

h i s  l a b o r  w i t h  a  t h i n g  i n  a w a y  " t h a t  e x c l u d e s  t h e  c o m m o n  r i g h t  o f  o t h e r  M e n . "  J o h n  L o c k e ,  T w o  T r e a t i s e s  o f  G o v e r n m e n t  3 0 6  ( P e t e r  L a s l e t t  e d . ,  C a m b r i d g e  U n i v .

P r e s s  2 d  e d .  1 9 6 7 )  ( 1 6 9 0 ) ;  s e e  a l s o  W i l l i a m  B l a c k s t o n e ,  2  C o m m e n t a r i e s  4 0 5 .  I n  t h e  W i - R  c o n t e x t ,  t h e  d a t a  c o m p o s i n g  t h e  I n t e r n e t  l i e  i n  p u b l i c  d o m a i n .  A r g u a b l y ,  

t h e  W f - f l  operator  l a b o r s  t o  s e v e r  t r a n s m i s s i o n s  o f  t h a t  d a t a  f r o m  t h e  g e n e r a l  c o m m o n s  b y  s u b s c r i b i n g  t o  a n  I S P  s e r v i c e  a n d  b y  s e t t i n g  u p  a  w i r e l e s s  n e t w o r k .

U n d e r  L o c k e ' s  t h e o r y ,  t h e n ,  t h e  W J - F t  u s e r ' s  l a b o r  c r e a t e s  f o r  t h e  W i - R  u s e r  p r o p e r t y  r i g h t s  i n  t h e  w i r e l e s s  n e t w o r k ,

i  .  . . . .  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . . . . . . . . . . . . . . . . . . . . .
[ 7 2 7 ]  S e e  d i s c u s s i o n  s u p r a  n o t e  7 1 .

1 7 3 3 ? ! O n  t h r e e  s e p a r a t e  o c c a s i o n s ,  f e d e r a l  d i s t r i c t  c o u r t s  h a v e  l a b e l e d  a  c o m p u t e r  n e t w o r k  a s  t h e  s u b j e c t  o f  p r o p e r t y .  S e e  A m .  O n l i n e ,  i n c .  v .  L C S M ,  j n c ^  4 6  E.

S u o o .  2 d  4 4 4 .  4 5 2  f E . D .  V a .  1 9 9 5 )  ( T h e  t r a n s m i s s i o n  o f  e l e c t r i c a l  s i g n a l s  t h r o u g h  a  c o m p u t e r  n e t w o r k  I s  s u f f i c i e n t l y  ’ p h y s i c a P  c o n t a c t  t o  c o n s t i t u t e  a  t r e s p a s s  t o  

p r o p e r t y . " )  ( e m p h a s i s  a d d e d ! :  A m .  O n l i n e .  Inc. v. I M S .  2 4  F .  S u o o .  2 d  5 4 8 .  5 5 0  ( E . P .  V a .  1 9 9 8 1 ;  H o t m a i l  C o r p .  v .  V a n $  M o n e y  P i e ,  r n c ; .  N o .  C - 9 8  J W  P V T  E N E ,  C  

9 8 - 2 0 0 6 4  J W ,  1 9 9 8  W L  3 8 8 3 6 9 ,  a t  7  ( N . D .  C a l .  A p r .  1 6 ,  1 9 9 8 )  ( o p i n i n g  t h a t  " c o m p u t e r  n e t w o r k s ’* c o m p r i s i n g  a n  e - m a l l  s y s t e m  c a n  b e  p e r s o n a l  p r o p e r t y ) .  A s  o n e  

[ c o m m e n t a t o r  h a s  n o t e d ,  h o w e v e r ,  w h e r e  c o u r t s  h a v e  f o u n d  a s p e c t s  o f  c o m p u t e r  a c c e s s i n g  t o  b e  p r o p e r t y ,  t h e i r  a n a l y s i s  a p p e a r s  t o  h a v e  b e e n  d r i v e n  b y  a  r e s u l t s -  

o r i e n t e d  o u t c o m e .  S e e  O r l n  S .  K e r r ,  C y b e r c r i m e ’s  S c o p e :  I n t e r p r e t i n g  " A c c e s s "  a n d  " A u t h o r i z a t i o n *  i n  C o m p u t e r  M i s u s e  S t a t u t e s ,  7 . 8  N . Y . U .  L .  R e v ^ l S S S i  I S 1 0 - 1 1  

( 2 0 0 3 1 .

| 7 4 ? } S e e ,  e . g . ,  F g l s t  P u b l ' n s .  I n c .  v .  R u r a l  T e l .  S e r v .  C o . .  4 9 9  U . S .  3 4 0 .  3 4 9  ( 1 9 9 1 . 1  ( T h e  p r i m a r y  o b j e c t i v e  o f  c o p y r i g h t  i s  n o t  t o  r e w a r d  t h e  l a b o r  o f  a u t h o r s  ...

{ 7 5 5 )7 3  C J . S .  P r o p e r t y  7 ,  a t  9  ( 1 9 9 8 )  ( " I t  h a s  b e e n  s a < d  t h a t  f o r  a  p r o p e r t y  r i g h t  t o  e x i s t  i n  s o m e t h i n g ,  t h e r e  m u s t  b e  a n  i n t e r e s t  c a p a b l e  o f  a  p r e c i s e  d e f i n i t i o n ,  i t  

m u s t  b e  c a p a b l e  o f  e x c l u s i v e  p o s s e s s i o n  o r  c o n t r o l ,  a n d  t h e  p u t a t i v e  o w n e r  m u s t  h a v e  e s t a b l i s h e d  a  l e g i t i m a t e  c l a i m  t o  e x c l u s i v i t y . " ) ;  s e e  a l s o  J o h n  E .  C r l b b e t  e t  a t . ,

P r o p e r t y  8  ( D a v i d  L .  S h a p i r o  e t  a l .  e d s . ,  T h e  F o u n d a t i o n  P r e s s  1 9 9 6 )  ( 1 9 6 0 )  ( c o m m e n t i n g  t h a t  e x c l u s i v i t y  i s  3 n e c e s s a r y  c r i t e r i o n  f o r  a n  e f f i c i e n t  s y s t e m  o f  p r o p e r t y  

r i g h t s ) .

( 7 6  y | F o r  i n s t a n c e ,  p r o p e r t y  r i g h t s  e x i s t  i n  I n t a n g i b l e  d o m a i n  n a m e s  b e c a u s e  r e g i s t r a t i o n  o f  a  d o m e i n  n a m e  e x c l u d e s  o t h e r s  f r o m  u s i n g  I t  o n  t h e  I n t e r n e t .  S e e  

K r s m e n _ v ^ _ C 9 h e n . 3 3 -  F J d  1 0 2 4 .  1 0 3 0  ( 9 t h  C l r .  20031

I

| 7 7 y | S e e  H o w  a n d  W h y  o f  W i R ,  s u p r a  n o t e  1  ( s t a t i n g  t h a t  w i r e l e s s  n e t w o r k s  o p e r a t e  i n  t h e  u n l i c e n s e d  2 . 4  a n d  5  G H z  b a n d w i d t h s ) ,

| 7 8 ? j  A n  a r g u m e n t  c o u l d  b e  m a d e  t h a t  W i - R  r a d i o  s i g n a l s  c a n  b e  c o n t a i n e d  w i t h i n  a  p h y s i c a l  b o u n d a r y .  A  c o m p a n y  c a l l e d  F o r c e  F i e l d  W i r e l e s s  h a s  d e v e l o p e d ,  a n d  

s e l l s ,  p a i n t  t h a t ,  a c c o r d i n g  t o  t h e  c o m p a n y ,  b a r s  t h e  p a s s a g e  o f  r a d i o  s i g n a l s .  S e e  F o r c e  F J e i d  W i r e l e s s ,  h t t B : Z / w w w t f o r c e f i e 1 d w i r e t e s s . c o m / d e i e n d a i £ j \ t i T > l  ( l a s t  

v i s i t e d  M a y  I S ,  2 0 0 6 ) .  A p p a r e n t l y  t h e  p a i n t  i s  l a c e d ' w i t h  c o p p e r  a n d  a l u m i n u m ,  b o t h  o f  w h i c h  f o r m  an e l e c t r o m a g n e t i c  s h i e l d .  H i n e s ,  s u p r a  n o t e  7 .  U n f o r t u n a t e l y  

t h e  p a i n t  c o m e s  i n  o n l y  o n e  c o l o r  -  g r a y .  I d .

( 7 9 y { s e e  s u p r a  n o t e  2 2 .

f s P y ) U n k s y s  W h i t e  P a p e r ,  s u p r a  n o t e  4 2 ,  a t  6 .

| R.A. /96
t
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' . T h e  f a c t  t h a t  a  w i r e l e s s - d e v i c e  u s e r  c a n n o t  p r o h i b i t  r a d i o  i n t e r f e r e n c e  o n  a n  u n l i c e n s e d  f r e q u e n c y  I s  c o n s i s t e n t  w i t h  t h e  f e e t  t h a t  a w i r e l e s s - d e v i c e  u s e r  c a n  

p r o h i b i t  a  p e r s o n  f r o m  e m p l o y i n g  t h e  f r e q u e n c y  a s  a  m e a n s  t o  h a r m  t h e  u s e r ' s  p e r s o n a !  p r o p e r t y .  T h e  f o r m e r  f a c t  c o n c e r n s  I n t e r f e r e n c e  o n  t h e  f r e q u e n c y  

b a n d w i d t h ;  t h e  l a t t e r  f a c t  c o n c e r n s  p e r s o n a l  p r o p e r t y  r i g h t s .  I n d e p e n d e n t  o f  f r e q u e n c y  I n t e r f e r e n c e ,

| 8 2 y f T h i s  f a c t  Is also manifested by Congress's express declaration  w i t h  respect t o  l i c e n s e d  f r e q u e n c i e s ,  S e e  4 7  U . 5 . C .  3 0 1  ( 2 0 0 0 ) .  B u t  s e e  C r l b b e t  e t  a l . ,  s u p r a  

n o t e  7 5 ,  a t  9 - 1 0  ( a r g u i n g  t h a t  p r o p e r t y  r i g h t s  e x i s t  I n  b r o a d c a s t  f r e q u e n c i e s  i n  a t  l e a s t  e c o n o m i c  t e r m s ) .  I f  i n  f a c t  l i c e n s e d  f r e q u e n c i e s  c a n n o t  b e  o w n e d ,  I t  a p p e a r s  

c e r t a i n  t h a t  p r o p e r t y  r i g h t s  d o  n o t  a t t a c h  t o  u n l i c e n s e d  f r e q u e n c i e s  e i t h e r .

! | S 3 y j  S e e  U n k s y s  W h i t e  P a p e r ,  s u p r a  n o t e  42, a t  6 .

1 I n t e r f e r e n c e  i s  " p e r m i s s i b l e *  t o  t h e  e x t e n t  t h a t  t h e  u n l i c e n s e d  f r e q u e n c i e s  a r e  n o t  r e g u l a t e d  b y  g o v e r n m e n t .  S e e  s u p r a  n o t e  22.

1 8 5 t I S e e  s o u r c e s  d t e d  s u p r a  n o t e  37.

( H i  W i l l i a m  S h a k e s p e a r e ,  M e a s u r e  f o r  M e a s u r e  a c t  2, s c .  2,

| 8 7 y | K e m ,  s u p r a  n o t e  2, a t  1 5 1 ;  s e e  a l s o  W .  P a g e  K e e t o n  e t  a ! . ,  P r o s s e r  a n d  K e e t o n  o n  t h e  L a w  o f  T o r t s  1 4 ,  a t  B S  ( S t h  e d .  1 9 8 4 )  { o u t l i n i n g  t h e  h i s t o r y  o f  t r e s p a s s  

t o  c h a t t e l  a n d  s t a t i n g  t h a t  i t  w a s  e m p l o y e d  I n  s i t u a t i o n s  w h e r e  a n i m a l s  w e r e  k i l l e d  o r  b e a t e n ) ,

i M r l S e e .  e . g . ,  L a u r a  Q u i t t e r ,  T h e  C o n t i n u i n g  E x p a n s i o n  o f  C y b e r s p a c e  T r e s p a s s  t o  C h a t t e l s ,  1 7  B e r k e l e y  T e c h ,  L J .  4 2 1 ,  4 3 5 - 3 6  ( 2 0 0 2 )  ( e x p l a i n i n g  t h a t  c o u r t s  h a v e

e m p l o y e d  t h e  t o r t  t o  d e a l  w i t h  p r o b l e m s  o n  t h e  I n t e r n e t ) ;  c a s e s  c i t e d  s u p r a  n o t e  2 4 .

| 8 9 ? l 5 e e .  e . g . ,  c a s e s  c i t e d  s u p r a  n o t e  2 4 .

| 9 0 y | S e e  H a l e ,  s u p r a  n o t e  7 ,  a t  5 5 2 - 5 5 ;  K e r n ,  s u p r a  n o t e  2, a t  1 5 1 .

1 9 1  ? 1  R e s t a t e m e n t  o f  T o r t s  2 1 7 ,  a t  4 1 7  ( 1 9 5 8 ) ,  

j l d .  2 1 7  c m t .  e ,  a t  4 1 9 ,

t n s i d .

[ 9 4 y | id.

1 9 5 y ] i d .  2 18  c m t .  e ,  a t  4 2 1 - 2 2 .

| 9 6 ? l  I d .  2 1 8 ,  a t  4 2 0 .

| 9 7 t I]cI.

| 9 8 ? l l d ,  2 1 8  c m t .  e ,  a t  4 2 1 - 2 2 .  A l t h o u g h  a n  a c t o r  i s  n o t  l i a b l e  f o r  h a r m l e s s  I n t e r m e d d l i n g ,  a  c h a t t e l  o w n e r  m a y  u s e  r e a s o n a b l e  f o r c e  t o  h a l t  s u c h  i n t e r m e d d l i n g .  I d .  

( R a d i o  s i g n a l s  a r e  n o t  m a t e r i a l  o b j e c t s ,  b u t  r a t h e r  a r e  e l e c t r i c a l  a n d  m a g n e t i c  f i e l d s ,  H a r r i n g t o n ,  s u p r a  n o t e  5 0 ,  a t  2 .

| l O O y | S e e  R e s t a t e m e n t  o f  T o r t s  2 1 7  c m t .  e ,  a t  4 1 9  ( r e q u i r i n g  p h y s i c a l  c o n t a c t  f o r  t r e s p a s s o r y  I n t e r m e d d l i n g ) ;  K e r n ,  s u p r a  n o t e  2, a t  1 5 1 - 5 2  ( s t a t i n g  t h a t  a  

t r e s p a s s  a r g u m e n t  r e q u i r e s  t h a t  t h e  e l e c t r o n i c  s i g n a l  b e  v i e w e d  a s  p h y s i c a l  c o n t a c t ) .

1 0 1  S e e .  e . g . ,  c a s e s  c i t e d  s u p r a  n o t e  2 4 .

j l 0 2 y | S e e  A m ^ Q n l l n e .  I n c .  v .  N a t l  H e a l t h  C a r e  D i s c . .  1 2 1  F .  S u o o .  2 d  1 2 5 5 .  1 2 5 9 .  1 2 7 7  m . D .  I o w a  2 0 0 0 V  A m .  O n l i n e .  I n c .  v .  L C G M .  4 6  F .  S U P P ,  2 d  + * 4 .  4 5 1 - 5 2  

f c . D .  V a .  1 9 9 8 V  A m .  O n l i n e .  I n c .  v .  I M S .  2 4  F .  S u o o .  2 d  5 4 8 .  5 5 0 - 5 1  ( E . D .  V a .  1 9 9 8 V  C o m p u S e r v e .  I n c .  v .  C y b e r  P r o m o t i o n s ,  I n c . .  9 6 2  F .  S i i d p . 1 0 1 5 .  1 0 2 1 - 2 2  

f S . D .  O h i o  1 9 9 7 V  H o t m a i l  C o r p ,  v .  V a n $  H o n e y  P i e ,  I n c . ,  N o ,  C - 9 8  ) W  P V T  E N E ,  C  9 8 - 2 0 0 6 4  J W ,  1 9 9 8  W L  3 8 8 3 8 9 ,  a t  7  ( N . D .  C a l .  A p r ,  1 6 ,  1 9 9 8 ) .

I 1 1 0 3 y | 9 6 2  F .  S u o n .  1 0 1 5  f S . D .  O h i o  1 9 9 7 V  

i 1 0 4 g i l d ,  a t  1 0 1 7 .

I i 0 5 ~ v | l r i .  a t  1 0 2 7 .

| l 0 6 ? | i d .  a t  1 0 2 1 .  T h e  C o m p u S e r v e  c o u r t  r e l i e d  o n  t h e  r e a s o n i n g  o f  o n e  c a s e  f o r  t h i s  f i n d i n g  -  a  C a l i f o r n i a  S t a t e  C o u r t  d e c i s i o n ,  T h r H t v - T c f .  r n c .  v ,  S e r e n e k .  S 4 _ C a l .  

R o t r .  2 d  4 6 8  ( C e l .  C t .  A d o . 1 9 9 6 V  I n  T h r i f t y - T e l ,  c h i l d r e n  u s e d  s o f t w a r e  t o  c o n d u c t  h i g h - s p e e d  a u t o m a t e d  s e a r c h e s  o f  p o s s i b l e  a c c e s s  c o d e s  f o r  a  c o m p a n y ' s  

t e l e p h o n e  s y s t e m ,  i d .  a t  4 7 1 - 7 2 .  T h e  c o u r t  h e l d  t h a t  t h e  c h i l d r e n  h a d  c o m m i t t e d  a  t r e s p a s s  t o  c h a t t e l ,  i d .  a t  4 7 3  n . 6 .  A c c o r d i n g  t o  t h e  c o u r t ,  t h e  e l e c t r o n i c  s i g n a l s  

c o m p o s i n g  t h e  a c c e s s  c o d e s  w e r e  ' s u f f i c i e n t l y  t a n g i b l e  t o  s u p p o r t  a  t r e s p a s s  c a u s e  o f  a c t i o n . *  I d .  T h e  c o u r t  r e a c h e d  t h i s  c o n c l u s i o n  b y  r e l y i n g  o n  c a s e s  h o l d i n g  t h a t  

m i c r o s c o p i c  p a r t i c l e s ,  s u c h  a s  d u s t  a n d  s m o k e ,  c a n  c o n s t i t u t e  a  t r e s p a s s .  I d .  A s  o n e  c o m m e n t a t o r  h a s  p o i n t e d  o u t ,  h o w e v e r ,  t h o s e  c a s e s  o n  w h i c h  T h r i f t y - T e l  r e l i e d  

d e a l t  w i t h  t r e s p a s s  t o  l a n d ,  n o t  t r e s p a s s  t o  c h a t t e l .  D a n  L .  B u r k ,  T h e  T r o u b l e  w i t h  T r e s p a s s ,  4  ] .  S m a l l  &  E m e r g i n g  B u s .  L .  2 7 .  3 3  f 2 0 0 0 V

| l 0 7 y t s e e ,  e . g . ,  c a s e s  c i t e d  s u p r a  n o t e  1 0 2 .
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b r e a c h i n g  t h e  I S P  a g r e e m e n t  I f  t h a t  a g r e e m e n t  s p e c i f i c a l l y  r e s t r i c t s  t h e  u s a g e  o f  I S P  s e r v i c e s  t o  t h e  W i - F I  o p e r a t o r .  S u c h  a  b r e a c h  w o u l d  l i k e l y  I m p a i r  t h e  v a l u e  o f  

t h e  r o u t e r ,  t h e  r e u t e r  w o u l d  b e  t h e  m e a n s  b y  w h i c h  t h e  W I - F I  o p e r a t o r  b e c o m e s  l i a b l e  t o  t h e  I S P ,  s o  i t s  v a l u e  w o u l d  d e c r e a s e  i n  p r o p o r t i o n  t o  t h e  a m o u n t  o f  

l i a b i l i t y .  A  h a r m  a r g u a b l y  r e s u l t s .

D e s p i t e  t h e  p r e s e n c e  o f  t h i s  h a r m ,  I t  I s  n o t  l i k e l y  a c t i o n a b l e  u n d e r  t r e s p a s s  t o  c h a t t e l  b e c a u s e  i t  I s  e c o n o m i c  I n  n a t u r e .  C o u r t s  h a v e  r e f u s e d  t o  r e c o g n i z e  e c o n o m i c  

h a r m  a s  a  b a s i s  f o r  s u p p o r t i n g  l i a b i l i t y  u n d e r  a  c l a i m  o f  t r e s p a s s  t o  c h a t t e l .  S e e  I n t e l  C o r p .  v .  h a m l r t i .  7 1  P . 3 d  2 9 6 .  3 0 0  f C f l i ,  2 0 0 3 1  ( r e f u s i n g  t o  r e c o g n i z e  

' c o n s e q u e n t i a l  e c o n o m i c  d a m a g e s "  a s  s a t i s f y i n g  t h e  r e q u i r e m e n t  f o r  h a r m  u n d e r  t r e s p a s s  t o  c h a t t e l ) .
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T i m e s ,  M a r ,  1 9 ,  2 0 0 5 ,  a t  A l .  I t  i s  p o s s i b l e ,  t h e n ,  t h a t  a  W i - F i  o p e r a t o r  c o u l d  s u f f e r  r e p u t a t i o n a l  h a r m  d u e  t o  t h e  n e i g h b o r ’s  j o y r i d i n g .
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} l 4 B ? ] i d .  a t  5 5 2 - 5 3 ;  H i n e s ,  s u p r a  n o t e  7 .  A d m i t t e d l y ,  n o t  a l l  i n s t a n c e s  o f  j o y r i d i n g  r e s u l t  I n  t h i s  f i r s t  h a r m .  C h e c k i n g  e - m a l l  o r  v i e w i n g  w e b s i t e s  w o u l d  not 

n o t i c e a b l y  s l o w  d o w n  t h e  r a t e  o f  d a t a  t r a n s m i s s i o n ,  S e e  Hale, supra n o t e  7, a t  5 5 4 .

1 1 4 9  t \ S e e  K l a u s ,  s u p r a  n o t e  4 1  ( “ N e x t  g e n e r a t i o n  v i r u s  a n d  w o r m s  h a v e  b e c o m e  a  m u l t i - v e c t o r  a t t a c k  p r o g r a m s  [ s i c ]  t h a t  s e l f - p r o p a g a t e  t h r o u g h  a n y  T C P / I P  

i n t e r f a c e  I n c l u d i n g  w i r e l e s s .  I f  o n e  c o m p u t e r  o n  a  w i r e l e s s  n e t w o r k  i s  i n f e c t e d  w i t h  a  h y b r i d  t h r e a t ,  t h i s  t h r e a t  c a n  e a s i l y  s p r e a d  t o  o t h e r  w i r e l e s s  c o m p u t e r s  a n d  

p o t e n t i a l l y  i n t e r n a l  c o m p u t e r s  b e h i n d  t h e  w i r e l e s s  network."); s e e  a l s o  Kumagal, s u p r a  n o t e  8 .

T h e  o p p o s i t e  s i t u a t i o n  -  w h e r e  t h e  j o y r i d i n g  n e i g h b o r  r e c e i v e s  a  v i r u s  f r o m  t h e  W i - F i  o p e r a t o r  -  w o u l d  n o t  g i v e  r i s e  t o  a  t o r t  a c t i o n  a g a i n s t  t h e  W i - F i  o p e r a t o r .  

P r e s u m a b l y  t h e  j o y r i d i n g  n e i g h b o r  w o u l d  b r i n g  a  n e g l i g e n c e  s u i t  a g a i n s t  t h e  W i - F I  o p e r a t o r  f o r  b r e a c h i n g  a  d u t y  o f  c a r e  t o  o p e r a t e  t h e  n e t w o r k  w i t h o u t  a n y  h a r m f u l  

c o m p u t e r  v i r u s e s .  S e e  W .  P a g e  K e e t o n  e t  a l . ,  s u p r a  n o t e  8 7 ,  3 0 ,  a t  1 6 4 - 6 5  ( o u t l i n i n g  t h e  e l e m e n t s  o f  a  n e g l i g e n c e  c a u s e  o f  a c t i o n ) .  T h e  W i - F i  o p e r a t o r  w o u l d  U f c e l y  

b e  v i e w e d  a s  h a v i n g  a s s u m e d  t h e  r i s k  o f  h a r m  b y  l o g g i n g  o n t o  t h e  w i r e l e s s  n e t w o r k .  S e e  I d .  6 8 ,  a t  4 8 4 - 8 5  ( e x p l a i n i n g  t h e  c o n s i d e r a t i o n s  i n  f i n d i n g  a n  i m p l i e d  
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J e a n e s  v .  H o l n .  2 1 1  P . 2 d  9 2 5 .  9 2 7  f C a l .  D l s t .  C t .  A o n .  1 9 4 9 T  ( r u l i n g  t h a t  d e f e n d a n t  w a s  n o t  n e g l i g e n t  whers neighbor's  b e e s  c a m e  o n t o  d e f e n d a n t ' s  l a n d  a n d  
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I 1 2 5 6  y |  S e e  K e l l y  v .  C o o k .  7 3  S o .  2 2 0 .  2 2 1  f A l a .  C t .  A d o . 1 9 1 6 1  ( T h e  e v i d e n c e  s h o w s  t h a t  t h i s  c o t t o n  w a s  t a k e n  i n  t h e  a b s e n c e  o f  t h e  p l a i n t i f f  a n d  d e l i v e r e d  t o  t h e  

d e f e n d a n t  w i t h o u t  h e r  k n o w l e d g e ;  a n d  t h e  m e r e  s i l e n c e  o f  t h e  p l a i n t i f f  a f t e r  k n o w l e d g e  o f  t h e  c o n v e r s i o n  w a s  b r o u g h t  t o  h e r  d i d  n o t  a m o u n t  t o  a  r a t i f i c a t i o n  o f  t h e  

t a k i n g  o r  a  w a i v e r  o f  t h e  t o r t . " ) .

| 2 5 7 y | s e e  i d , ;  W .  P a g e  K e e t o n  e t  a l „  s u p r a  n o t e  8 7 , 1 8 ,  a t  1 1 9 - 2 0  ( c o m m e n t i n g  t h a t  c o n s e n t  I s  n o t  a  d e f e n s e  t o  t o r t i o u s  c o n d u c t  w h e r e  t h e  s e e m i n g  c o n s e n t  i s  

p r o v i d e d  w i t h o u t  f u l l  k n o w l e d g e  o f  t h e  n a t u r e  a n d  q u a l i t y  o f  t h e  c o n d u c t ) .

| 2 S 8 ? l c r .  P a t r i c i a  L .  B e l l i a ,  D e f e n d i n g  C y b e r p r o p e r t y ,  7 9  N . Y . I J .  L .  R e v ,  2 1 6 4 .  2 2 7 2 - 7 3  ( 2 0 0 4 1  ( a r g u i n g  t h a t  t r e s p a s s  t o  c h a t t e l  s h o u l d  a r i s e  I n  t h e  c o m p u t e r *  

n e t w o r k  c o n t e x t  o n l y  i f  t h e  n e t w o r k  o p e r a t o r  h a s  i m p l e m e n t e d  a c t u a l  n o t i c e  o f  c o n d i t i o n s  f o r  a c c e s s  t o  t h e  n e t w o r k ) .

1 2 5 9  y j  S e e  W .  P a g e  K e e t o n  e t  a l . ,  s u p r a  n o t e  8 7 , 1 8 ,  a t  1 1 3  ( " S i l e n c e  a n d  i n a c t i o n  m a y  m a n i f e s t  c o n s e n t  w h e r e  a  r e a s o n a b l e  p e r s o n  w o u l d  s p e a k  i f  h e  o b j e c t e d . * )  

( e m p h a s i s  a d d e d ) .

1 2 6 0 ? ! S e e  i d .

| | 2 6 l q ; | S e e  R e s t a t e m e n t  o f  T o r t s  2 6 4 ,  a t  4 9 8  ( 1 9 5 8 )  ( " O n e  i s  p r i v i l e g e d  t o  c o m m i t  a n  a c t  w h i c h  w o u l d  o t h e r w i s e  b e  a t r e s p a s s  t o  t h e  c h a t t e l  o f  a n o t h e r  o r  a

! c o n v e r s i o n  o F  i t .  F o r  t h e  p u r p o s e  o F  a b a t i n g  a  p r i v a t e  n u i s a n c e  c r e a t e d  o r  m a i n t a i n e d  b y  t h e  o t h e r .  If t h e  a c t  i s  a  r e a s o n a b l e  m e a n s  o f  a b a t i n g  t h e  n u i s a n c e ,  a n d  if

j t h e  o t h e r  u p o n  d e m a n d  h a s  f a i l e d  t o  a b a t e  t h e  n u i s a n c e ,  o r  t h e  a c t o r  r e a s o n a b l y  b e l i e v e s  t h a t  s u c h  d e m a n d  i s  I m p r a c t i c a l  o r  u s e l e s s . ' ) .

I •
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i c o e x i s t a n c e . p d f  ( " O n l y  I n  e x t r e m e  c o n d i t i o n s ,  s u c h  a s  s e t t i n g  a  B l u e t o o t h - e n a b l e d  c e l l  p h o n e  d o w n  n e x t  t o  a n  o p e r a t i n g  m i c r o w a v e  o v e n ,  i s  I t  l i k e l y  t h a t

I c o m m u n i c a t i o n s  w i l l  c e a s e  a l t o g e t h e r . 1 ) .

) 2 7 5 y ) i d .  a t  2  ( ' T h e r e  c a n  b e  n o  m o r e  t h a n  t h r e e  d i f f e r e n t  W l - R  n e t w o r k s  o p e r a t i n g  i n  d o s e  p r o x i m i t y  t o  o n e  a n o t h e r . " ) .
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[ 2 7 7 y l S e e  6 6  C J . S .  N u i s a n c e s  8 9 .  a t  6 3 5  ( s t a t i n g  t h a c  a b a t e m e n t  I s  p e r m i s s i b l e  o n l y  i n  i n s t a n c e s  o f  ' e x t r e m e "  o r  " u r g e n t ”  n e c e s s i t y ) ,

| 2 7 f l y | S e e  i d .

2 7 9  y [  A s s u m i n g  a r g u e n d o  c h a t  t h e s e  facts did exist, j o y r i d i n g  d o e s  n o t  appear a reasonable means for  a b a t i n g  t h e  nuisance. T o  b e  e x c u s e d  f o r  a n  a c t i o n  o f  

t r e s p a s s ,  a n  a c t o r  m u s t  r e a s o n a b l y  b e l i e v e  t h a t  a  d e m a n d  o n  t h e  c h a t t e l  o w n e r  t o  c e a s e  t h e  n u i s a n c e  w o u l d  b e  i m p r a c t i c a l  o r  u s e l e s s .  R e s t a t e m e n t  o f  T o r t s  2 6 4 ,  a t  

4 9 8  ( 1 9 5 H ) .  A  m o r e  r e a s o n a b l e  m e t h o d  o f  a b a t e m e n t  w o u l d  b e  f o r  t h e  n e i g h b o r  s i m p l y  t o  r e q u e s t  t h a t  t h e  W i - F I  o p e r a t o r  e i t h e r  p h y s i c a l l y  r e l o c a t e  o r  c e a s e  u s i n g  

a n y  o n e  o f  t h e  m a n y  w i r e l e s s  devices c r e a t i n g  t h e  s h o r t a g e .  Given that the WI-FI o p e r a t o r  prefers t h a t  t h e  n e i g h b o r  n o t  j o y r i d e ,  t h e  W i - F i  o p e r a t o r  w o u l d  l i k e l y  

a c q u i e s c e  t o  s u c h  a  r e q u e s t .  T h i s  m e t h o d  o f  a b a t e m e n t  -  t h e  s i m p l e  r e q u e s t  -  a p p e a r s  m o r e  r e a s o n a b l e  t h a n  j o y r i d i n g  b e c a u s e  I t  w o u l d  n o t  s u b j e c t  t h e  W l - R  

o p e r a t o r  t o  t h e  p o t e n t i a l  h a r m s  d i s c u s s e d  a b o v e .  S e e  d i s c u s s i o n  s u p r a  s u b s e c t i o n  I I I . B . 2 .

I [ 2 8 0  S e e  d i s c u s s i o n  s u p r a  s e c t i o n  I I I . A .

[ 2 8 1  ■ g l S e e  d i s c u s s i o n  s u p r a  s u b s e c t i o n  I I I . B . l .  

| 2 3 2 y | s e e  d i s c u s s i o n  s u p r a  s u b s e c t i o n  J I J . 0 . 3 .

I 1 2 8 3  S e e  d i s c u s s i o n  s u p r a  s u b s e c t i o n  i n . B . 2 . a .

[ 2 8 4 y [ S e e  d i s c u s s i o n  s u p r a  s u b s e c t i o n  m . B . 2 . a .  

I 1 2 8 5 s p l S e e  d i s c u s s i o n  s u p r a  s u b s e c t i o n  n i . 8 . 2 . b .

( 2 8 6  - y l s e e  c a s e s  d t e d  s u p r a  n o t e  1 7 5 .

{ 2 8 7 * y | S e e  d i s c u s s i o n  s u p r a  s u b s e c t i o n  E L t . B . 2 . b .

| 2 8 3 y | s e e  d i s c u s s i o n  s u p r a  P a r t  I V .  

[ 2 8 9 i g l s e e  d i s c u s s i o n  s u p r a  s e c t i o n  I V . A .

| 2 9 Q - ? j s e s  d i s c u s s i o n  s u p r a  s e c t i o n  T V  . A .  

j 2 9 1 ^ p j s e e  d i s c u s s i o n  s u p r a  s e c t i o n  r v . A .

| 2 9 2 r g | s e e  d i s c u s s i o n  s u p r a  s e c t i o n  I V . A .  

i 2 9 3  y ]  S e e  d i s c u s s i o n  s u p r a  s e c t i o n  I V , A .

1 2 9 4  y l s e e  d i s c u s s i o n  s u p r a  s e c t i o n  I V . A .

[ 2 9 5 y | s e e  d i s c u s s i o n  s u p r a  s e c t i o n  I V . A
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] (296y(See discussion supra section IV.A.
J

j j2 $ ? T lSee discussion supra section IV.B. 

l2 9 S y |See discussion supra section IV.B.

( 2 9 9 See discussion supra section IV.B.

|3 0 0 y jSeg cases dted supra note 268.

| |3 0 ly [ s ee  66 CJ.S. Nuisances 89, at 535 (1998).

|3 0 2 y |see  discussion supra section IV.3.
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